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Executive Summary

Criticalinfrastructure resilience is an essential for Costa Rica's nation-
al resilience and continued sustainable development. National resil-
ience entails the ability to prepare and plan for, absorb, recover from,
and more successfully adapt to major adverse events and disasters.
Costa Rica's high exposure to a wide range of natural hazards threat-
ens critical infrastructure across the country. Disruptions in critical
infrastructure can have cascading impacts that resonate far beyond
the affected area, impeding disaster recovery efforts, at worst ham-
pering long-term sustainable development and driving inequalities.

Key Findings

Costa Rica has made substantial investments in emergency prepared-
ness and disaster management capacities at critical infrastructure
level. At the national level, various policies stress the value of critical
infrastructure resilience, contributing to the uptake of resilience mea-
sures at operator level. Many operators have started to implement
comprehensive resilience measures, and some showcase exemplary
resilience efforts. When operators experience disaster-related dam-
ages, the National Emergency Fund may be tapped upon, and hazard
insurance is available.

At the same time, a number of challenges and governance gaps persist
in Costa Rica, calling for further strengthening of critical infrastructure
resilience efforts. The existing policies are not sufficiently detailed and
do not build on a common national criticality and interdependence
assessment that could help operators prioritize investments into
resilience. Access to the National Emergency Fund is not tied to ex
ante resilience measures taken, nor to whether an asset has been
damaged for the first, or for the umpteen time, skewing incentives for
investing in resilience. Accountability frameworks leave room for re-
inforcement, and cross-sectoral cooperation and information-sharing
is not developed and far-reaching enough to create peer pressure
and a common sense of responsibility that ensures optimal invest-
ments in resilience. As a result, substantial resilience disparities exist
between sectors, with some sectors’ resilience lagging far behind.

Executive Summary

National
resilience entails
the ability to
prepare and

plan for, absorb,
recover from, and
more successfully
adapt to major
adverse events
and disasters.



Recommendations

1. Launch a standardized national criticality and interdependence as-
sessment for critical infrastructure:

+ Set up a national criticality and interdependence assessment that builds
on assessments at operator level, safeguarded by confidentiality re-
quirements and security protocols.

- Establish central responsibility to lead the national criticality assessment,
ensure compatibility between operator assessments, bring results to-
gether, and expand and analyse them in light of systemic interdepen-
dencies and needs.

+ Coordinate the national criticality assessment with operators and oth-
er pertinent stakeholders, and incorporate their technical expertise and
analyses into the systemic analyses.

+ Develop a common critical assets inventory, classifying assets by their
criticality in the national context. Maps that illustrate interdependencies
would be a useful complement.

+ Share assessment results to relevant representatives from operators and
the government, protected by strong safeguards and security protocols.

2. Adopt a national critical infrastructure resilience strategy offering com-
prehensive policy guidance for all stakeholders:

+ Adopt a comprehensive national critical infrastructure resilience strate-
gy that defines clear objectives and promotes an all-hazards approach,
building on the standardized national criticality and interdependence
assessment.

+ Design a complementary action plan that sets out action items for the
strategic objectives and timelines for their implementation.

- Ensure broad stakeholder consultations with operators, regulatory au-
thorities and line ministries and other relevant actors under the National
Risk Management System, in the design of the national strategy and
action plan.

3. Ensure effective incentives for investing in ex ante resilience measures
at operator-level:

+ Use the National Emergency Fund to create incentives for carrying out
resilience measures: Align size of recovery payments with implemen-
tation of ex ante measures and introduce requirements to use recovery
funding to build back better.

« Establish provisions, including fines or corrective measures applicable
in cases of non-compliance with the resilience requirements outlined in
the relevant policies.

Governance of Critical Infrastructure Resilience in Costa Rica



4. Establish accountability frameworks for consistent implementation of
resilience objectives across all critical sectors:

 Foster stronger cooperation between the Emergencies Commission
and the Comptroller General to ensure seamless cooperation through
clear and binding agreements.

- Strengthen oversight responsibilities at central government level, with
a shared role for the National Emergencies Commission (CNE) and the
Comptroller General of the Republic (CFR), with CFR well-placed to
conduct inspections as part of its auditing function, and the CNE well-
placed to keep track of non-compliance cases, and ensure joint follow
up corrective action.

5. Boost information-sharing and partnerships across stakeholders,
building on the availability of disaster risk assessments:

+ Create a cross-sectoral critical infrastructure platform that brings all
relevant representatives from operators and the government together.

+ Establish a central government lead to manage the platform, and organ-
ise regular meetings. In light of its technical expertise, and experience in
coordinating the National Risk Management System, the National Emer-
gencies Commission would be well placed to take this role.

+ Give the following responsibilities to the cross-sectoral critical infra-
structure platform: (i) coordinate resilience measures and actions; (ii) ex-
change relevant security information and subject-matter expertise; (iii)
lessons learning following disruptions; (iv) develop mutual assistance
agreements, including sharing of equipment and emergency stocks, and
joint exercises.

Establish agreements that address data protection and competition
questions as legal basis for the partnership between operators and
the government.

6. Ensure financing arrangements to increase resilience of critical infra-
structure:

+ Consider creating a critical infrastructure resilience fund to support op-
erators with partial financial support for ex ante disaster risk manage-
ment measures. Fines for non-compliance with resilience requirements
could provide funding, while national criticality assessments should help
prioritise funding decisions.

 Improve the affordability of effective insurance cover, making uptake
more attractive to operators. The catastrophe risk transfer vehicle (CRTV)
is a good step in this direction.

Executive Summary
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Introduction

The effective functioning of critical infrastructure is an essential com-
ponent of socio-economic well-being, sustainable development and
inclusive growth. Disruptive events and failures in critical infrastruc-
ture systems such as water, electricity or telecommunication services
can have widespread negative impacts on communities; disrupt eco-
nomic activity affecting local, regional or even national economies in
the short and long term. Critical infrastructure failures can therefore
reinforce the spreading of negative impacts of disasters and hamper
a country's long-term sustainable development objectives.

Costa Rica's geographic location between the Caribbean Sea and
the Pacific, along two tectonic plates exposes it to both geophysical
and climate-related hazards. As a result, more than two thirds of Cos-
ta Rica's population and GDP are located in areas characterized by
multi-hazard exposure. Critical infrastructure is no exception in this
regard, facing a wide array of hazards, ranging from climate-related
hazards, such as storms and torrential rain to geophysical ones, in-
cluding volcanic activity and earthquakes.

Governments have a key role in promoting the resilience of crit-
ical infrastructure. Government is responsible for designing legal
frameworks and policies that encourage investments in resilience
measures by operators and provide deterrent mechanisms for cases
of non-compliance. In addition, with most of its critical infrastructure
publically owned, the Costa Rican government has immediate re-
sponsibility for ensuring the continuity of critical infrastructure in the
face of hazards.

Costa Rica has made substantial investments in emergency pre-
paredness and management capacities in recent years and has start-
ed to recognise the importance of resilience of its critical infrastruc-
ture. This report assesses Costa Rica’'s progress and achievements,
but also the bottlenecks prevailing in attaining and sustaining critical
infrastructure resilience. Particular emphasis is made on governance
mechanisms and institutional design for critical infrastructure resil-
ience in Costa Rica. Governance arrangements can significantly fa-
cilitate or hamper the effective engagement and investment of gov-
ernmental and non-governmental stakeholders in ensuring critical
infrastructure resilience against disasters.

Introduction

More than two
thirds of Costa
Rica's population
and GDP are
located in areas
characterized

by multi-hazard
exposure.
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This case study contributes insights into Costa Rica's policies and
practices established in support of its efforts to make critical infrastruc-
ture more resilient against future disasters. It provides an overview of
Costa Rica's capacity and progress in assessing the vulnerability and
criticality of its infrastructure assets. It also analyses Costa Rica's gover-
nance and financing arrangements for critical infrastructure resilience,
highlighting good practices and identifying potential bottlenecks.

This study builds on previous work by the OECD and the IDB (Fisher
and Gamper, 2017) that sought to identify effective ways for countries to
boost their infrastructures’ resilience against disasters. A policy evalua-
tion framework was developed for that purpose. The framework builds
on relevant OECD guidance in this area, including the OECD Recommen-
dation on the Governance of Critical Risks (OECD, 2014b) and the OECD
Recommendation on Disaster Risk Financing Strategies (OECD, 2017). It
identifies the main governance mechanisms underpinning critical infra-
structure resilience, and gives additional information on the application
of the principles found therein to managing risks threatening critical in-
frastructure systems.

The information presented in this case study draws on Costa Rica's
response to an OECD questionnaire, complemented by desk research
and a fact finding mission to Costa Rica, carried out in January 2018.

The first chapter of this case study provides an overview of Costa
Rica's multi-hazard and disaster risk exposure, as well as the socio-eco-
nomic impact of past disasters in the country. It then provides a snapshot
of instances, where disasters have caused significant damage and dis-
ruptions to critical infrastructure in Costa Rica. The second chapter takes
stock of Costa Rica's efforts towards resilient critical infrastructure sys-
tems and assesses good practices and potential areas for improvement.
It shows that some of Costa Rica’s critical infrastructure operators have
achieved a level of maturity in their resilience that is as an exemplar for
the region, encouraged by the resilience objectives outlined in various
applicable policies and laws. However, substantial resilience disparities
exist between sectors. Given that most critical infrastructure rely on other
sectors, the system as a whole ends up being as fragile as its weakest
link; leaving room for further bolstering of criticalinfrastructure resilience.

Governance of Critical Infrastructure Resilience in Costa Rica






1. Costa Rica’s wide range of natural hazards
threatening critical infrastructure

1.1. Hazard sources and disaster
risk exposure

Located between the Caribbean Sea and the
North Pacific Ocean, bordering the Pacific Ring
of Fire and divided by a mountain range in its
centre, Costa Rica is exposed to a wide range of
natural hazards, ranging from geophysical haz-
ards to weather-related hazards (Table 1.1).
When hazards disrupt the provision of criti-
calinfrastructure, cascading impacts that disturb
the well-being of Costa Rican society beyond
the hazardous event can follow. At worst, critical
infrastructure failures reinforce the spreading of
negative impacts of disasters to an extent that
hampers sustainable development and drives

inequalities (United Nations, 2016).

Seismic hazards, such as earthquakes, volca-
nic activity and tsunamis, as well as landslides
have been identified as critical hazards threat-
ening critical infrastructure in Costa Rica. Among
hydro-meteorological hazards, which accounted
for a large portion of critical infrastructure dis-
ruptions registered in the past decade, hurri-
canes and floods have been identified as a ma-
jor hazard for critical infrastructure in Costa Rica.
The Costa Rican authorities also identified fires
as well as spills of toxic substances, which may
occur following an industrial accident or when a
natural hazard triggered a technological disaster
(Natech), as a major hazard linked with the dis-
ruption of critical infrastructure.

Table 1.1. Types of natural hazards prevalent in Costa Rica

Natural hazard category | Types of natural hazards

Geophysical Earthquakes, volcanic activity
Hydrological Floods

Meteorological Tropical storm and hurricanes
Climatological Droughts

Source: GFDRR, 2010; response to the 2017 questionnaire on the governance of

critical infrastructure resilience in Costa Rica.
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Around 36.8 percent of Costa Rica's landmass
is exposed to three or more natural hazards and an
estimated 80 percent of the country's population,
assets and GDP are located in areas exposed to
multiple hazards. The high population density and
asset concentration in the Central Valley gener-
ates additional vulnerabilities (Figure 1.1). The cap-
ital San Jose, located at the heart of the Central
Valley, is exposed to high risk of droughts, earth-
quakes, floods, landslides and volcanic activity, as
well as to medium cyclone risk (UN DESA, 2015).

The ageing state of some of Costa Rica’s criti-
cal infrastructure may increase underlying vulner-
abilities. An evaluation by the National Laboratory
of Materials and Structural Models of the Univer-
sity of Costa Rica (Laboratorio Nacional de Mate-
riales y Modelos Estructurales, LANAMMEUCR),

for instance, showed that the extensive Costa Ri-
can road network is of relatively poor quality, with
about 62 percent of roads evaluated as in defi-
cient or very deficient conditions and none in very
good condition (Figure 1.2). Many bridges have
been judged at structural risk of collapsing due to
deterioration, with poor maintenance compound-
ing the situation (LANAMMEUCR, 2015). Both trop-
ical Storm Tomas that hit Costa Rica in late 2010
and Hurricanes Otto and Nate that moved over
Costa Rica in late fall 2016 and 2017 caused wide-
spread damage to roads and bridges that resulted
in traffic interruptions of more than 15 days. Even
short-lived disruptions in transportation networks
may result in significant cascading effects, caused
e.g. by the delay in movement of both people and
goods (World Bank, 2012; Reliefweb, 2016).

Figure 1.1. Value and distribution of buildings at risk from earthquakes and hurricanes in Costa Rica

Exposure (in millions US$)
m <18

19-63

64-134

135-240
B >240

Source: GFDRR, 2016.
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Figure 1.2. Functional conditions of national paved roads in Costa Rica

Increasing climate variability linked to the
effects of climate change is expected to exac-
erbate weather hazards in the region. Records
show that over the past decades temperature
has increased between 0.2 and 0.3 °C in Costa
Rica. The temperature increases are expected
to trigger more frequent and extreme weather
events, such as droughts and storms as well as
more intense precipitation per episode. Costa Ri-
ca’'s Caribbean coast is expected to experience
the most severe storms and floods, while the
Northwest is projected to experience the most
pronounced droughts. Among other things, this
creates a stressor for the availability and provi-
sion of water, a critical input factor for economic
productivity and livelihoods. During EL Nifo years,
weather hazards are already more pronounced,
with frequent severe droughts resulting from it on
the Pacific coast of Costa Rica, and intense rains
that cause flooding on central Costa Rica’s Carib-
bean slope (UNDP, 2017, Economic Commission
for Latin America and the Caribbean, 2015).

14

B Good 238 km

B Regular 1,762 km

B Deficient 2,169 km

B Very Deficient 1,100 km

Source: LANAMMEUCR, 2015; Pisu and Villalobos, 2016.

The tight interconnection of grids across six
Central American countries, resulting from the
integration of electricity systems through the
Central American Electrical Interconnection
System (Sistema de Interconexion Eléctrica de
los Paises de Ameérica Central, SIEPAC), makes
the Costa Rican grid vulnerable to cross-bor-
der disruptions. Power outages can have major
impacts on economic activity and thus result in
significant economic damages beyond the di-
rect damage caused to the grid. In July 2017,
for instance, heavy rain in Panama caused the
failure to the shared Central American trans-
mission line (SIEPAC), which left up to 1.4 mil-
lion homes and businesses across Costa Rica
without power for five hours. As a result many
businesses had to close and transport was dis-
rupted (Tico Times, 2017a). Resilience measures
implemented by the ICE Group contributed to
a comparatively shorter outage in Costa Rica,
while neighbouring countries were off the grid
for much longer.

Governance of Critical Infrastructure Resilience in Costa Rica



1.2. Socio-economic impacts
of past disasters

Data collected by the Ministry of National Plan-
ning and Economic Policy (Ministerio de Planifi-
cacion Nacionaly Politica Econdmica, MIDEPLAN)
show that in the past four decades, earthquakes,
hurricanes and floods have been the most im-
pactful hazards in Costa Rica (see Table 1.1 and
Figure 1.2).

Some of the most impactful disasters were
the Limon earthquake in 1991, which resulted in
an estimated damage of USD 444 million, and
the even more impactful Cinchona earthquake
in 2009 that caused ca. USD 678 million in dam-
ages and killed thirty-one people. Hurricanes,

Table 1.2. Major Disasters in Costa Rica since 1990

Year People
affected

Cinchona earthquake 2009 128,618
Limon earthquake 1991 n/a
Hurricane Tomas 2010 3,000
Hurricane Cesar 1996 500,000
Hurricane Otto 2016 50,000
Tropical Storm Nate 2017 11,517

Note: Data for tropical storm Nate is still preliminary.

too, have caused very high costs in recent years.
Hurricane Tomas that struck Costa Rica in 2010
USD 354 million in damages, killing twenty-four
people, and hurricane Otto in 2016 caused dam-
ages summing up to USD 199 million, and caus-
ing fifty deaths. The most recent storm Nate
killed at least eight and left widespread damage
in its wake (MIDEPLAN, 2015).

On average, the damages caused by disasters
between 1995 and 2016 have summed up to 0.16
percent of annual GDP, ranking Costa Rica slightly
above OECD average that stands at 0.13 percent
for the same period (Figure 1.3). The damages
from some major disasters, such as the Cinchona
earthquake or hurricane Cesar, however, much
exceeded this annual average (Figure 1.2).

Deaths Estimated damage % of GDP
(in constant US dollars, 2015)
31 678 million 2.22
n/a 444 million 6.19
24 315 million 0.85
50 216 million 1.86
9 199 million 0.35
14 593 million 1.00

Source: EM-DAT, 2017; MIDEPLAN, 2014; response to the 2017 questionnaire on the
governance of critical infrastructure resilience in Costa Rica; World Bank, 2016.

Figure 1.3. Average annual damage of disaster in Costa Rica in % of GDP, 1995-2015

B OECD range
Costa Rica
€ OECD av.

0.00% 0.10% 0.20% 0.30% 0.40% 0.50% 0.60%

0.70% 0.80% 0.90% 1.00%

Source: EM-DAT, 2017; World Bank, 2016; OECD Survey on the Governance of Critical Risks.
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1.3. The impact of past disasters on
Costa Rica's critical infrastructure

Due to the interdependent nature of critical in-
frastructure, disruptions in critical assets can
cause cascading impacts up until system fail-
ure. During emergencies, disruptions in critical
infrastructure can hinder response efforts. For
instance, if a disaster damages critical points
of the electricity grid, a country-wide electrical
power failure may follow. The high dependence
of telecommunications and public health infra-
structure on electricity may cause disruptions in
the provision of these two services, which in turn
may impede emergency response efforts in the
affected area. At the same time, other services
that rely on electricity, telecommunications or
public health infrastructure may no longer be
able to provide their services as a result of the
disruptions earlier on in the chain (NIST, 2016;
Fisher and Gamper, 2017).

Costa Rica demonstrates high technical exper-
tise within its critical infrastructure, but there are
instances when disasters have exceeded capac-
ities in the past, resulting in service disruptions.
Examples from the past decade include the 2009
Cinchona earthquake that had its epicentre at ca.
35 km from the capital city of San Jose, and hurri-
canes Otto and Nate that struck Costa Rica's north-
ern half in late 2016 and late 2017 respectively.

The 2009 Cinchona earthquake caused a
number of landslides and mud flows that re-
sulted in substantial damage to transport infra-
structure. Media reports suggest that twenty
five major roads were blocked and five bridges
collapsed. Transportation networks were further
impacted as more than 3 km of route 126, a na-
tional road that connects the capital San José
with the Caribbean coast, were destroyed. The
damages to road infrastructure cut communities
off from supply routes and interfered with rescue
efforts in the affected areas. Damages to water

Table 1.3. Impact of hazardous events on infrastructure, services and production, 2005-2016

Sectors

Road Infrastructure Road network

Bridges
Sewer systems & fords
Power Systems (seismic event)
Initial impacts (Immediate investments in vital services)
Structural measures
Public facilities
Education centres
Water facilities
Airports
Social services
Railroads
Information communication technology (ICT)

Energy (Pipelines)

504,023,045
265,279,353
62,152,502

Damage in USD* % of damage
831,454,900 51.83
495,124,461 30.9

70,262,919 4.4
65,138,039 4
61,001,882 38
33,681,333 2.1
22,916,104 14
17,260,658 1.08
3,911,368 0.2
2,712,299 0.17
561,807 0.04
276,560 0.02

Note: *Values are based on 2015 estimates using the average 2015 Monex exchange rate

Source: Picado, C. and Vallejo, MG, National Commission for Risk Prevention and Emergency Response (CNE) (2017); response to the
2017 questionnaire on the governance of critical infrastructure resilience in Costa Rica.
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and sewage systems had significant impacts on
the availability of clean water. Mudflows follow-
ing the earthquake destroyed the Cariblanco
Power Generating Station in Sarapiqui de Alajue-
la, one of Costa Rica’s main hydroelectric plants
at an electricity generation of 2100MW. The plant
that represented 10 percent of the Costa Rica's
entire energy production capacity was off the
grid for five months until it resumed operations
at 60 percent capacity in May 2009, hampering
electricity supply beyond the directly affected
region (IFRC, 2009; EERI, 2009; La Nacién, 2009).

Hurricane Otto, which struck Costa Rica in
late 2016, damaged nearly 3000 km of roads,
with media reporting nearly USD g million in road
damages (La Nacion, 2016). Disruptions in tele-
communication services and electricity provi-
sions were mostly limited to the first 48h follow-
ing the storm, but nonetheless affected business
continuity and well-being beyond the affected
area (IFRC, 2016). Just one year later, hurricane
Nate left substantial destruction in its wake.

The transport sector was further damaged, with
at least 42 bridges and 499 road sections sus-
taining substantial damages. The Inter-Ameri-
can Highway also suffered various degrees of
damage at over one hundred sites, ranging from
superficial cracks to total structural failures. Re-
pairs to road infrastructure are expected to take
years, and will require substantial financial re-
sources (La Nacion, 2017b). In addition, hurricane
Nate damaged nearly 350 educational facilities.
The damages to water systems and 198 small
local aqueducts disrupted water and sewage
systems for a large proportion of the population,
with media reports suggesting that nearly half a
million people were left without access to clean
water for days following the storm. In addition,
damages to the electric grid and disruptions to
power generation plants left households cut off
from electricity across the country, and caused
widespread disruptions to telecommunication
services (UCR, 2017; El Pais, 2017; Crhoy, 2017; La
Nacion, 2017a).

Figure 1.4. Damage distribution by infrastructure sectors, 2005-2011

71%

Education
B \Xater and Wastewater Systems
B Housing
B Energy Systems

Road Infrastructure

Source: CNE (2016).
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Data from the National Emergency Commis-
sion (Comision Nacional de Prevencion de Riesgos
y Atencion de Emergencias, CNE) and MIDEPLAN
show that the majority of critical infrastructure
disruptions in Costa Rica may be attributed to nat-
ural hazards, amounting to an annual average loss
of USD 199 million between 2005 and 2016 (Table
1.3). In line with the predominantly public owner-
ship of critical infrastructure in Costa Rica the vast
majority (86%) of infrastructure damage affected
publicly owned critical infrastructure (Figure 1.4).
The remaining damages were incurred in the
housing sector (CNE, 2016; MIDEPLAN, 2015).

In some cases, the lessons learned from dis-
ruptions to critical infrastructure systems have
translated into policy changes. For instance, as
a result of previous experience with disaster-re-
lated disruptions to electricity generating infra-
structure, the operator Costa Rican Institute for
Electricity (Instituto Costarricense de Electricidad,
ICE), implemented a comprehensive hazard in-
surance strategy. The pay-out following the

18

2009 Cinchona earthquake that damaged the
Cariblanco hydroelectric dam contributed to its
speedy recovery and thus prevented long-term
energy supply disruptions. The recovery from
the 2012 Samara earthquake is another example
for how infrastructure operators draw lessons
from critical infrastructure failures. Rather than
replicating resilience gaps. operators prioritized
to rebuild in a way that makes future failures less
likely. Following Hurricane Otto that struck Costa
Rica in 2016 and left substantial damages in its
wake the government started to set up a series
of incentives for resilient recovery of small and
medium-sized businesses. Following a devastat-
ing fire in one of its hospitals, the Costa Rican De-
partment of Social Security (Caja Costarricense
de Seguro Social, CCSS) created the "Safe Hos-
pital” programme (Politica Institucional de Hos-
pital Seguro) in 2006. The programme outlines
provisions for increasing the resilience of its in-
frastructure, including considerations for redun-
dancies in case of supply chain disruptions.

Governance of Critical Infrastructure Resilience in Costa Rica






2. Defining, identifying and managing critical
infrastructure resilience in Costa Rica

The above sections have provided a rationale for
the need to address critical infrastructure resil-
ience to minimise the spreading and the prolon-
gation of negative impacts of disasters and to en-
sure the well-being of a society and its economy.

This section evaluates the progress and
achievements of Costa Rica in identifying criti-
cal infrastructure and ensuring its resilience. The
focus on resilience widens the view beyond the
protection of the physical or intangible assets,
production systems and networks that make up

this infrastructure, to one that also includes the
capacity to retain functions in the face of a dis-
ruptive shock (OECD, 2014a).

Following the steps outlined in the policy
framework developed by the OECD and the IDB
(Fisher and Gamper, 2017), this section provides
an overview of the governance of critical infra-
structure in Costa Rica. Figure 2.1 illustrates the
steps that the framework distinguishes for re-
viewing a country’'s approach to governing crit-
ical infrastructure resilience.

Figure 2.1. OECD/IDB Critical Infrastructure Resilience Framework

CRITICAL
INFRASTRUCTURE
DEFINITION (CI)

FINANCING
ARRANGEMENTS

GOVERNANCE
ARRENGEMENTS FOR
CI RESILLIENCE

Source: Fisher and Gamper (2017).
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CRITICALITY AND
INTERDEPENDENCE
ASSESSMENT FOR CI

HAZARD, RISK AND
VULNERABILITY
ASSESSMENTS FOR ClI
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2.1. Defining critical infrastructure

The definition of critical infrastructure is the foun-
dation for knowing what exactly needs to be man-
aged and how. Ideally, the definition has evolved
over time, taking the dynamics influencing the
concept in the short and longer runs into account
(e.g. the growing reliance on information technol-
ogy). The definition of what actually falls under
“critical infrastructure™ can vary quite consider-
ably across countries. Depending on the country
context, the definition of sectors as critical infra-
structure can be narrow and include only water,
energy, transportation and telecommunication
or can be broad and also include government,
healthcare, banking and finance, emergency ser-
vices and so on (Fisher and Gamper, 2017). Their
criticality derives from their key role in enabling
the smooth flow of everyday life, from social

Figure 2.2. Critical infrastructure sectors in Costa Rica

Education Water
system supply
networks

Healthcare

Transport
infrastructure
(roads, ports
and airports)

well-being over economic productivity to public
safety and security. Often, these systems are also
closely interdependent on each other, which may
result in cascading effects in case of disruption to
one chain link (Gordon and Dion, 2008).

In Costa Rica, the National Law 8488 on Emer-
gencies and Risk Prevention (Ley Nacional de
Emergencias y Prevencion de Riesgos, No. 8488)
provides the framework for the country's disaster
risk management policy. The law identifies water
and sewage networks, telecommunication sys-
tems, energy systems (power plants and grids
as well as oil and gas pipelines), transport infra-
structure (including roads, ports and airports) and
healthcare as vital facilities (Law 8488 Art. 30b). In
addition, in their response to the OECD Survey on
the Governance of Critical Infrastructure the au-
thorities also listed the education system as vital
facility (Figure 2.2).

Tele-
communication
systems

Energy systems
(power plants,
grids, oil and
gas pipelines)

Source: Based on National Law 8488 on Emergencies and Risk Prevention;
Response to the 2017 OECD Survey on the Governance of Critical Infrastructure.
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Aside from the designation of the education
system as critical infrastructure, the sectors iden-
tified as vital facilities in Costa Rica largely cor-
respond to the sectors identified as critical infra-
structure across OECD countries. Nonetheless,
some sectors designated critical in most OECD
countries (e.g. protective assets, data centres, fi-
bre optic interconnectors and telecommunication
satellites) are not designated as suchin Costa Rica,
corresponding to the more localized perspective
suggested by the vital facilities angle. Figure 2.3
provides an overview of sectors identified as crit-
ical in Costa Rica and in countries adhering to the
OECD Recommendation on the Governance of
Critical Risks (OECD, forthcoming a).

Figure 2.3. Critical infrastructure across Adherents to the OECD
Recommendation on the Governance of Critical Risks

Adherents from the Latin America and Carib-
bean region designated similar sectors as critical
infrastructure as the majority of Adherents to the
OECD Recommendation. In Mexico, for instance,
like in Costa Rica, transportation networks, en-
ergy production and distribution networks and
telecommunication networks were identified as
critical infrastructure, but unlike in Costa Rica
telecommunication satellites, fibre optic intercon-
nectors, data centres and protective assets were
also identified. In Chile on the other hand only
transportation networks, telecommunication net-
works and energy production and grids, as well as
protective assets have been identified as critical
infrastructure (OECD, forthcoming a).

B Adherents excl. Costa Rica
B Costa Rica

Transport networks/nodes

Electricity/gas/fuel distribution networks

Electricity/gas/fuel production sites

Telecommunications networks

Protective assets

Data centres

Fibre optic interconnectors

Telecommunication satellites

Health care and public health sector

Industrial production

Financial service institutions

Nuclear power plants & chemical waste sector

Govermment facilities

Water and wastewater systems

Food supply

Defense and social security

Metereological and space service

Emergency services

Research centres

Postal services

Education System

q

o
()]

Note: Answers received: 30 out of 34 responding Adherents.
Source: OECD Survey on the Governance of Critical Risks.
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Stakeholders underlined that in Costa Rica,
coining critical infrastructure as vital facilities
suggests a focus on assets and services needed
to recover quickly following a hazardous event
rather than on interconnected systems under-
pinning the socio-economic well-being of the
entire country. While the sectors designated as
vital facilities correspond largely to infrastructure
termed critical in other countries, viewing them as
vital facilities takes a more localized view rather
than the broader systems angle underpinning the
critical infrastructure perspective. Stakeholders
identified this bounded view as a limiting factor in
upscaling the attention paid to the resilience of
critical infrastructure in Costa Rica as a whole.

The IDB Index of Governance and Public Pol-
icy in Disaster Risk Management (iGOPP) shows
that in many countries across Latin America this
(bounded) perspective is more prevalent. The
iGOPP also shows that definitions of critical infra-
structure across the region often focus on infra-
structure assets rather than systems or networks.
In Panama, for instance, Structural Design Regu-
lations designate buildings and other structures,
whose absence or failure would cause a signifi-
cant threat to human life, as vital or indispensable
facilities. In Colombia, Law 400 of 1997 specified
by Decree No. 926 of 2010, highlights buildings
that provide community support and should op-
erate during and after a disaster (e.g. schools and
hospitals) as indispensable facilities (IDB, 2015).

Conclusion

Costa Rica identifies many of the same sectors
as critical infrastructure as OECD countries: wa-
ter supply. telecommunication, energy, transport
and healthcare system, as well as education facil-
ities. However, terming critical infrastructure as vi-
tal facilities suggests a different perspective than
that prevalent in OECD countries: In Costa Rica,
and other countries across Latin America, the un-
derstanding is localized, highlighting assets and
services needed to recover quickly following a
hazardous event, while across the OECD a broad-
er systems perspective that considers interde-
pendencies prevails. Costa Rica's more bounded
perspective jeopardizes taking the interdepen-
dences and potential cascading effects affecting
the country's overall well-being, into account.
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Box 2.1. Assessing Criticality of Critical
Infrastructure in Australia

In the Australian state of Victoria, critical in-
frastructure is classified by four levels of crit-
icality (Figure 1). The classification of infra-
structure that has been previously identified
as critical follows a standardised criticality
assessment methodology, the Victorian Criti-
cality Assessment Tool (viccat).

CRITICAL INFRASTRUCTURE CRITICALITY
PYRAMID FOR VICTORIA

Victorian
Critical
Infrastructure
Register

VITAL critical infrastructure that is of State
significance and is critical to the continuity of supply
of essential services to the State and to the overall
economic and social well-being of Victorians.

MAJOR infrastructure that is critical to the
continuity of supply of essential services to more
than one region, or to the overall economies and
social well-being of those regions.

SIGNIFICANT infrastructure that is critical to
the continuity of supply of essential services to
aregion or to the overall economic and social
well-being of that region.

LOCAL infrastructure that is critical to the continuity
of supply of essential services to a community or

to the overall economic and social well-being of

that community:.

Source: Victoria, Australia State Government (2015)

2.2. Criticality and interdependence
assessments

The definition of critical infrastructure should
be based on criticality assessments to identify
those assets, systems, and networks that are tru-
ly critical to a country's socio-economic well-be-
ing. While certain infrastructure sectors as a
whole have a critical role for the functioning and
well-being of societies, not all elements making
up these sectors necessarily have the same lev-
el of criticality. Criticality assessments enable an
identification and prioritisation of those assets,
systems, and networks that are truly critical and
usually result in the development of inventories
or databanks that rank infrastructure by critical-
ity or maps that feature critical infrastructure. As
different stakeholders may have different views
and interpretations of what constitutes criticali-
ty, clear communication and exchange between
operators and the government in this regard is
crucial. Ideally, all stakeholders cooperate to de-
velop lists of critical infrastructure, considering
potential socio-economic impacts in terms of ju-
risdictions affected and duration of the disruption
(Zaballos and Juen, 2016, OECD, forthcoming b).

Criticality assessments are underpinned by
analyses of interdependences across critical in-
frastructure systems that may cause cascading
impacts when disturbed or damaged. In some
cases, critical infrastructure service provision is
so interwoven that the disruption of one service
leads to the disruption other services, which then
may even compound recovery of the initially dis-
rupted service. These interdependences can be
physical, but may also be technical or organi-
sational. In some cases, interdependences may
be hidden, e.g. indirect dependencies resulting
from the interactions of many intermediate sec-
tors throughout the supply chain (Rinaldi et al,
2001; Fisher and Gamper, 2017).

In Costa Rica, infrastructure sectors of critical
importance are listed in Law 8488 (see above), but
no systematic country-wide or sectoral criticality
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assessment classifying each sector listed therein
or the individual assets making up these sectors
by criticality is in place. Similarly, the Costa Rican
government does not carry out interdependence
assessments for critical infrastructure, and does
not maintain a critical assets inventory.

Some of the larger public infrastructure op-
erators, such as the Costa Rican Institute for
Electricity Group (Grupo Instituto Costarricense de
Electricidad, ICE Group) and the Costa Rican De-
partment of Social Security (Caja Costarricense
de Seguro Social, CCSS) have started to conduct
their own criticality evaluations, which sometimes
include interdependence assessments (see Box
2.3). For the ICE, a specific corporate committee
assesses the criticality of its infrastructure, and
prioritizes assets to concentrate resilience ef-
forts, illustrating the senior level buy-in for resil-
ience considerations. Given its high dependence
on the effective functioning of other critical ser-
vices, the CCSS identifies weak points along its
supply chain, and uses the information to de-
sign apt business continuity plans. While opera-
tor-level assessments are valuable, they cannot
fully replace a national criticality assessment that
takes a whole-of-society perspective, consider-
ing critical infrastructure interdependences and
wider supply chain dependencies.

On the other hand, a common national crit-
icality assessment would help operators better
prioritize resilience measures in line with overar-
ching socio-economic exigencies, including oth-
er operators’ dependencies. Critical infrastruc-
ture sectors where maintenance and retrofitting
are very cost-intensive or where finance depends
largely on public coffers, could particularly ben-
efit from such an overview at central-level, as it
enables operators to focus their resilience efforts
where the impact of interventions is largest.

In @ number of OECD countries, such as
Australia (Box 2.1), Switzerland and the Nether-
lands, assess and classify the criticality of assets,
systems and networks in a systematic manner
and track them in national registries (Fisher and

The viccat tool follows an all hazards approach
and includes both narrative inputs and met-
rics aligned to the National Emergency Risk
Assessment Guidelines. The vulnerabilities of
upstream and downstream dependencies, as
well as the resilience of critical infrastructure,
are included. The input from operators and the
results from dialogues between government
and operators about an individual criticality
rating are a key part of the assessment pro-
cess. On advice of the relevant minister, the fi-
nal criticality ratings for critical infrastructure
are passed.

The results of the criticality assessment are
fed into the Victorian Critical Infrastructure
Register. In this register, all infrastructures un-
derpinning the well-being of Victoria's econ-
omy and society is tracked and organized in
line with the four levels of criticality. In ad-
dition, the criticality levels determine the di-
saster risk management measures to be im-
plemented by operators. For instance, owners
and operators of infrastructure that is declared
as 'vital' are obliged to undertake legislated

emergency risk management planning. For
infrastructure rated as ‘major’ and ‘significant’,
industry are encouraged to voluntarily develop
best practice standards based on the require-
ments for 'vital’ critical infrastructure.

Source: Victoria, Australia State Government (2016);
Victoria, Australia State Government (2015)




Box 2.2. Analysing interdependencies between
critical infrastructure in the United States

In the United States the Department of En-
ergy has supported research to map inter-
dependencies with electricity infrastruc-
ture and potential cascading impacts due to
disruptions caused. The research identifies
systems vulnerabilities and helps to prior-
itize measures that address potential fail-
ure points that would have the most severe
consequences. An interactive map of power
plants, pipelines and transmission lines, and
energy resources provides a publically acces-
sible illustration of the U.S. energy system.

Similarly, the Department of Homeland Se-
curity evaluates the impact of disruptions to
water systems by evaluating public health
effects, economic costs (lost productivity and
infrastructure damage), psychological and
governance impacts, as well as interdepen-
dencies and dependencies with other infra-
structure sectors. Figure 1 illustrates these
interdependencies.

INTERDEPENDENCIES OF WATER SYSTEMS
WITH OTHER CRITICAL INFRASTRUCTURE

Source: Riedman (2016)

Source: US Energy Information Administration
(2017); Department of Homeland Security (2010);
Riedman (2016)

Gamper, 2017). A good practice of a comprehen-
sive interdependence analysis can be found in
the United States where the Department of En-
ergy and the Department of Homeland Security
conduct such analyses for the energy and water
sectors (Box 2.2).

Conclusion

While some operators in Costa Rica conduct
their own criticality and interdependence as-
sessments, there is no common national critical-
ity assessment, reflecting Costa Rica's vital fa-
cilities perspective. Without a national criticality
assessment, there is no shared reference point
to define what assets, systems and networks
are critical for Costa Rica, resulting in different
views among operators and the government. In
addition, for lack of a common interdependence
assessment operators and the government can
only have a limited understanding of the system-
ic interlinkages and dependencies. Considering
the cascading effects that may follow a disrup-
tion at a critical point, it is important to prioritize
resilience measures accordingly. In default of
the common criticality and interdependence as-
sessment, Costa Rica also does not maintain a
critical assets inventory.
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2.3. Disaster risk and vulnerability
assessments

Once critical infrastructures have been defined
and their criticality assessed, disaster risk and vul-
nerability assessments constitute the next step
towards realizing critical infrastructure resilience.
These assessments are key to understand the
most important risks and threats facing the infra-
structure and to identify weak points where dis-
ruptions might occur. The findings of disaster risk
and vulnerability assessments also provide the
basis to design and carry out appropriate resil-
ience measures. Ideally, risk and vulnerability as-
sessments are carried out at operator-level, fol-
lowing a standardized methodological approach
that allows comparing and extrapolating the find-
ings (Fisher and Gamper, 2017).

The National Policy for Risk Management
(Politica Nacional de Gestion del Riesgo) 2016-
2030 and the National Development Plan (Plan
Nacional de Desarrollo) require risk analyses for
all new public investments, be they in critical in-
frastructure or other projects (MIDEPLAN, 2014;
CNE, 2016). The Ministry of Planning and Eco-
nomic Policy (Ministerio de Planificacion Nacional
y Politica Economica, MIDEPLAN) created invest-
ment manuals that include guidance for hazard
and risk assessments, including for potential cli-
mate risks. MIDEPLAN guidelines for public in-
vestments also include resilience criteria, but
their actual integration in the investment decision
depends on economic efficiency considerations.
In addition, the General Internal Control Law (Ley
de Control Interno) requires infrastructure provid-
ers and enterprises to create their institutional
risk assessment systems (Sistema Especifico de
Valoracion del Riesgo Institucional, SEVRI) to iden-
tify and analyse the risks their operations face.

Most operators in Costa Rica reported that they
conduct hazard assessments for their infrastruc-
ture. Often, these are carried out in the planning
phase for new infrastructure, but some good prac-
tices of hazard assessments for present infrastruc-
ture exist. The National Road Council (Consejo Na-
cional de Vialidad, CONAVI), for instance, recently
launched a hazard assessment for standing road
infrastructure under its responsibility, which later
on is set to serve as the basis for a road resilience
action plan and a national plan for climate-proofing
road infrastructure. In some cases, the hazard as-
sessments are also carried out for standing infra-
structure, to enable retrofitting of exposed assets.
As part of the "Safe Hospital" programme, the
CCSS for example calculated the cost of retrofit-
ting and, where needed relocating exposed hos-
pitals. Using the Hospital Safety Index of the Pan
American Health Organisation?, hospitals under
CCSS management were prioritized for resilience
measures, with the majority of these measures
fully implemented since the programme’s launch
in 2006. Despite such good practices, operators
reported that hazard assessments typically are
not updated at a later stage, even though chang-
es in the surrounding environment, for instance,
may call for it.

In some cases the affordability of data can
be a challenge for understanding risks to critical
infrastructure. For example, hydro-meteorologi-
cal datasets necessary for understanding the full
extent of critical infrastructure assets’ hazard ex-
posure require the end users to buy these from
the relevant technical agencies or research in-
stitutions. A national system for understanding
risks that leverages public and private datasets
could be a significant aid for grasping the extent
of the exposures and vulnerabilities of critical in-
frastructure.

Uhttp://www.paho.org/disasters/index.php?option=com_content&view=article&id=960:what-is-the-hospital-safety-

index&Itemid=1252&lang=en
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In addition, in Costa Rica the results of haz-
ard assessments carried out by operators of
critical infrastructure are not communicated
with other government departments or relevant
stakeholders (such as other operators of critical
infrastructure that rely on the provision of certain
services for their business continuity). This limit-
ed exchange of information across operators of
critical infrastructure and with the government
prevents operators from taking the most effective
resilience measures and hinders a collaborative
environment. Infrequent dialogue about each
other's weak points may also result in vulnera-
bilities at critical links go unnoticed until disas-
ter strikes, which may compound the disaster's
impact across interdependent sectors. Keeping
information on vulnerabilities concentrated at
operator-level prevents the design of critical in-
frastructure resilience policies that effectively
address these. In addition, the government is less
able to provide targeted support for operators, if
it is unaware where operators’ resilience gaps lie.

While the flow of information from operators
to the central government can be complex, in the
other direction information flows are smoother.
The CNE conducts disaster risk assessments at
the nationaland local level. The results from these
assessments, along with information on the expo-
sure to impeding terrorist attacks are communi-
cated to all operators of critical infrastructure in
Costa Rica (OECD, forthcoming a).
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Conclusion

Various Costa Rican policies stipulate disaster
risk and hazard assessments as a basis for the
design of effective resilience measures. Risk as-
sessments are obligatory for all new public infra-
structure investments, and operators are required
to create their own institutional risk assessment
systems. MIDEPLAN provides technical guidance
for this to ensure coherence across investments.
Although risk assessments are widely stipulated,
most operators reported carrying out hazard as-
sessments for new infrastructure, and sometimes
also for standing assets. In addition, the CNE con-
ducts disaster risk assessments at the national
and local level.

Despite the availability of hazard and to a
certain extent also disaster risk assessments at
operator and government level, communication
channels for sharing hazard and vulnerability in-
formation in Costa Rica could be significantly
improved. While the government communicates
disaster risk and hazard information to operators,
operators tend to keep their information in this
regard to themselves. The lack of safeguarded
communication channels, e.g. cross-sectoral in-
formation exchange and cooperation platforms,
and the fees associated with information requests
contribute to this.

Sharing risk information with other sectors
would enable operators to take into account weak
points in each other's respective supply chains, in
turn also contributing to the continuity of services
they themselves depend on. An exchange of risk
information with the government, on the other
hand, would enable the design of targeted critical
infrastructure resilience policies that consider op-
erators’ vulnerabilities and hazard exposure.
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2.4. Governance arrangements

Effective governance arrangements are a key el-
ement to enabling the resilience of critical infra-
structure. It is crucial that roles and responsibilities
among all stakeholders, ranging from operators
of critical infrastructure to the government, are
clearly defined as part of the policy framework
underpinning critical infrastructure resilience
(Fisher and Gamper, 2017).

2.4.1. Ownership of critical
infrastructure in Costa Rica

There are various models for critical infrastruc-
ture ownership. While in some countries, most
critical infrastructure is owned and operated by
national or sub-national level governments, in
others the private sector is the operator of the
majority of critical infrastructure. Public-Private
Partnerships (PPP's) are another model for dis-
tributing responsibilities for critical infrastructure
operations (Hawkesworth, 2011; OECD, 2015¢).
Table 2.1 illustrates that in Costa Rica the vast
majority of critical infrastructure is publically
operated. Private companies do not play a ma-
jor role as operators of critical infrastructure in
Costa Rica, although some private sector partic-
ipation is emerging, especially in the telecom-
munications sector and to a certain extent also
in the energy sector. There is a small number of
commercially run hospitals, schools and roads.
In the energy sector, the Costa Rican Institute
for Electricity Group (Grupo Instituto Costarricense
de Electricidad, ICE Group) generates the major-
ity of Costa Rica's total electricity supply. Private
electricity generation is permitted, but distribu-
tion is only possible via the national electricity
and telecommunications services provider, the
ICE Group. As a consequence, around 80 per-
cent of electricity in Costa Rica is either distrib-
uted by ICE or the second subsidiary of the ICE
Group. the National Power and Light Company
(Compania Nacional de Fuerza y Luz, CNFL). The

remaining electricity distribution is managed by
municipal companies and co-operatives, such as
the Public Services Company of Heredia (Empre-
sa de Servicios Publicos de Heredia, ESPH) and
the Administrative Board of the Municipal Elec-
tric Service of Cartago Uunta Administrativa del
Servicio Eléctrico Municipal de Cartago, JASEC).
The refinery and distribution of wholesale pe-
troleum and its derivatives is managed by the
state-owned Costa Rican Petroleum Refinery
(Refinadora Costarricense de Petroleo, RECOPE)
(OECD, 2016a).

In the Costa Rican telecommunications sec-
tor the role of private sector engagement is al-
ready more pronounced: In addition to the former
state monopolist (ICE Group) two private compa-
nies provide mobile-phone telecommunication
services (Claro Costa Rica CR and Telefonica de
Costa Rica TC S.A. (Movistar), eleven companies
are active in the IP telephony markets and more
than twenty provide internet access across Cos-
ta Rica (OECD, 2016a; SUTEL, 2016).

In the healthcare sector in Costa Rica, the
Costa Rican Department of Social Security (Caja
Costarricense de Seguro Social, CCSS), an auton-
omous public institution, operates the majority of
hospitals, including three national hospitals, six
specialized hospitals, seven regional hospitals
and thirteen municipal hospitals. The CCSS also
operates the national blood bank (Banco Nacio-
nal de Sangre) and an ophthalmology clinic. In
addition to the hospitals provided by the CCSS,
some private hospitals (such as the four largest,
Hospital CIMA, Clinica Biblica, Clinica Catolica
and Hospital Clinica UNIBE, which are all locat-
ed in the capital San José) and small clinics exist
(del Rocio Saenz et al., 2011).

The Costa Rican transport sector is predomi-
nantly publically owned and operated. The three
state-owned companies - National Railways In-
stitute (Instituto Costarricense de Ferrocarriles,
INCOFER), the Costa Rican Institute for Pacific
Ports (Instituto Costarricense de Puertos del Pacif-
ico, INCOP) and the Port Management Board of
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the Atlantic Coast Development (Junta de Admin-
istracion Portuaria y de Desarrollo Economico de
la Vertiente Atlantica de Costa Rica, JAPDEVA) -
are the dominant operators of maritime and train
transport infrastructure. The responsibilities for
the provision and management of the Costa Ri-
can road network are shared between the pub-
lic National Roads Council (Consejo Nacional de
Vialidad, CONAVI) and municipal governments
(Figure 2.4).

Water and sewage systems are public-
ly owned in Costa Rica. The Costa Rican Water
and Sanitation Institute (Instituto Costarricense
de Acueductos y Alcantarillados, AyA) together
with the sub-national Public Services Compa-
ny of Heredia (Empresa de Servicios Publicos de
Heredia, ESPH) operate urban water and sewage
systems throughout Costa Rica. In rural areas
over 1500 Administrative Associations of Ru-
ral Water and Sanitation Systems (Asociaciones
administradoras de los Sistemas de Acueductos

y Alcantarillados comunales en Costa Rica, ASA-
DAS) and Administrative Committees of Rural
Water Systems (Comités Administradores de Ac-
ueductos Rurales, CAARs) operate water supply
and sewage systems (Bower, 2013). The National
Service for Ground Water, Irrigation and Drain-
age (Servicio Nacional de Aguas Subterra’neas
Riego y Avenamiento, SENARA) operates water
drainage and irrigation systems in Costa Rica
(Bower, 2013).

In the Costa Rican education system, the ma-
jority of the country’'s more than 4000 schools
are public, with at least one public elementary
and high school located in every community.
Only few private schools exist. In addition, there
are six public universities in Costa Rica and sev-
eral private universities. The Ministry of Public
Education (Ministerio de Educacion Publica, MEP)
oversees public schools and ensures that edu-
cational facilities are designed to withstand haz-
ardous events (UNISDR, 2008; OECD, 2017).

Figure 2.4. Costa Rica’'s road network — ownership by jurisdiction
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B National roads (7,781 km)
B Municipal roads (35,087 km)

Source: Pisu and Villalobos, 2016.
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Table 2.1. Operators of critical infrastructure in Costa Rica

Sectors

Operator

Ownership

Electricity & telecommunications

Electricity & telecommunications

Telecommunications

Electricity

Electricity & telecommunications;
urban water systems

Electricity & telecommunications
Electricity generation

Petroleum refinery and distribution

Telecommunications, internet
Health facilities

Water and sewage systems

Water irrigation systems

Water and sewage systems

Water and sewage systems

Ca. 20% of the road network

Ca. 80% of the road network

Railways & train transport

Pacific seaports

Caribbean seaports

Education sector

ICE Group (Grupo ICE)

Costa Rican Institute for Electricity
(Instituto Costarricense de Electricidad, ICE)

Radiografica Costarricense, RACSA

National Power and Light Company
(Compaiiia Nacional de Fuerza y Luz, CNFL)

Public Services Company of Heredia
(Empresa de Servicios Publicos de Heredia, ESPH)

Administrative Board of the Municipal Electric
Service of Cartago (Junta Administrativa del
Servicio Eléctrico Municipal de Cartago, JASEC)

Multiple small private companies (e.g. CoopeAlfaro
Ruiz; Coopelesca R.L; COOPESANTOS)

Costa Rican Petroleum Refinery
(Refinadora Costarricense de Petréleo, RECOPE)

More than thirty private companies

Costa Rican Department of Social Security
(Caja Costarricense de Seguro Social, CCSS)

Costa Rican Water and Sanitation Institute
(Instituto Costarricense de Acueductos
y Alcantarillados, AyA)

National Service for Ground Water, Irrigation
and Drainage (Servicio Nacional de Aguas
Subterra'neas Riego y Avenamiento, SENARA)

Administrative Associations of Rural

Water and Sanitation Systems (Asociaciones
administradoras de los Sistemas de Acueductos
y Alcantarillados comunales, ASADAS)

Administrative Committees of Rural
Water Systems (Comités Administradores
de Acueductos Rurales, CAARS)

National Road Council
(Consejo Nacional de Vialidad, CONAVTI)

Municipalities
National Railways Institute
(Instituto Costarricense de Ferrocarriles, INCOFER)

Costa Rican Institute for Pacific Ports
(Instituto Costarricense de Puertos del Pacifico, INCOP)

Port Management Board of the Atlantic Coast
Development (Junta de Administracion
Portuaria y de Desarrollo Econémico de

la Vertiente Atlantica de Costa Rica, JAPDEVA)

Ministry of Public Education
(Ministerio de Educacién Publica, MEP)

National public

National public

National public
National public

Subnational public

Subnational public

Private

National public

Private

National public

National public

National public

Subnational public

Subnational public

National public

Subnational public

National public

National public

National public

National public

Source: Bower, 2013; OECD, 2016a; SUTEL, 2016; Pisu and Villalobos, 2016;
Response to the 2017 OECD Survey on the Governance of Critical Infrastructure.
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Conclusion

This section showed that the majority of critical
infrastructure in Costa Rica is publically owned.
Private companies are only slowly starting to
play a role as operators of critical infrastructure
in Costa Rica, eg. in the telecommunications
sector and to a certain extent also in the ener-
gy sector. An overview of the main actors oper-
ating critical infrastructure is an important basis
enabling the government to design critical infra-
structure resilience policies that take sectoral
specificities into account.

2.4.2. Policy framework governing
critical infrastructure resilience

A robust legal framework is an important tool to
enable joint and coordinated action to strength-
en the resilience of critical infrastructure. Regu-
lations and policies can be used to encourage
operators to integrate resilience in the design
phase and in investments into new infrastruc-
ture, as well as into the management and use

of standing infrastructure. A sound legal basis
enables a systems approach to critical infra-
structure resilience and provides the basis for
coordination, information exchange and collab-
orative action among operators and the govern-
ment. Ideally, a comprehensive national strategy
for critical infrastructure provides the common
framework, building on a criticality and inter-
dependence assessment of critical infrastruc-
ture and assigning clear responsibilities (Fisher
and Gamper, 2017). Results from the recent sur-
vey among countries that adhered to the OECD
Recommendation on the Governance of Critical
Risks show that twenty-nine countries have such
a critical infrastructure resilience strategy or pro-
gramme (CIP) in place, while only five —including
Costa Rica— do not (Figure 2.6).

Although no specific national critical infra-
structure resilience strategy or plan has been ad-
opted in Costa Rica, information on requirements
for critical infrastructure resilience is included in
several policy documents. The National Law 8488
on Emergencies and Risk Prevention provides the
overall framework for disaster risk management,
and stipulates that operators need to have own

Figure 2.5. Snapshot: critical infrastructure resilience in Costa Rica

Critical
infrastructure

Capabilities First
to ensure responders
function required
following to be
a shock stationed

protection
programme

Costa Rica

Responding
Countries

0 @

Information
on exposure
to natural
hazards
provided

Information
on exposure
to terrorist
threads
provided

Mandatory Mandatory
emergency information information

preparedness sharing sharing

requirements about about

vulnerabilities vulnerabilities

Voluntary

Note: Data from the OECD Survey on the Governance of Critical Risks is only available for 32 OECD

countries plus Colombia and Costa Rica.
Source: OECD Survey on the Governance of Critical Risks.
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emergency management plans in place. Actu-
al components to be included in the emergency
plans are not explained in further detail.

The General Internal Control Law requires in-
frastructure providers and enterprises to create
institutional risk assessment systems (SEVRI). The
SEVRI results should provide the basis for the
design of business continuity plans that ensure
service continuity, considering appropriate mea-
sures for quick return to pre-disaster conditions.

The National Policy for Risk Management
(Politica Nacional de Gestion del Riesgo) 2016-
2030 and the mandatory National Risk Manage-
ment Plan (Plan Nacional de Gestion del Riesgo)
2016-2020 stress that public infrastructure oper-
ators need to make risk-informed decisions and
should take the necessary steps to reduce the
risks they face, including through the purchase
of hazard insurance.

The National Development Plan (Plan Nacio-
nal de Desarrollo) and the National Investment
Plan (Plan Nacional de Inversiones) also stress
that adaptive and disaster risk management ca-
pacities should be continuously strengthened,
and that all new infrastructure projects should
meet resilience objectives.

For the future, Costa Rica also intends to
develop a National Cyber Security Strategy fol-
lowing the example of the Inter-American Cyber
Security Strategy, and a plan for climate-proof-
ing investments in the road and transport sector
(Zaballos and Jeun, 2016).

Conclusion

This section showed that the body of policies
concerning critical infrastructure in Costa Rica
emphasises the need for building resilience,
stressing the key role for operators. The policies
address some important aspects of critical infra-
structure resilience, such as the need for opera-
tors to assess their risks, and carry out apt disaster
risk prevention and mitigation measures.

However, the available guidance and the
obligations placed on operators, regulators and
policy makers lack the level of detail and depth
that comes with a national critical infrastructure
resilience policy. For instance, while there is a
requirement for public buildings to set up emer-
gency management plans, guidance on the ac-
tual content and quality of these plans is limited.
In addition, a central criticality and interdepen-
dence assessment —in many OECD countries
an integral element of critical infrastructure resil-
ience strategies— is not stipulated. Similarly, in-
formation-sharing mechanisms and partnerships
between operators and the government are not
included in the existing provisions.
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2.4.3. Responsibilities for critical
infrastructure resilience

In Costa Rica, the responsibilities for disaster risk
management build on the principle of solidarity,
but ultimately operators themselves are responsi-
ble for carrying out adequate resilience measures
to prevent business disruptions. Although sever-
al line ministries and supervisory authorities have
regulatory oversight roles, the Costa Rican legal
framework foresees no clear responsibilities for
enforcing the stipulated resilience objectives. The
Comptroller General of the Republic (Contraloria
General de la Republica, CGR) has a certain role
to play in this regard, as it is charged with moni-
toring compliance with the requirement to imple-
ment the specific institutional risk analysis systems
(SEVRIS). There are good signs that the Comptrol-
ler General is increasingly embracing this role, il-
lustrated for instance by a recent special audit re-
port on the status of prevention in the national road
sector to evaluate the implementation of the Na-
tional Risk Management Plan (CGR, 2017). The Fire
Fighters are responsible for checking the availabil-
ity of emergency management plans, but no or-
ganization is charged with checking the content of
emergency plans, or whether business continuity
plans have been adopted. The CNE oversees the
effective implementation of National Law 8488
on Emergencies and Risk Prevention, but has not
been given a specific mandate or responsibility to
enforce critical infrastructure resilience.

While owners and operators have an inherent
interest to protect their assets and ensure busi-
ness continuity, resources are limited and de-
cisions to invest in resilience and protection are
weighed against other investment needs with
more imminent returns. Without a central level
institution clearly mandated to promote critical
infrastructure resilience, policy implementation

may fall short of expectations. In many OECD
countries, the respective civil protection agency
or ministry of interior - often the institution also
charged with the governance of critical risks - has
the role of safeguarding critical infrastructure re-
silience. In some countries, such as Spain? and
the United Kingdom3, specific centres for criti-
cal infrastructure protection perform this role. In
some OECD countries, such as Estonia, France,
Latvia, Norway and Sweden regular inspections
and performance assessments are carried out to
check that resilience objectives have been met.
In cases of non-compliance, operators can be pe-
nalised, e.g. by fining.

Nonetheless, good practices of stakeholders
translating resilience objectives outlined in these
policies into action exist in Costa Rica. The ICE
Group and the CCSS, for instance, have embraced
resilience measures that embody the principles of
the OECD Recommendation on the Governance
of Critical Risks. Areas of good practice range
from ex ante risk financing mechanisms (also see
section 2.1.6 on financing critical infrastructure re-
silience) to enterprise-wide resilience initiatives
with a high level of buy-in from senior stakehold-
ers (Box 2.3). Some operators have only recently
started to develop resilience measures for their
infrastructure. The Pacific ports operator INCOP,
for instance, is currently developing a business
continuity strategy that will be implemented once
approved by its executive board. Risk manag-
ers from various sectors, including from the ICE,
CCSS and CONAVI, participate in trainings and
international workshops. In some critical infra-
structure sectors, full translation of the stipulated
resilience requirements is still a challenge. While
overall operators reported uptake of non-struc-
tural measures as high, or at least planned for
future action, investments in structural measures
are less prevalent. In part, this is linked to chronic

2 National Center for Infrastructure Protection and Cybersecurity (Centro Nacional de Proteccién

de Infraestructuras Criticas, CNPIC)
3 Centre for the Protection of National Infrastructure (CPNI)
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Figure 2.6. Enforcing compliance with resilience requirements for critical infrastructure

Inspections and performance assessments

Fines for non-compliance with resilience requirements

Other types of penalties for non-compliance

Note 1: Answers received: 13 out of 14 responding OECD countries.

Note 2: Other types of penalties for non-compliance can include: revoking an operational license or temporary removal from

service until requirements are met.
Source: OECD Survey on Critical Infrastructure.

budget shortages, which also contributes to poor
levels of maintenance reported in some sectors,
such as the road, water and sewage sectors. The
recent hurricanes Otto and Nate have aggravated
this situation, as basic service resumption eats up
financial resources needed for maintenance and
retrofitting measures.

Conclusion

In Costa Rica, the notion of solidarity is the key
element driving the implementation of resilience
measures at operator level. At central govern-
ment level no single institution is charged with
the general oversight of the implementation of
policies for critical infrastructure resilience. The
Comptroller General of the Republic has a certain
role to play in this regard, while the CNE has not
been given a specific mandate or responsibility
to enforce critical infrastructure resilience. This
differs from the practice in most OECD countries,
where a designated lead institution oversees crit-
ical infrastructure resilience, often equipped with
a toolbox of enforcement measures.

Operators have an inherent interest to ensure
continuity of their operations, but resources are
finite and investments in resilience compete with
other investment needs that might bring more
imminent returns. Without a central level insti-
tution clearly mandated to enforce critical in-
frastructure resilience, efficiency considerations
may gain the upper hand, risking underinvest-
ment in resilience.

In Costa Rica, some operators have started
to implement comprehensive resilience mea-
sures, but most pointed to room for further ac-
tion. While overall many operators carry out or
at least plan non-structural measures, such as
trainings for resilience officers, emergency plans
and sometimes also business continuity plans,
investments in structural measures, including
retrofitting of critical infrastructure at risk, are
less prevalent. Some operators have also set up
own contingency funds, in addition to taking up
comprehensive insurance packages, to prepare
for the costs of disaster recovery. Others, on the
other hand, have not taken such ex ante mea-
sures, depending almost exclusively on public
assistance for disaster recovery.
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Box 2.3. Spotlight on good practices:
the Costa Rican Department of Social Security and the Costa Rican Institute for Electricity Group

The Costa Rican Department of Social Security
(Caja Costarricense de Seguro Social, CCSS) and
the Costa Rican Institute for Electricity Group
(Grupo Instituto Costarricense de Electricidad, ICE
Group) both implemented notable programme of
works aimed at enhancing the resilience of the
infrastructure under their responsibility. In both
cases, resilience officers continuously aim to re-
inforce these programmes, participating also in
international trainings and exchange.

In recognition of the need to ensure the resilience
of hospitals and health facilities under its man-
agement, the CCSS in 2006 created the "Safe Hos-
pital" programme (Politica Institucional de Hospi-
tal Seguro). The programme outlines provisions
for increasing the resilience of its infrastructure,
including redundancies in case of supply chain
disruptions. As part of the programme, the CCSS
calculated the cost of retrofitting and, where need-
ed relocating, exposed hospitals. Using the Hospi-
tal Safety Index of the Pan American Health Or-
ganisation® hospitals under CCSS management
were prioritized for resilience measures, with the
majority of these measures concluded since the
programme’s launch. The prioritization also con-
sidered the potential socio-economic effects of a
loss of the facility.

In addition, the CCSS conducts interdependence
assessments to develop measures that enable the
effective functioning of its hospitals, even when
critical services such as water or electricity are
disrupted. The assessment results are used in
support of business continuity plans and to de-
velop redundancies and back-up capacities, e.g.
stand-alone back-up power systems and on-site
water tanks. The CCSS has also implemented a
comprehensive resilience financing strategy that
includes funding earmarked for resilience mea-
sures, hazard insurance and a contingency fund
to finance disaster recovery efforts that exceed
insurance pay-outs.

Similarly, the electricity and telecommunications
services provider ICE Group has paid noteworthy
attention to the resilience of its infrastructure.
With the Coordination Center for Emergency Op-
erations, the ICE Group created a unit specifically
tasked with ensuring the resilience of its activi-
ties, including the disturbance elimination and re-
covery of damaged assets. In addition, the Coordi-
nation Centre may step-in to contribute to broader
disaster recovery efforts, as overseen by the Na-
tional Emergency Commission. Following ma-
jor disruptions in energy or telecommunications
provision, the Coordination Centre organizes les-
sons-learnt workshops, in which good practices
as well as challenges are discussed. The objective
of these workshops is to enable continuous resil-
ience improvements.

Reflecting the high level of buy-in from senior
stakeholders, a senior corporate committee de-
fines the criticality of ICE infrastructure, and pri-
oritizes assets to concentrate resilience efforts.
Georeferenced asset maps that consider interde-
pendencies within Costa Rica are under develop-
ment. Interdependences between the electricity
systems across the integrated electricity systems
of the Central American Electrical Interconnec-
tion System (SIEPAC) are known, with redundan-
cies in place. This contributed to the fast recov-
ery of electricity provision following the Central
American blackout in July 2017, which in Costa
Rica was substantially shorter than in other coun-
tries along the shared transmission line. The ICE
Group also implemented a comprehensive hazard
insurance strategy. The experience of past di-
sasters has illustrated the benefits of purchasing
hazard insurance, with pay-outs contributing to
the speedy recovery of damaged assets and thus
preventing long-term energy supply disruptions.

Source: 2018 OECD fact-finding mission to Costa Rica.
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2.4.4. Cooperation arrangements
for the governance of critical
infrastructure resilience

Robust information-sharing mechanisms be-
tween the government and operators create trust
and enable the design of critical infrastructure re-
silience policies that account for actual resilience
gaps and societal needs. Resilience-focused in-
formation-sharing mechanisms and cooperation
platforms are valuable tools to help operators
prioritize resilience objectives in line with socie-
tal needs and coordinate actions, even in cases
where competition may otherwise hamper dia-
logue. At the same time, cooperation arrange-
ments and partnerships can create peer pressure
useful for upscaling resilience across all critical
sectors. Ideally, such platforms also enable the
design of mutual assistance arrangements, and
provide for the exchange of good practices and
lessons learned in the aftermath of disruptions
(Fisher and Gamper, 2017; OECD, forthcoming b).
Increasingly, efforts are made to engage op-
erators in cross-sectoral dialogue and planning
for extreme events are in place in Costa Rica.
Some, but not all public critical infrastructure
operators are represented in the Emergency
Operations Centre (Centro de Operaciones de
Emergencia, COE), contributing to disaster re-
sponse and recovery measures. Following disas-
ter recovery, the CNE organizes lessons-learnt
workshops, in which all stakeholders, including
operators, engaged in the disaster recovery ef-
forts come together to discuss success factors.
Bottlenecks and challenges to be overcome for
more effective recovery, or gaps in preventive
measures, are usually not addressed in these
workshops. Once per year, the National Risk Fo-
rum (Foro Nacional sobre Riesgo) brings togeth-
er all stakeholders of the national risk manage-
ment system, including representatives from the
sectors designated as critical infrastructure. In
addition, the newly created Public-Private Part-
nership (PPP) Committee for Business Continuity

and Risk Management (Comité Sectorial de Alian-
za Publico Privada para la continuidad del nego-
cio y la gestion del riesgo), which includes critical
infrastructure operators as well as private sector
representatives, fosters exchange.

Costa Rica’s available cross-sectoral plat-
forms and planning mechanisms are very use-
ful features of the National Risk Management
System (Sistema Nacional de Gestion de Ries-
go), but they take a much wider focus than crit-
ical infrastructure resilience. Their wider scope
makes it harder for them to be used as safe in-
formation-sharing mechanisms between opera-
tors and the government, in which even sensi-
tive topics can be discussed. In many countries
where such cross-sectoral critical infrastructure
platforms exist, specific safeguards are in place
to protect confidential information.

In addition to the broader cross-sectoral plat-
forms, some sectoral disaster risk management
committees (Comités sectoriales de gestion del
riesgo) are in place. These sectoral committees
bring representatives from the various parts of
each sector, for example the transport sector
committee brings representatives from ports,
airports and other transport modes together to
better coordinate actions amongst each other. In
the education sector committee representatives
from various education authorities, including the
Ministry of Education and the National Institute
of Learning (Instituto Nacional de Aprendizaje) to-
getherwith the CNE coordinate the development
of coherent disaster risk management measures
in the education sector. Despite the existing plat-
forms, access to information relevant for imple-
menting effective critical infrastructure resilience
measures in Costa Rica is still a complex chal-
lenge. Information exchange between operators
and government agencies, e.g. the CNE, and
among operators of critical infrastructure, many
of which are publically owned in Costa Rica, is
not guaranteed. In some cases, information can
only be obtained against the payment of fees, or
following several reminders, while in other cases
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the information quality has been cited as a con-
cern (CFR, 2017). Sometimes, exchange is more
direct, relying on informal communication chan-
nels and contacts established at the available
broader cross-sectoral platforms, such as the
annual National Risk Forum. Following disaster,
some operators, such as the ICE Group, also par-
ticipate in recovery efforts that go beyond resto-
ration of their own affected assets.

In many OECD countries critical infrastruc-
ture protection strategies have proved useful
for engaging operators and the government in
regular dialogue and information-sharing. Re-
sults from a recent survey on the Governance
of Critical Risks, carried out in the process of re-
porting progress in the implementation of the
OECD Council Recommendation on the Gov-
ernance of Critical Risks (OECD, 2014b) showed
that in twenty-two countries a national critical
infrastructure resilience strategy provides the
basis for the scheduling of regular meetings be-

tween the responsible authorities and operators
to ensure adequate and regular exchange of rel-
evant information (Figure 2.7). In some countries,
where the sharing of information relevant for the
resilience of critical infrastructure is not manda-
tory, voluntary information-sharing takes place.
In such cases, an overarching national critical
infrastructure resilience strategy can be a use-
ful point of reference to foster regular exchange
and stakeholder engagement (Box 2.3). Mutual
aid agreements complement the exchange of
information about vulnerabilities in some coun-
tries. In the United States and Canada, for in-
stance, electricity providers are required to have
mutual assistance plans in place. In the United
Kingdom the water sector has an industry-wide
mutual aid agreement to enable sharing of re-
sources in case of infrastructure disruptions, so
as to deliver upon the obligation to provide suffi-
cient drinking water to households (Asgary et al.,
2017, Cabinet Office, 2016).

Figure 2.7. Partnerships with critical infrastructure operators

Critical infrastructure protection strategy

Voluntary information sharing about
vulnerabilities to critical risks

Mandatory information sharing about
vulnerabilities to critical risks

I

o
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Note: Answers received: 29 out of 34 responding Adherents.
Source: OECD Survey on the Governance of Critical Risks.
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Conclusion

This section illustrated that some efforts to en-
gage operators and the government in cross-sec-
toraldialogue are in place in Costa Rica. Operators
and the government meet at the annual Nation-
al Risk Forum, and increasingly also at the PPP
Committee for Business Continuity and Risk Man-
agement. To ensure effective disaster response
and recovery, operators are also represented in
the COE.

These platforms are valuable elements of Cos-
ta Rica's National Risk Management System, but
their focus differs from that of information-sharing
mechanisms created specifically for the safe ex-
change of information between operators and the
government. The wider audience of the National
Risk Forum and the PPP Committee for Business
Continuity and Risk Management make them less
suitable for safe information-sharing between op-
erators and the government, in which even sensi-
tive topics can be discussed. The COE, on the oth-
er hand, has a smaller audience, but focuses on
coordinating emergency response and recovery.
The sectoral committees are a good starting point
for exchange among operators and the govern-
ment, but remain limited to exchange within the
respective infrastructure sector. Similarly, the as-
sistance some operators provide following disas-
ter, could serve as a starting point for the adop-
tion of Mutual aid agreements complementary to
information-sharing arrangements.

Box 2.4. National Strategy and Action Plan
for Critical Infrastructure as a tool to foster
partnerships in Canada

The National Strategy for Critical Infrastructure sets
the direction for enhancing the resilience of Canada'’s
critical infrastructure against all current and emerg-
ing hazards. It provides the framework for a collabora-
tive approach and outlines mechanisms for enhanced
information-sharing and information protection
among the key factors necessary to support and en-
hance the resilience of critical infrastructure in Cana-
da. The supporting Action Plan for Critical Infrastruc-
ture (2014-2017) set out action items for the strategic
objectives of the National Strategy.

To carry out the objective to build partnerships the
Strategy provides for the creation of ten central level
sector networks for each of the critical infrastructure
sectors, integrating existing coordination and consul-
tation mechanisms. As a result, relevant central and
subnational government authorities, national asso-
ciations and critical infrastructure sectors set up ten
sector networks (Table 1). The networks serve as fora
to jointly identify hazards and threats and to use sub-
ject-matter expertise to address these. In addition, the
networks facilitate sharing good practices for strength-
ening the resilience of critical infrastructure. To safe-
guard information shared through these networks,
stakeholders put network-specific protocols in place.

CANADIAN CRITICAL INFRASTRUCTURE
SECTOR NETWORKS

National Cross-Sector Forum Membership:
operators, government (central and subnational)

Energy & Utilities Information & Communication Technology

Finance Health

Food Water

Transportation Safety

Government Manufacturing

Source: Public Safety Canada (2015)

An overarching National Cross-Sector Forum that
groups representatives from the ten sector networks
is in place. Meeting once per year, the Forum pro-
motes information sharing and business resilience
collaboration across the sector networks. It also is
the principal place to address cross-jurisdictional
and cross-sectoral interdependencies.

Source: Public Safety Canada, 2015g;
Public Safety Canada, 2015b.




2.5. Financing the resilience
of critical infrastructure

Making critical infrastructure resilient comes
at a cost. To ensure that resilience is prioritized
and that operators carry out the necessary
measures, suitable financing arrangements are
needed. When much of the critical infrastructure
is publically owned, governments do particularly
well to ensure the resilience of new investments
in public infrastructure, and to develop financing
solutions for retrofitting standing infrastructure
to prevent high public spending for infrastruc-
ture recovery in the aftermath of disaster. At the
same time, encouraging operators to take on the
extra costs of investing in increased levels of re-
silience can be challenging, as it requires trade-
offs and may not bring immediate returns (Fisher
and Gamper, 2017).

In Costa Rica, various policy documents point
to the need to earmark sufficient funding for the
resilience of critical infrastructure. The National
Investment Plan, the National Development Plan
2015-2018, as well as the National Policy for Risk
Management all require that new public invest-
ments meet resilience objectives and that exist-
ing resilience gaps in standing public infrastruc-
ture are closed. In addition, Law 8488 stipulates
that resources need to be allocated to disaster
risk management measures based on the results
of disaster risk assessments (MIDEPLAN, 2014;
MIDEPLAN, 2016).

At the end of the day, however, each operator
is responsible for financing its own ex ante disas-
ter risk management measures. Some operators,
such as the General Directorate of Civil Aviation
(Direccion General de Aeronautica Civil, DGAC),
the CCSS and the ICE Group, for instance, have
specific funding set aside for conducting hazard
assessments and carrying out resilience mea-
sures. Others, including CONAVI and the Minis-
try of Public Works and Transport (Ministerio de
Obras Publicas y Transportes, MOPT), do not yet
fully comply with the requirement to earmark re-
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sources for prevention and mitigation purposes
(CGR, 2017). Overall, many stakeholders report-
ed that even where there is high awareness of
the value of resilient infrastructure, making the
case for actually channelling funds to resilience
measures can be challenging. To encourage
retrofitting of schools, hospitals, bridges, and le-
vees — some of which fall in the category, where
channelling funds to resilience measures has
proved particularly complex - the CNE may pro-
vide funding, but the budget set aside for this is
small (World Bank, 2012; OECD, forthcoming ).

To finance the cost of disaster recovery in
Costa Rica, the government has promoted the
availability of ex ante risk transfer tools to enable
financial resilience at operator level. Most oper-
ators that have insurance purchase their cover
from the public insurance company, the National
Insurance Institute (Instituto Nacional de Seguros,
INS). In addition, private insurers offer insurance
that some operators use in place of cover of-
fered by INS.

In practice, hazard insurance penetration
for critical infrastructure is not at the intended
levels, and where insurance is available, it only
covers a part of the damages. For some high risk
critical infrastructure, such as roads and bridg-
es as well as water networks, insurance is not
available altogether. In addition, some operators
reported that insurance is only available for of-
fice buildings, while for more critical assets in-
surance options are missing or are not afford-
able. In part, this is linked to the premium setting
mechanism applied by the largest insurer, the
INS, which would result in substantially higher
overall premiumes, if high risk infrastructure were
insurable. At the same time, budgetary con-
straints amongst operators have meant that in
some cases insurance cover is bought for the
bare minimum, on occasions leaving critical as-
sets out of scope of policies or limiting policies
to only a handful of hazards.

To encourage the uptake of insurance for
public infrastructure, the Government of Costa
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Rica via the INS offers a catastrophe risk trans-
fer vehicle (CRTV). The CRTV provides insurance
for public assets at a lower cost than what would
otherwise be available, backed by government
guarantees and competitive reinsurance rates
(Figure 2.8)(Mahul et al., 2013).

Beyond promoting insurance, the govern-
ment has established the National Emergency
Fund (Fondo Nacional de Emergencia, FNE), com-
posed of mandatory transfers from public entities
set at 3% of budget surplus, and donations from
various sources. Managed by the CNE, the fund
is the main source of risk financing in Costa Rica.
Public institutions, including public operators of
critical infrastructure and sub-national levels of
government managing local infrastructure, have
access to the Fund. Funding can only be made
available when an official emergency declaration
has been issued, but it is not conditional on the
implementation of ex ante resilience measures.

The significant variations in the Fund's bud-
get (Figure 2.9), and the fact that disaster recov-
ery support from it can only be requested when
an official emergency declaration has been is-
sued, limit the Fund's potential for application.
As many of the damages incurred by operators
are the result of smaller hazardous events, such
as heavy swell along the coast or heavy rainfall,
that do not qualify for an official emergency dec-
laration, much of the disaster recovery costs has
to be borne by operators themselves. In addi-
tion, the high finance needs associated with the
recovery of infrastructure in poor state of main-
tenance even before a disaster occurred, have
eaten up much of the Fund's reserves.

Some operators have taken exemplary mea-
sures to ensure their financial resilience against di-
sasterrisks, coupling comprehensive hazard insur-
ance with their own contingency funds. The CCSS,
for instance, created its own contingency fund to

Figure 2.8. Costa Rican catastrophe risk transfer vehicle for public assets,

as offered by the National Insurance Institute
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Figure 2.9. Annual budget of the National Emergency Fund from 2007 to 2015

250

200

150

100
50 l
o B = = B B

2007 2008 2009 2010

Note: * USD exchange rate of the Central Bank of Costa Rica 20/04/2016.

2011 2012 2013 2014 2015

B Budget in Mio. USD

Source: Data from the Administrative-Financial Management Direction, CNE, 2016.

complement insurance pay-outs. The fund chan-
nels 1.83% of the CCSS’ annual budget for disas-
ter recovery purposes. In 2016, its inception year,
the fund held USD 26 million, to be scoped up to
USD 78 million over the next two years. The fund
can exclusively be used to recover damages to
health facilities, and has to be used to build back
without reproducing risks.

Conclusion

This section showed that Costa Rica has taken
important steps to support critical infrastructure
operators in financing disaster recovery costs,
but could do more to incentivise the implemen-
tation of ex ante resilience measures. Available
support focuses on disaster recovery and is not
tied to the implementation of ex ante resilience
measures. In some cases, the CNE may be able
to provide funding in support of ex ante mea-
sures, but the budget for this is tight. Insurance
products are widely available, and even required
for public assets, but in practice budgetary con-
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straints have often meant that insurance cover is
bought only for the bare minimum, if at all. For
high risk critical infrastructure insurance is not
available altogether.

The FNE has proved useful in supporting re-
covery efforts across Costa Rica, but some chal-
lenges persist. In the past, much of the available
funding has gone towards the recovery of infra-
structure that was poorly maintained before the
disaster, or covered by little or no insurance. As
eligibility for FNE funding is not tied to imple-
menting ex ante resilience measures, incentives
to invest in resilience measures have become
skewed. Various other factors add to this: (i) re-
peat eligibility for funding from the FNE indepen-
dent of betterment measures; (ii) limited financial
support for ex ante resilience measures coupled
with budgetary constraints at operator level;
(i) an absence of inspections and penalties for
non-compliance with resilience objectives. At the
same time, the FNE's resources are limited, and
there have been instances where the available
funding did not meet the needs of affected oper-
ators, and other public institutions.
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Conclusion

Critical infrastructure resilience is an essential
for Costa Rica's national resilience and contin-
ued sustainable development. National resilience
entails the ability to prepare and plan for, absorb,
recover from, and more successfully adapt to ma-
Jjor adverse events and disasters. Costa Rica’s high
exposure to a wide range of natural hazards threat-
ens critical infrastructure across the country. Dis-
ruptions in critical infrastructure can have cascad-
ing impacts that resonate far beyond the affected
area, impeding disaster recovery efforts, at worst
hampering long-term sustainable development
and driving inequalities.

Assessment

Costa Rica has made substantial investments in
emergency prepadredness and disaster manage-
ment capacities at critical infrastructure level.

At the national level, various policies stress the
value of critical infrastructure resilience, con-
tributing to the uptake of resilience measures at
operator level. Many operators have started to
implement comprehensive resilience measures,
and some showcase exemplary resilience efforts.
When operators experience disaster-related
damages, the National Emergency Fund may be
tapped upon, and hazard insurance is available.

At the same time, a nhumber of challenges and
governance gaps persist in Costa Rica, calling
for further strengthening of critical infrastructure
resilience efforts.
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The existing policies are not sufficiently detailed
and do not build on a common national criticality
and interdependence assessment that could help
operators prioritize investments into resilience. Ac-
cess to the National Emergency Fund is not tied to
ex ante resilience measures taken, nor to wheth-
er an asset has been damaged for the first, or for
the umpteen time, skewing incentives for invest-
ing in resilience. Accountability frameworks leave
room for reinforcement, and cross-sectoral coop-
eration and information-sharing is not developed
and far-reaching enough to create peer pressure
and a common sense of responsibility that ensures
optimal investments in resilience. As a result, sub-
stantial resilience disparities exist between sectors,
with some sectors’ resilience lagging far behind.

In light of the interdependencies among crit-
ical infrastructure, the system as a whole ends
up being as fragile or strong as its weakest link.
By improving the governance arrangements for
critical infrastructure resilience, Costa Rica can
unlock high returns for its resilience in the future.
In particular, the case study makes the following
recommendations for improving the governance
of critical infrastructure resilience in Costa Rica.

Recommendations

1. Launch a standardized national criticality
and interdependence assessment for critical
infrastructure.

Costa Rican authorities should establish a nation-
al criticality and interdependence assessment to
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identify critical systemic nodes and prioritise re-
silience measures accordingly. At present, criti-
cality and interdependence assessments in Cos-
ta Rica are only conducted at operator level, if at
all. The absence of a national assessment jeop-
ardizes a common understanding of what assets
and systems are truly critical, and thus hampers
a prioritisation of resilience measures that take
vulnerabilities in critical nodes into account.

There are various approaches to go about critical-
ity assessments, but for it to be successful at na-
tional level strong cooperation and trust between
stakeholders is key. Operators are well-placed to
assess the criticality of their own assets, and to
identify their own interdependencies, but to en-
sure compatibility and coherence central guid-
ance is necessary. A central government authori-
ty. such as the National Emergencies Commission
(CNE), would be well-placed to take the lead in
defining a common approach, coordinating it
closely with operators. The CNE would then also
be well-placed to bring the results together, and
analyse them in light of systemic interdependen-
cies, while ensuring confidentiality. Technical ex-
pertise and analyses from security-cleared resil-
ience officers from operators and other pertinent
stakeholders, including the Ministry of National
Planning and Economic Policy, should comple-
ment the systemic analyses to realize a compre-
hensive and valid assessment.

In a subsequent step, the CNE could then take
the lead to develop a common critical assets in-
ventory, in which assets are classified according
to their criticality. Maps that illustrate interde-
pendencies would be a useful complement. Ide-
ally, the registry and maps would be accessible
by relevant representatives from operators and
the government, protected by strong safeguards
and security protocols. Access to this informa-
tion enables operators and government alike to
optimally prioritize resilience measures.

Conclusion

2. Adopt a national critical infrastructure re-
silience strategy offering as comprehensive
policy guidance for all stakeholders.

To create the necessary legal basis for the suc-
cessful implementation of the above recommen-
dations, the Government of Costa Rica should
adopt a comprehensive national critical infra-
structure resilience strategy building on the stan-
dardized national criticality and interdependence
assessment. To date, critical infrastructure resil-
ience objectives in Costa Rica are spread across
a body of policies that lacks sufficient detail and
depth, and does not entail accountability mech-
anisms. In addition, the underlying definition of
critical infrastructure takes a somewhat localized
view that does not fully account for potential cas-
cading effects of critical infrastructure disruptions.

A national critical infrastructure resilience strat-
egy should provide strong legal guidance along
the steps outlined in the policy framework de-
veloped by the OECD and the IDB, addressing
the above recommendations to (i) create a stan-
dardized national criticality and interdependence
assessment for critical infrastructure; (i) ensure
effective incentives for investing in ex ante resil-
ience measures at operator-level; (iii) establish
accountability frameworks for consistent imple-
mentation of resilience measures across all criti-
cal sectors; and to (iv) boost information-sharing
and partnerships across stakeholders, building
on the availability of disaster risk assessments.

Ideally, the national critical infrastructure resil-
ience strategy follows broad stakeholder con-
sultations with operators of critical infrastructure,
concerned regulatory authorities and ministries
and relevant actors under the National Risk Man-
agement System. To ensure extensive critical in-
frastructure resilience, the strategy should pro-
mote an all-hazards approach to disaster risk
management and define clear objectives. Ideally,
an action plan that sets out action items for the
strategic objectives and timelines for their imple-
mentation complements the strategy.
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3. Ensure effective incentives for investing in ex
ante resilience measures at operator-level.

To convince operators to take on the extra costs
of investing in increased levels of resilience,
the government needs to ensure effective in-
centives. Currently, recovery funding in Costa
Rica is available to operators independent of
the resilience measures taken, and regardless
of whether an asset has been damaged for the
first, or for the umpteen time. This has resulted
in some operators relying almost exclusively on
public assistance for disaster recovery. As public
funds available for recovery are very scarce, the
high funding needs of those that did not invest in
ex ante measures often took funding away from
those that have, further skewing incentives.

There are various options to address these
skewed incentives for ex ante measures. Firstly,
the size of recovery payments via the National
Emergency Fund (FNE) could be linked to the
implementation of certain ex ante resilience
measures, such as retrofitting or insuring at least
a pre-defined percentage of most critical assets.
In addition, requirements to use recovery fund-
ing to build back more resilient infrastructure
could be introduced. Secondly, the government
should define provisions to enforce compliance
with resilience requirements for critical infra-
structure, such as fines or corrective measures.
Ideally, dialogue between operators and perti-
nent line ministries will have informed the design
of the penalties catalogue.
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4. Establish accountability frameworks for con-
sistent implementation of resilience objectives
across all critical sectors.

To ensure successful and consistent implemen-
tation of resilience objectives across critical in-
frastructure, the authorities should create robust
accountability frameworks. At present, the re-
sponsibility for critical infrastructure resilience in
Costa Rica is concentrated at operator level, with
avery narrow role for the government to hold op-
erators accountable. In default of accountability
frameworks, some operators have significantly
underinvested in resilience measures.

In order to hold critical infrastructure operators
accountable, clear oversight responsibilities at
central government level are important, with a
shared role for the National Emergencies Com-
mission and the Comptroller General of the Re-
public. To enable this, strong cooperation based
on clear and binding agreements is key in this
regard. Considering the Comptroller General's
auditing role, it would be well-placed to con-
duct critical infrastructure resilience inspec-
tions as part of the regular audits, as previous-
ly done for the transport sector. In addition, the
National Emergencies Commission’s role should
be strengthened to include oversight over criti-
cal infrastructure resilience in its mandate. This
would also include a responsibility to keep track
of non-compliance cases, checking them against
the critical assets registry, and ensure follow up
with apt corrective action. To deliver the bene-
fits of the suggested shared critical infrastructure
resilience oversight, sufficient funding, along with
adequately qualified technical staff are important.
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5. Boost information-sharing and partnerships
across stakeholders, building on the availabil-
ity of disaster risk assessments.

The government should establish robust infor-
mation-sharing and partnership mechanisms
with operators to enable the design of critical
infrastructure resilience policies that account
for actual resilience gaps. and to create a trust-
based, collaborative environment. At present,
only limited cross-sectoral exchange and coor-
dination between operators and the government
takes place in Costa Rica. In some cases informa-
tion about hazards or weak points along supply
chains is only available for a fee or after several
reminders, if at all. As this information is hard to
obtain, operators face difficulties in designing apt
resilience measures that take vulnerable nodes
into account.

Information-sharing and dialogue could be
strengthened by creating a cross-sectoral critical
infrastructure platform that meets several times
per year to discuss and coordinate resilience
matters and actions. Such a platform should bring
together all relevant representatives from opera-
tors of critical infrastructure and the government,
and ideally provide for exchange of relevant se-
curity information and subject-matter expertise,
lessons learning following disruptions. At best,
the platform would also enable the development
mutual assistance agreements, including sharing
of equipment and emergency stocks, and joint
exercises. Agreements that also address data
protection and competition questions should un-
derpin the partnership between operators and
the government. In light of its technical expertise,
and experience in coordinating the National Risk
Management System the National Emergencies
Commission would be well placed to take the
central government lead in setting up the nation-
al critical infrastructure platform.

Conclusion

6. Ensure financing arrangements to increase
resilience of critical infrastructure.

To strengthen critical infrastructure resilience,
the government needs to ensure suitable financ-
ing arrangements. With the National Emergency
Fund Costa Rica has taken an important step in
this direction, supporting operators in financing
disaster recovery costs. In terms of ex ante re-
silience measures, financing arrangements are
less advanced, with some limited support avail-
able from the National Emergencies Commis-
sion. In addition, the government has promot-
ed the availability of ex ante risk transfer tools
to boost financial resilience at operator level. In
practice, however, hazard insurance penetration
for critical infrastructure is not always at the in-
tended levels.

To support operators in carrying out their resil-
ience responsibilities, Costa Rica should consid-
er creating a criticalinfrastructure resilience fund
that would allow giving partial financial support
for ex ante disaster risk management measures
to operators. Potential sources for funding in-
clude industry levies or fines for non-compliance
with resilience requirements. The results of the
national criticality assessment should help pri-
oritise resilience measures that should receive
partial financial support from this fund. In addi-
tion, the government and the National Insurance
Institute should further cooperate to improve the
affordability of effective insurance cover, mak-
ing uptake more attractive to operators. The ca-
tastrophe risk transfer vehicle (CRTV) is a good
step in this direction.
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