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Abstract

Public-private partnerships (PPPs) often follow long and complex design and implementation pro-
cesses. During their execution, PPPs face problems relating to transparency and allocation of respon-
sibilities that considerably affect their efficiency and effectiveness in achieving their objectives. New
technologies offer the opportunity to rethink how to tackle these problems and find coordinated solu-
tions for them. Technologies such as smart contracts, distributed ledger technology (DLT), artificial
intelligence (Al), and the cloud are revolutionizing operations in different fields of the industry and have
the potential to do so for PPP by replacing the current inefficient and highly expensive PPP productiv-
ity schemes. The objective of this analysis is to identify the opportunities that using these technologies
offers throughout the different phases of PPP (from design to implementation). Based on this analysis,
this paper establishes a theoretical framework that justifies implementing a pilot scheme that makes
use of smart contracts, DLT, Al, and other new technologies in a PPP sub-process.

JEL Codes: H42, H57, 033, 038

Keywords: smart contracts, blockchain, public-private partnerships, automation
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EXECUTIVE
SUMMARY

Public-private partnerships (PPPs) follow long
and complex design and implementation pro-
cesses in different countries around the world.
During their execution, PPPs face problems relat-
ing to transparency and the allocation of respon-
sibilities that considerably affect their efficiency
and effectiveness when it comes to achieving the
governmental objectives they pursue.

The process from the design of the PPP to the
signing of the contract can last for up to 36 months
(as has been the case in Australia, France, Hondu-
ras, and United Kingdom). The complexity of the
process goes hand in hand with the challenges
that accompany each phase of the process herein
analyzed. For example, during the identification
phase, the main challenges have to do with incon-
sistency between the aims of national policies and
of those put forward by the selected project, or
the absence of a value for money (VfM) analy-
sis capable of accurately evaluating the quality of
the project selected. Furthermore, in the contract
implementation phase, these challenges are linked
with the need to rely on a third party and with
additional mechanisms needed to evaluate com-
pliance with the contractual agreements which, to
a large extent, is carried out manually.

New technologies offer the opportunity to
rethink how to tackle these problems and to find
coordinated solutions for them. Technologies such
as smart contracts, distributed ledger technology
(DLT), artificial intelligence (Al), and the cloud are
revolutionizing operations in different fields of the
industry and have the potential to do so for PPP by
replacing the current inefficient and highly expen-
sive PPP productivity schemes. For example, the
use of DLT is being explored for the provision of
financial services such as remittances (seeking to
reduce the high costs of current schemes due to
issues of communication and transactionality) or
payment infrastructures (to make more efficient
the outdated systems based on liquidation and
compensation models extended over time). Such
technologies, coupled with Al and cloud stor-
age, are also being explored for risk prevention,
because they enable faster and more comprehen-
sive predictions, or for international trade, where
they enable more transparency in the exchanges
between participants in real time.

The objective of this analysis is to identify
the opportunities that using new technologies
offers throughout the different phases of PPP
(from design to implementation), in particular the

xi
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use of smart contracts and DLT and the deploy-
ment of machine-executable regulations. Based
on this analysis, we hope to establish a theoreti-
cal framework that justifies implementing a pilot
scheme that makes use of DLT and other new
technologies in a PPP sub-process.

At present, no study of this nature exists.! The
theoretical analysis undertaken reveals multiple
opportunities in terms of transparency, automa-
tion, simplicity, and efficiency based on the imple-
mentation of a combination of smart contracts
and DLT during the different phases of a PPP. In
this context, the attributes of immutability, dis-
tributed information, security, and automation of
the aforesaid technologies are particularly impor-
tant. These attributes are capable, for example, of
resolving the problems of information asymme-
tries between the different parties that participate
in the elaboration, design, and implementation of
a contract within the PPP framework. Moreover,
such technologies can reduce transaction costs,
eliminate the need for intermediaries to guaran-
tee compliance with the agreements between the
parties involved, and facilitate the recording of
immutable transactions.

The use of these technologies requires an
enabling legal framework, the identification of
risks in the process, political willingness, and
human capital with the necessary skills to manage
the project. An enabling legal framework must
permit the safe, predictable, and lasting imple-
mentation of these technologies in a PPP pro-
cess. This implies, for example, the existence of
regulations that govern the validity of electronic
signatures and electronic transactions, as well as
regulatory and institutional frameworks that facil-
itate the use of digital identity and regulations on
the use of DLT and algorithms and application
programming interfaces (APIls), among others.

The availability and costs of electricity and inter-
net must also be taken into account.

Implementing these technologies in PPP
processes is not free from risks such as cyber-
security, operational continuity, data protection,
fraud, governance, and even political risks. All
of these must be taken into consideration when
designing any project of this nature.

Making use of these technologies calls for a
multidisciplinary team that utilizes agile method-
ologies, with knowledge of both the characteris-
tics of the process and of regulating PPPs at the
local level as well as of the technologies that must
be implemented such as smart contracts, DLT, or
Al. Over the medium and long term, the agency
responsible for managing the systems that use
these technologies must be able to count on hav-
ing the staff needed to ensure their operational
continuity in optimal conditions.

These technologies have enormous poten-
tial to make PPPs more efficient and effective,
as they facilitate better coordination of the pro-
cesses, the automation of certain components,
and greater transparency and accountability
through the use of a distributed ledger system—
all factors that can have an impact on achieving
the VfM objective that underlies the PPP. An eval-
uation of a specific case (in a country) and of a
specific component of these processes should be
made to obtain more grounded results in terms
of efficiency gains and of the principal challenges
at the regulatory, institutional, and organizational
levels, among others.

1 As of June 2020, review of the available literature
had not identified any PPP project that makes use of
the technologies mentioned to automate any of its
components.
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INTRODUCTION

Problems of efficiency, high transactional costs,
and compliance processes involving multiple
actors lead us to explore the use of new tech-
nologies such as distributed ledger technology
(DLT), smart contracts, artificial intelligence (Al),
and application programming interfaces (APIs)
in order to provide alternative solutions to pub-
lic-private partnership (PPP) processes and the
related inefficiencies. Over recent years, diverse
pilot schemes have been trialed in other fields
(such as the financial sector or international
trade) to test the viability and efficiency of using
these technologies. This hasn’t happened regard-
ing PPP processes. The most notable attempts
to incorporate technological solutions mainly
address matters of standardized data gathering
and transparency in data publication.

The aim of this analysis is to evaluate the
potential use of these technologies to make PPP
processes more efficient, transparent, and con-
sistent with public policy objectives. At the time
of writing this paper, there are no experiences
of implementing these technologies in PPP pro-
cesses, which means that the analysis herein pre-
sented is fundamentally theoretical and consti-

tutes the first step toward implementing a pilot
scheme in this area.

The study consists of five sections. The first
describes problems encountered with PPP pro-
cesses and proposes some hypotheses about
how these might be resolved through the use
of new technologies. The second section de-
scribes the technologies available and identifies
those that could help to overcome PPPs’ prob-
lems (DLT, smart contracts, and machine-exe-
cutable regulations), as well as the hypothetical
benefits of their use. The third section analyzes
which processes might be subject to automa-
tion with the use of these technologies in each
one of the phases of PPP implementation. The
benefits of automation by phases are also pre-
sented. The fourth and fifth sections describe
the regulatory, institutional, operational, and
human elements to consider when it comes to
implementing these new technologies in a PPP
process. These factors are presented as risks
and limitations to be mitigated or considered
when designing a project of this nature. Finally,
we briefly present the findings from this analysis
and propose steps to follow.
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PUBLIC-PRIVATE
PARTNERSHIPS:
PROBLEMS AND
OPPORTUNITIES

Public-private partnerships (PPP) are long-term
contracts between a private party and a govern-
ment entity for the provision of a public asset
or service. In many cases, the partnerships are
linked to providing infrastructure and associ-
ated services. In providing the infrastructure or
service, the private partner assumes both the
responsibility for managing the contract and a
significant risk. Remuneration in return for the
provision of the asset or service is linked to its
future execution/provision.2 These types of con-
tracts are designed to help reduce the state’s
fiscal burden in the short term and also bring a
set of benefits insofar as their implementation is
cost efficient. Among the benefits mentioned are
the possibility of applying the latest technology
available to the task in question or the transfer
of financial and project management risks to the
private sector partners.

The use of PPPs presents a high level of com-
plexity. They have diverse actors and multiple
phases subject to diverse rules and challenges.
Some problems derived from such challenges
include, for example, evading fiscal rules, an
opaque fiscal incentives structure that hampers
achievement of cost effectiveness in project

execution, or information asymmetries that give
rise to imbalances in the compliance with con-
tractual obligations and in risk allocation.

The lack of automation of the different
stages of the process, the absence of a national
project selection plan, and the high level of dis-
cretionality when it comes to making financial
or environmental impact evaluations are addi-
tional factors that can lead a PPP process to fail
or to increase operational risks. In one case, “the
‘Lava Jato’ operation revealed that Brazilian con-
struction firms, of which Odebrecht is among the
most important, had set up a cartel to manipu-
late important subcontracting markets of the
Petrobras oil group”;® in the case of Colombia
and the Magdalena River navigation project, cor-
ruption led to the cancellation of PPP contracts
already signed in 2017. These are clear examples
of the urgent need to seek solutions to typical

2 World Bank (2017).

3 El Comercio, “Odebrecht, el escandalo de corrup-
cidn que sacude a América Latina,” February 3, 2017,
https://www.elcomercio.com/actuality/odebrecht
-escandalo-corrupcion-americalatina-brasil.html;
Economist Intelligence Unit (2017).


https://www.elcomercio.com/actuality/odebrecht-escandalo-corrupcion-americalatina-brasil.html
https://www.elcomercio.com/actuality/odebrecht-escandalo-corrupcion-americalatina-brasil.html

BOX 1.1 REGULATORY TECHNOLOGY AND AUTOMATION OF PUBLIC-PRIVATE PARTNERSHIPS

Regulatory technology (RegTech) refers to the use of technological solutions to reduce the costs of regula-

tory compliance and to the improvement of the processes of information reporting and exchange. Many Reg-

Tech solutions use technologies such as machine learning, artificial intelligence (Al), cloud computing, DLT, or

big data solutions.

The RegTech solution of transaction monitoring is of particular significance because it focuses on behav-
joral requirements in business execution and offers solutions for making transactions in real time, as well as for

their monitoring and auditing. The technologies employed include DLT, end-to-end integrated process valida-

tion, systems for identifying fraud and abusive behavior, and the automation of internal business operations

and risk alerts.

Transactions in the area of the financial markets refer to the automation of numerous linked procedures
such as the calculation of margins, the choice of key partners and places of exchange, the evaluation of finan-
cial exposure, and compliance with the best principles of behavior, among others.

Source: Gurung and Perlman (2018) and Toronto Centre (2017).

problems such as bad structuring, poor calcula-
tion of VfM, and failure to standardize contracts,
among others. A further recurrent shortcoming is
revealed by measuring the level of deviation from
an ideal situation, once a project has been car-
ried out. Experience indicates that this happens
all too frequently and at all stages of a PPP.#

The rise of new technologies such as DLT,
Al, smart contracts, and technological solutions
for regulatory compliance or RegTech (Box 1.1),
alongside the lessons learned from the creation
of a legal and institutional structure for PPP man-
agement, leads us to suggest that it is possible
to simplify and automate components of the PPP
design and execution process in order to provide
a solution to the aforementioned problems.

There have been recent efforts to establish
common elements in the PPP processes of dif-
ferent countries at the global level, as well as in
creating software that facilitates a certain level
of automation for some activities. However, much
more integrated automation is essential and
might be achieved through the use of the afore-
said new technologies. At present, attempts to
automate PPPs are directed toward specific and
uncoordinated objectives, such as the search for
more effective communication between actors,
better information structure, the possibility of
making ex ante and ex post comparisons, and

the integration of information currently dispersed
during these processes. Contracts in each coun-
try are very different according to the purpose of
the PPP, and general clauses are therefore being
sought to govern contracts at the domestic level
(dealing with force majeure clauses or reasons for
going to arbitration, among others).

The following section analyzes some of the
problems identified in each stage and how the
international community is responding to the
lack of transparency in these processes. There-
after, we examine the opportunities offered by
using different technologies to provide a solution
to the identified problems.

1.1. PHASES OF PPP IMPLEMENTATION:
MAIN PROBLEMS
Although the level of institutionalization and
sophistication of PPP processes varies greatly
among different countries, they continue to be pre-
dominantly manual processes in which the actors
communicate through physical means. PPP phases
are not coordinated enough to guarantee integ-

rity of information, the consistency of valuations,

4 Conversations with experts and civil servants in
countries such as Honduras, Peru, and Uruguay.
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or a clear allocation of responsibilities throughout
the process. Moreover, such phases follow long and
intricate protocols to make sure that someone in
the chain of command assumes responsibility. The
decisions of different persons responsible through-
out the processes of design, procurement, and exe-
cution are subject to the consent, verification, or
approval of different partners—which in the imple-
mentation stage includes private sector actors—
giving rise to unnecessary delays.

The flow of information between the actors in
a PPP is intense and the effectiveness and cost-
efficiency of the project depends on its content.
The participating government actors vary accord-
ing to the type of PPP (infrastructure, health, trans-
port, etc.). In many countries a single institution is
given specific responsibility with relation to PPPs
that, among other things, includes overseeing the
different phases from the design to contract exe-
cution. On the private sector side, PPPs generally
include project management firms, lenders, inves-
tors, and a trustee.® Table 1.1 provides details of
some examples of processes carried out manually
and the effect this has throughout the different
phases of a PPP project.

1.2. ADVANCES IN PPP AUTOMATION
AND BETTER STANDARDS OF
TRANSPARENCY

The need to make these processes more trans-
parent and to generate greater accountability
has led to the creation of ledgers that store basic
data (profile, scope, amount of investment, etc.)
about both current projects and those under
development. These databases often only have
an accounting function. They’re not connected
with effective project execution and viability
evaluations, or don’t report on the current status
of the project. Moreover, this ledger may be held
in institutions other than the one charged with
the project feasibility evaluation process and the
public bidding competition.®

Initiatives exist at the international level to
boost transparency in these processes, such as

the Open Contracting Data Standard (OCDS)
and its application to PPPs. Such standards aim
to help, alongside those responsible for the sys-
tems, to: (i) define and implement data collection
processes in order to share information about
the PPP, (ii) integrate information published
about the PPP into existing systems, (iii) export
and publish information regarding the PPP in a
common format, and (iv) present and visualize
the information published about the PPP. Imple-
mentation of these schemes helps to generate
more information about these processes and to
integrate data dispersed throughout the public
administration.”

Progress is also being made at the multilat-
eral level in PPP automation and standardiza-
tion with a view to building the capacity of those
in charge. For example, SOURCE is a program
that provides a comprehensive map of aspects
to be considered when developing sustainable
and good-quality infrastructure.® Its five compo-
nents include: (i) safe and collaborative software
for managing projects online, whose servers are
under the jurisdiction of the United Nations and
can be connected to other databases, initiatives,
platforms, and tools; (ii) a standardized structure
and a methodology; (iii) a communication plat-
form shared between the project participants,
which reduces transaction costs and promotes
transparency and consistency throughout the
entire project cycle; (iv) a tool for attracting inves-
tors to the project; and (v) a standardized data-
base for developing analyses and generating
indicators of the sustainability of the infrastruc-
ture.® Some of the problems observed when it
comes to using the software include its language
(it is only available in English), its failure to include
all project categories, and doubts about its secu-
rity protocols (information confidentiality issues).

5 Sulser (2018).

6 Economist Intelligence Unit (2017).

7 Open Contracting Partnership and World Bank
2017).

8 Sustainable Infrastructure Foundation (2018).

o |bid.
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TABLE 1.1 EXAMPLES OF PROBLEMS AT EACH STAGE OF PPP DESIGN AND EXECUTION

Phase Manual process Problems and effects during each stage

Identification of Project selection The project is not selected by a national public investment system or a
the project and national development policy, which means that it may not be in alignment
evaluation as a and may not be a priority project. As it is not selected from a previously
PPP established database, it must pass through the process of approvals

and pre-feasibility studies, which requires more time. Projects are often
technically and financially unrealistic but politically desirable.

Evaluation of the The project involves a VfM analysis or public-private comparison and is

project as a PPP chosen following its identification as a PPP project. The omission of this
analysis in the process is reflected in projects that end up being more
expensive for the government in terms of time and financial resources.

Evaluation and  Project feasibility As the verification of technical, financial, legal, and environmental
preparation studies feasibility is a manual process undertaken by all those involved, it is not
of the incorporated into the institutional memory of similar evaluations, the
procurement existence of minimum content in such aspects is not verified, and many
project matters are not evaluated (depending on how fast the project must be

carried out).

Structuring the  Definition of This process depends on the criteria of the person or persons in charge
design of the prequalification of structuring the project, who may set requirements that benefit or
call for tenders requirements affect certain participants (introduction of subjective elements lacking
and draft optimal accountability mechanisms). These requirements can be modified
contract unilaterally, once the bidders in the process have been established and
identified.
Risk allocation As in the previous process, risk allocation in the project depends on the

criteria of the person or persons responsible for structuring the project. In
many instances, there is an allocation of risks, which helps to carry out the
VM evaluation.

Bidding and Review of the technical The evaluating committee manually reviews the technical proposals, which
award of proposals must fulfill the minimum requirements established in the project scope
contract statement or similar document. Scores are awarded subjectively to the

proposals or, in other words, these are subjectively evaluated.

Correction of proposals If the project scope statement or corresponding document fails to
specifically establish the documents that may be corrected as part
of a proposal, the decision remains at the discretion of the evaluating

committee.
Signing the Change in the risk During the bidding process or once the project has been adjudicated,
contract allocation that alters contractual modifications are made that change the previously established
the VfM risk allocation, without any reevaluation of the VfM.
Contract Review of performance  Generally speaking, there are multiple performance indicators to evaluate,
management indicators which means that their manual review is extremely time consuming. An

example is seen in highway projects where, if the performance indicators
are manually evaluated throughout the entire route, the time necessary to
do so means that once the review is finalized the state of the highway may
be worse than its condition when originally evaluated.

Source: Authors’ elaboration based on experiences in PPP implementation in Latin America and the Caribbean.
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BOX 1.2 TECHNOLOGY-BASED OPPORTUNITIES FOR IMPROVING PPPS

The lack of competition in certain processes leads to poor risk allocation. The use of technology could
encourage a more open and automated process that would show that all bidders were competing under
equal conditions.

Automation of the process can create incentives for timely compliance and ease approvals by different
authorities, facilitating their immediate diffusion.

The use of technology would enable self-checking of the minimum standards established for the finan-
cial or environmental evaluations of the project, among others, before proceeding with the PPP approval
process.

Standardizing minimum requirements applicable to these evaluations—verifiable by the system—would
help to reduce subjectivities in financial, environmental, or VfM evaluations.

The lack of information about suppliers could be corrected by developing an online database, updated
and with cross-checking according to the information provided.

By implementing DLT and smart contracts, the terms and timeframe for compliance can be clearly stipu-
lated, as well as responsibilities for failure to comply with these preconditions. Non-negotiable penalties
can also be stipulated that would be determined automatically in the event of non-compliance with that

agreed by the parties.

Source: Authors’ elaboration.

1.3. OPPORTUNITIES FOR
IMPROVING PPP DESIGN
AND IMPLEMENTATION
PROCESSES OFFERED BY NEW
TECHNOLOGIES

The use of DLT, in particular of blockchain tech-
nology, and smart contracts (see the glossary at
the end of this paper) is being analyzed for its
potential to ensure that contractual processes—
such as those implemented in the PPP execution
stage—are transparent, automated, and efficient.
In addition, they are looked at for their potential
to ensure better monitoring of the execution of
agreements with less need for third-party over-
sight.”© Smart contracts used alongside DLT are
proposed as a mechanism for improving PPPs

given their potential to enhance transparency in
contract management and to provide information
in real time to the different parties involved in the
process. They can also reduce the likelihood of
disputes and litigation by maintaining an immu-
table record of the actions of the different par-
ties and reduce the need for a full-time contract
administrator by enabling the automated exe-
cution of its diverse components or contractual
commitments.” Box 1.2 presents some examples
of the potential advantages of using such tech-
nologies at different stages of the PPP process.

10 World Bank (2020).
T Ernst & Young (2018) and Nel (2020).
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NEW TECHNOLOGIES

AND THEIR

POTENTIAL IMPACT

ON PPPS

Automation of the different phases of a PPP can
help to solve the problems described in the pre-
vious section. Different technologies, such as
distributed ledger technologies (DLTs), smart
contracts, artificial intelligence (Al), data analyt-
ics, and cloud storage, among others, are being
explored as ways of facilitating such automa-
tion, with a view to reducing transaction costs
and making regulatory compliance and con-
tractual processes more cost efficient. Diverse
pilot schemes are underway in a wide range of
ambits such as tax administration, international
trade, the financial system, and the stock mar-
ket, among others.”” However, there is no consen-
sus about many of the definitions found in this
environment while the literature and technologi-
cal advances are in constant evolution.

2.1. NEW TECHNOLOGIES WITH
THE POTENTIAL TO RESOLVE THE
PROBLEMS IDENTIFIED IN PPPS

The main causes of the problems identified when
it comes to PPPs can be summarized as the infor-
mation asymmetries seen throughout the process

and the high transaction costs caused by the
need of an impartial subject to verify regulatory
and contractual compliance, as well as achieve-
ment of the policy objectives that lie behind the
decision to implement the PPP.

To tackle these problems, the use of DLTs,
smart contracts, and machine-executable regula-
tions (identified in Table 2.1 as the major technol-
ogies) is mainly proposed, with tools that permit
advanced analysis of large volumes of informa-
tion (e.g., Al and big data), as well as mechanisms
to enable interoperability between different plat-
forms (i.e., OpenData, API) and others mentioned
in Table 2.1, as complementary technologies.

The automation process that can be achieved
through the implementation of smart contracts
helps to decrease the costs of contract moni-
toring due to their characteristics of “auto exe-
cution” and “immutability.” The deployment
of control protocols reduces verification costs
and, given that the different actors involved are
allowed access to information in real time, it also
reduces the costs of transferring this information.
The greater part of this analysis, therefore, will

12 See World Bank (2018, 2020) as examples.



TABLE 2.1 AVAILABLE TECHNOLOGIES, THEIR EFFECTS, AND POTENTIAL APPLICATION
IN THE PPP PROCESS

PPP process where this
technology becomes
relevant (from design

Technology

Definition

Principal technologies

Distributed ledger
technology (DLT)

Smart contracts

Semantic
technology
and data point
modeling
methodology

Distributed databases that record
and encrypt validated data that can
be shared and managed in a network.

Machine-executable electronic
instructions that describe
unequivocally the clauses of

a contract or the terms of an
agreement between different parties.

Technology that converts the text
of the regulation into computer
programming language.

Complementary technologies

Data analytics

Biometry

Cloud computing

Artificial
intelligence (Al)

Application
programming
interface (API)

Smart Contracts: An Exploration of Their Potential for Public-Private Partnerships

Analysis of structured and
unstructured data that utilizes
machine learning and other
technologies.

Use of physical characteristics and
the unique behavior of individuals to
facilitate their identification.

Computing services (such as data
storage and analytics) through
on-demand consumption schemes.
Reduces significantly the capital
requirements to establish an
adequate infrastructure and increases
processing speed, among others.

Technology that carries out tasks that
normally require human intelligence.
Machine learning is a subcategory

of Al that learns from the data and
recognizes patterns to help make the
existing algorithms better reflect the
nature of the information.

Protocols and tools that permit
different systems to interact with
each other.

Effect

Exchange of information
in real time, safely and
with greater transparency.
This permits an informed
decision-making process.

Automation of information
validation and processing
tasks and automatic
execution of agreements.
Helps to expose the
existence of any gray areas
in the contract.

Machine-readable
regulations to facilitate less
expensive and more flexible
adaptation to constant
regulatory changes.

Support risk identification
and monitoring tasks.

Dependable process for
verifying the physical
identity of participating
persons.

Access to innovative
software, standardization
of information, and use of a
low-cost processing space.

Prevention and detection
of fraud and of unexpected
behaviors.

Integration and
interoperability of the
systems of different actors.

to execution)

In the bidding process,
contract awarding, and
oversight stages, although
this could also be applied to
others.

During the contract stage.

During the design stage
and in implementation of
the regulations for PPP
structuring.

During the design stage, for
a better evaluation of the
risks before identifying the
project parameters.

During the contract
execution stage, to enable
all parties to access the
system.

Particularly during the
bidding and contract
oversight stages.

Throughout the PPP design
process, to check conformity
with pre-established
parameters or with lessons
derived from institutional
memory.

During execution of the
contract, allowing the
automatic exchange of
information among the
parties.

(continued on next page)



TABLE 2.1 AVAILABLE TECHNOLOGIES, THEIR EFFECTS, AND POTENTIAL APPLICATION
IN THE PPP PROCESS (continued)

PPP process where this
technology becomes
relevant (from design
to execution)

Definition Effect

Technology

Automation of field
measurements and
verifications.

Internet of Things Permits the exchange of data in a
network with objects (capture and

transmission of information).

During the contract
execution stage.

Source: Authors’ elaboration based on Ream, Chu, and Schatsky (2016), Gurung and Perlman (2018), and Pérez Coldn, Navajas,

and Terry (2019).

Note: For more information about some of these technologies, see Annex 3.

center on the use of DLT, smart contracts, and
machine-executable regulations, although the
proposal includes an open list of tools that use
other complementary technologies.

2.2, SPECIFIC BENEFITS OF THE USE
OF DLT AND SMART CONTRACTS

The use of DLT and smart contracts enables main-
taining a database that is updated in real time by
the participants themselves. This database has
the tools needed to machine-execute tasks once
certain conditions have been fulfilled, in order to
verify compliance with mandatory regulations
automatically. It also provides adequate mecha-
nisms for guaranteeing consistency, immutabil-
ity, and transparency among the diverse actors.
The following section delves more deeply into
the benefits arising from their use and some pos-
sible specific applications are presented.

1. Resolves the problem of information asymme-
try. All parties of the network have access to the
same information, while its arbitrary modification
is prevented. Therefore, DLT eliminates the risks
associated with the principal-agent dilemma and
reduces the high transaction costs derived from
the need for coordination.® At present, different
countries are using technological tools to respond
to the problems of information asymmetries.

In Honduras, for example, the problem of
information asymmetry in the bidding stage has

been partially solved by the creation of a so-called
data room, wherein all information and communi-
cations are anonymously managed through this
virtual space and all participants must have a
username and password to access said informa-
tion. However, operation of this tool depends on
the timely and efficient capture of all the neces-
sary information, a process that is often carried
out manually. Table 2.2 gathers other problems of
information asymmetry and their potential solu-
tion through the use of DLT and other technolo-
gies. However, the current solutions do not permit
the information provided to be linked with the
automatic execution of certain parameters or con-
tractual agreements, which would be achieved
with the use of DLT and smart contracts.

2. Radically reduces transaction costs. Facili-
tates the creation of an organizational structure
and of decentralized governance that was not
possible before and that replaces the predomi-
nant hierarchical and centralized structures of

3 The principal-agent dilemma occurs when a per-
son or entity (the agent) is responsible for making
decisions on behalf of, or with consequences for, the
principal (another person or entity). It is assumed
that, in the absence of threats, sanctions, or incen-
tives, agents will maximize their own benefits and
pursue their own interests above those of the prin-
cipal, or that the situation will give rise to problems
of moral hazard (that the agent will engage in risk-
ier behavior because another person will assume the
consequences of those risks) (Eisenhardt, 1989).

New Technologies and Their Potential Impact on PPPs
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TABLE 2.2 EXAMPLES OF INFORMATION ASYMMETRIES AND POTENTIAL SOLUTIONS WITH

THE USE OF NEW TECHNOLOGIES

Information asymmetries in PPPs Technology-based solutions

Determine the real capacity, competence, and skills within
the firm to manage the project.

Determine the real scope or the size of the project. The
government may have incentives to expand or modify the
project once the execution stage has been initiated.

Some technical aspects of project feasibility. For example,
the stability of the land and its impact on the execution or
the quality of the products needed to build the asset.

Reluctance to cancel a project or terminate it due to the
political costs that this might signify.

Develop a historical database that can monitor
inconsistencies in the information presented by the
bidders and contrast it with available public records.
This would require, for example, the use of APIs and data
analytics.

In a scenario in which all stages are automated, these will
be linked in such a way that the parameters established at
source cannot be modified arbitrarily.

Use the Internet of Things for the oversight stage.

With the use of DLT and smart contracts, the system could
immediately decide to cancel or terminate the contract if
the motives for cancellation or termination were justified.

Source: Authors’ elaboration based on Reyes-Tagle (2018).

today.™ It therefore introduces new ways of align-
ing the interests of the different parties that par-
ticipate in a process or transaction and provides
decentralized governance for their agreements.
The transaction costs arising from reaching and
formalizing the agreements, as well as those
from monitoring and verifying compliance, are
reduced by standardizing the rules that govern
the transaction.’® Generally speaking, the condi-
tions and the rights of the parties are predefined
and the agreement is formalized through adher-
ence mechanisms, digitally and by code.

The hierarchical structures and the partic-
ipants vary according to the stage of the PPP.
For each one of them, possible implementation
of a DLT will have to be analyzed. In the specific
case of contract execution monitoring, in which
the use of this tool would seem to be the most
viable and cost efficient, hierarchies disappear to
be replaced by roles assigned in compliance with
obligations and submission of information.

3. The participation of intermediaries is no lon-
ger needed to guarantee compliance with the
agreements established between parties.16 This
is also more noticeable in the contract execution
stage. In this phase, a computer or network of

computers can automatically execute and ver-
ify the rights and obligations of the parties in
real time to ensure compliance with the condi-
tions pre-established in the agreements. There-
fore, there is no longer a need for a third party
to verify compliance with certain conditions. In
the case of a PPP contract, it eliminates the need
to verify the progress of the private actor with
its deliverables throughout the execution of the
contract, which can take years (see Table 2.2).

4. Facilitates the recording of transactions dur-
ing contract execution and their immutability.
This favors transparency, predictability, auditing,
and the allocation of responsibilities in contrac-
tual relations.” Moreover, the principle of immuta-
bility generates greater trust between the parties
and helps to minimize the risk of fraud and errors
in the contract execution.® Finally, the bene-
fits of smart contracts also include an improve-
ment (reduction) in the time taken to carry out

14 Shermin (2017), p. 499.

15 bid.

16 Shermin (2017), p. 499.

7 Hansen, Rosini, and Reyes (2018), p. 3.
18 Filipova (2018), pp. 86-90.
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BOX 2.1 EXAMPLE OF ADDITIONAL COSTS AND PROBLEMS DURING VERIFICATION OF

THE PRIVATE ACTOR’S PROGRESS IN EXECUTING THE CONTRACT

The review of the performance indicators of a road maintenance project is a case for potential use of smart
contracts and DLT. At present, the indicators are established in the contract and, generally, it is an extensive
list. This verification is carried out manually and may require a period of between one and three months. When
the observations are reported, the road is already more deteriorated than it was at the time of the original
inspection.

Furthermore, when the private actor makes the necessary repairs and reports them, the evaluation is also
manual and, while the repairs may have been carried out, when the time comes for the inspection the road has
once more deteriorated. As intermediaries are needed to guarantee compliance with the established agree-
ments, transaction costs are higher, given that specialized personnel in this area are needed or government
staff are called in, thereby generating travel costs as the majority of the projects are executed far from work
headquarters.

The use of smart contracts and DLT would enhance the possibility of sharing immutable information in
real time, which would mean a reduction in manual processes and waiting times, and it could be accompanied
by automated mechanisms and clauses that can verify compliance with the established contractual standards.

Source: Authors’ elaboration.

transactions, given the automation of agree-
ments and their verification.’® With a smart con-
tract, legal security for the private party can also
be enhanced, given that the execution and inter-
pretation of the contract will be be protected
against arbitrary government interventions.

5. Transparency. Many of the terms of the pro-
cess and the contract are executed automatically,
thus the conditions should be specific, explicit,
and not give rise to diverse interpretations. This
is often a grave problem for PPPs. For example,
on numerous occasions, during the contract exe-
cution stage the approval process of a document
or the date by which it has to be submitted is by
no means clear, and this has consequences for
the execution of other clauses that depend on
those dates. Likewise, although generally there
are two parties to the contract (the grantor and
the grantee), there may be multiple actors that,
while they do not sign the contract, form an inte-
gral part of the process (ministry of finance,
national congress, regulatory authority, etc.). The
transparency of the agreements and their immu-
tability would also be guaranteed for such non-
signatory parties through the use of DLT, and
their access authorized under certain conditions.

A further frequent example of the lack of trans-
parency and vagueness in contracts is that it is
not clear to whom the private party must submit
a document, who will evaluate it, and how; what
the deadline for submission is; and who will finally
be responsible for approving it. As various actors
are involved, the private partner generally seeks
the “weakest link” and uses it to interpret all the
gray areas that exist in the contract in its favor.

6. Enhances simplification of the processes.
Automation of the tasks of evaluation, verifica-
tion, validation, and execution of the clauses and
conditions stipulated in PPP contracts leads to a
simplification of the protocols of communication,
registration, and award of contract. For exam-
ple, at present in many countries all the pages
of the contract must be signed by the different
participating parties, either due to regulations or
in practice (as in the case of Costa Rica, Hondu-
ras, and Peru). This would no longer be neces-
sary when using smart contracts and DLT, given
that the use of digital signatures or a similar pro-
tocol could be incorporated to facilitate execu-
tion of this action.

19 O’Shields (2017), p. 9.
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2.3. BENEFITS OF USING MACHINE-
EXECUTABLE REGULATIONS OR
SEMANTIC TECHNOLOGY

The regulatory framework is an essential compo-
nent in the process of PPP design, structuring, and
execution of the contract. In some cases, the reg-
ulations must be adjusted to permit the applica-
tion of these technologies in each of these stages.
In other cases, depending on the implementation
or interpretation employed to facilitate the use
of this technology, there may be a need to effect
regulatory reforms. In any case, it is assumed that
the use of semantic technology to implement reg-
ulations brings the following advantages:

1. Greater clarity. Machine-executable regula-
tions, which are carried out without human over-
sight or with minimal oversight, will ensure that
regulators precisely determine the meaning of
the rules at the moment they are issued or con-
verted into code, instead of doing so a posteriori,
during subsequent monitoring activities, as hap-
pens at present. This would mean that, right from
the beginning, actors would only have one way
of interpreting the regulatory requirements. The
use of this technology would be most significant
during the PPP design stage, in which there is a
strict regulatory framework, but that can often
give rise to diverse interpretations or to interpre-
tations that enter into conflict with other regula-
tions or institutional objectives.

2. Less time. Implementation of a machine-
executable regulations model would generate
efficiencies by reducing the time necessary for all
subjects to update, implement, and monitor reg-
ulatory compliance (@administered or supervised).
The implementation and monitoring of regula-
tory compliance is limited at present by the speed
at which meetings can be held and memoranda
and other typical oversight procedures deliv-
ered, all of which would no longer be necessary.
For example, during the PPP design stage, there
is a raft of regulations whose verification could
be automated, such as the submission of certain

risk evaluations or the validation of admissibility
requirements for tenders, among others.

3. Cost efficiencies. It is assumed that machine-
executable regulations also bring efficiencies in
monetary terms, although this has to be con-
firmed by the deployment of proofs of concept
and pilot schemes in different scenarios and in
different cases of use. Reduced costs for both the
public sector and the private sector would be sig-
nificant with respect to their current compliance
obligations, such as the submission of reports,
the personnel responsible, and the costs of
resolving regulatory ambiguities, among others.
At present, in some countries documentation is
submitted in written form and, once this has been
delivered to the offices, copies are made for the
person responsible in each area.?° Up to 10 cop-
ies of a document may be required in the same
institution. From the public sector perspective,
although implementation of this tool represents
an additional initial cost, over the medium and
long term a significant reduction in monitoring
and oversight costs, and even in the costs of reg-
ulatory changes and sanctions, is to be expected.

4. Simplification of processes. Under the ma-
chine-executable regulations model, regulatory
changes are distributed in a machine-readable
format, which requires a single system update in
order to incorporate the change. Therefore, it is
assumed that the process of change will make the
distribution of changes to the regulations more
efficient for actors in the market and enable such
actors to adapt much more quickly.

In many countries, whenever a new regula-
tion is issued, those whom it affects fail to adopt
it immediately. If there is no penalty, they ignore
the regulations issued by the regulatory body,
given that the latter carries out ex post verifi-
cation that requirements are met. For example,
a regulation is issued that indicates that parties
must hold cash reserves in the event of conflicts

20 Anecdotal information gathered from conversations
with specialists in the Latin American region.
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with third parties. As the regulatory body evalu-
ates these reserves a posteriori (once the fiscal
year is finalized) and, since there is no fine for
failure to hold the reserves, the regulated sub-
jects fail to comply.

It seems, therefore, that the implementation
of DLT, smart contracts, and machine-executable

regulations may help to reduce information asym-
metries and decrease the costs of oversight and
verification of compliance with the regulatory
framework. The following section will examine
exactly what may be automated at each stage,
what problems might be resolved, and who the
most significant actors are.

New Technologies and Their Potential Impact on PPPs
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INCORPORATION OF
NEW TECHNOLOGIES
INTO THE DIFFERENT

PPP STAGES

When incorporating new technologies into a
PPP, the processes and the actors involved must
be very clearly identified, as well as the objec-
tives and challenges faced at each one of these
stages. In most countries, both the processes and
the actors that participate in a PPP are prede-
termined by the applicable regulations. However,
their content varies widely, in particular with rela-
tion to technical criteria and unstandardizable
metrics, given the different nature of the projects
that are financed.

The following sections describe phase by
phase who participates, what the most signifi-
cant processes are, and the problems that could
be resolved by successfully implementing the
new technologies—in particular smart contracts
integrated with DLT—in the different stages of
PPP. In this stage of analysis it is impossible to
calculate the cost of incorporating these technol-
ogies. However, Annex 4 shows a cost estimate
for a specific project that follows the current pro-
cedures (without applying the new technologies).

Development of a PPP consists of five major
phases (shown in Figure 3.1):?' (i) identification
of the project and determination of the type
of PPP, (ii) project preparation and evaluation,

(iii) structuring and design, (iv) supplier selec-
tion and contract signing, and (v) contract man-
agement.?? As each phase is applied differently in
different countries, a standard set of guidelines
for intervention is presented below, which should
be understood or adapted to the specific institu-
tional, legal, social, and economic context of the
country under analysis.??

3.1. IDENTIFICATION AND
EVALUATION OF THE PROJECT AS
A PPP (PRE-SELECTION STAGE)

The object of this phase is to guarantee the best
allocation of public resources and to satisfy the
needs of society. Development of this stage
assumes that the application of a PPP for the spe-
cific case was already a political priority. It com-
prises six fundamental activities: (i) identification

21 There is no consensus around the definition of each
phase and its content, when each phase starts and
finishes, how long it lasts, or even regarding some of
its components.

22 ADB et al. (2016).

23 APMG (2018).
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FIGURE 3.1 PHASES IN THE DESIGN AND EXECUTION OF PPPS

Identification
of the project Project
and preparation Structuring
determination and and design
of the type evaluation
of PPP

Supplier
Tender and selection and Contract
awarding contract management
signing

Source: ADB et al. (2016).

of the project or solution from among different
options, (ii) determination of the project ambit
and scope, (iii) economic evaluation, (iv) eval-
uation of the project as a PPP and its financial
viability, (v) preparation of the project manage-
ment plan, and (vi) final report and decision on
whether to continue.

The typical requirements to be considered
demand a complete design of the project and
represent a substantial investment of resources
for public administration authorities, which often
hampers adequate compliance with such require-
ments. Errors or bad decisions at this stage can
lead to very high costs for the public administra-
tion, both financial and in terms of time.

At this stage, requirements linked with the
“admissibility” of the proposal are measured,
insofar as compliance with the legal and struc-
tural minimums the proposal must meet is veri-
fied, rather than its quality, which is evaluated in
the following stage. Responsibility for this part
of the process lies with the public sector authori-
ties defined by law, in those cases in which a pre-
defined legal framework exists.

Automation facilitated by the use of new tech-
nologies should lead to the creation of a single
database for identifying and selecting projects as
PPPs at the national level. To implement a project
of this scope, the processes, requirements, and

products in common must be identified in each
one of the administrations that proposes a PPP.
Table A3.1 in Annex 3 of this paper provides a
summary of the principal processes and require-
ments in this first phase of PPP establishment.

Automation of this phase of a PPP vyields
various benefits. It makes processes more agile,
given that it automates compliance with regula-
tions with regard to verifications and approvals,
enabling compliance in the strictest terms. Non-
compliance and the subjects or agencies respon-
sible are publicly revealed and named. It will also
provide more information to evaluation and deci-
sion-making bodies by storing information from
all the projects in a single structured database.
Finally, many of these improvements will lead to
regulatory changes that can reduce the complex-
ity of current compliance and verification struc-
tures and the timeframe for compliance with
tasks, insofar as those responsible for delays are
automatically identified. Costs will probably also
be reduced, given that automation will decrease
the hours of labor dedicated to the project.

A synthesis of the actors that participate in
this phase, the processes that are automated,
and the principal problems solved by its imple-
mentation is presented below (see also Annex 3,
Table A3.1 for details regarding the mitigation of
risks).
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TABLE 3.1 POSITIVE EFFECTS AND OPPORTUNITIES ARISING FROM THE USE OF
NEW TECHNOLOGIES DURING THE IDENTIFICATION AND EVALUATION PHASE

Who participates? * Unit of government that determines the suitability of the PPP

What is automated? e Exchange of information

« Verification of compliance with certain prerequisites and attributes

Processes that can be * |dentification of the project

automated or made

Determination of the ambit or scope

more efficient, either

totally or partially e Economic evaluation

* Evaluation of the project as a PPP and financial viability

* Preparation of the project management plan

e Final report

Problems solved by e Loss or duplication of initiatives

the deployment of new
technologies

* Lack of alignment with policy objectives

e Asymmetries and delays in access to information

* Lack of clear allocation of responsibilities

Subjectivity or error in the verifications

* Non-compliance with terms

Regulatory non-compliance

3.2. EVALUATION AND PREPARATION
OF THE CONTRACTING PROJECT

Projects that pass the pre-selection stage go on
to be evaluated in depth, including in matters of
economic, technical, environmental, and legal
feasibility. The significant actors are the project
team and the experts recruited according to the
project structuring needs.

The aim of this phase is to respond progres-
sively as to whether the project makes sense from
an economic perspective, whether it is necessary
to work through a PPP, whether there is interest
and capacity in the market, what the principal
obstacles to implementation are, and how these
might be overcome in a cost-effective way.

This stage includes (i) pre-structuring of the
project contract and of the technical and financial
models; (ii) evaluation of the feasibility of the proj-
ect from different angles, such as economic and
commercial, among others (Figure 3.2); (iii) eval-
uation of the socioenvironmental impact; (iv) des-
ignation of the viability of the project as a PPP and

verification of compliance with VfM criteria; and
(v) determination of the route map or procurement
strategy and the steps remaining to the following
stage. Figure 3.2 details the set of evaluations that
include the different stages of this phase.

The procurement strategy determines
how the private sector partner will be selected,
according to the option that offers the best VM.
The main options available for the competitive
process include a public open tender (either a
one-stage public open tender with a “pass or fail”
prequalification or a two-stage competition), a
restricted procedure (short listing with one bid),
a negotiated process (short list with negotia-
tions), and an interaction process.

The green light for moving on to the next
stage is given once all these requirements have
been fulfilled and compliance with all legal
requirements has been verified, many of which
may be aligned with the stages and deliver-
ables. When this process is finalized, an eval-
uation report is drafted that reflects the work
carried out in this stage and it is submitted for

Incorporation of New Technologies into the Different PPP Stages
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FIGURE 3.2 ELEMENTS TO CONSIDER IN THE PROJECT FEASIBILITY EVALUATION PHASE

Technical feasibility

Value for money assessment

Legal feasibility
(due diligence)

Social feasibility

Environmental
feasibility

Technical requirements

Financial model

Preliminary contract
structure

Commercial feasibility

Economic feasibility

Fiscal feasibility

Debt
analysis

Source: APMG (2018).

approval. In some countries, more than one insti-
tution (for example, the ministry of economy or
of social development, etc.) is required to partici-
pate in the approval process. The team that eval-
uated the project can go on to become the team
responsible for structuring or a different team
may be assembled for this purpose.

Table A3.2 of Annex 3 reviews each one of the
objectives to be achieved in this phase of the PPP,
the deliverables, the risks to its scope, and how
automation of this stage can help to mitigate them.

3.3. STRUCTURING THE DESIGN
OF THE CALL FOR TENDERS AND
THE CONTRACT

In this phase, two significant milestones are
included: the structuring and design of the proj-
ect contract and the structuring and design of the
contracting or bidding process. Moreover, part
of the analysis carried out during the evaluation

process is brought up to date and the content of
the contract is redefined.

On the basis of what has been designed in the
previous stage, in this phase the request for quali-
fication (RFQ) and the request for proposal (RFP)
are structured and drafted, defining the minimum
qualification and criteria, the proposed require-
ments, and the evaluation criteria. Given the abun-
dant experience in PPP design, these requirements
may be standardized and adjusted according to
the purpose for which the PPP is being set up, as
well as the modality of financing. Moreover, the
structure and draft of the contract are also final-
ized, defining the minimum technical requirements,
a detailed risk allocation structure, and the pay-
ment mechanism, among others. Finally, approval
is given and the bidding process is announced.

The significant actors in this phase are the
government and the potential candidates for
the bidding, although the latter perform only a
feedback role. The criteria and procedures to fol-
low are shown in detail in Table A3.3, in Annex 3,
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TABLE 3.2 POSITIVE EFFECTS AND OPPORTUNITIES ARISING FROM THE USE OF
NEW TECHNOLOGIES IN THE PROJECT FEASIBILITY EVALUATION PHASE

Who participates?

What is automated?

Processes that can be
automated or made
more efficient, either
totally or partially

Project team, recruited experts (optional), potential bidders (optional), areas involved with
evaluations, or those responsible for the verifications or approval mechanism

Exchange of information

Verification of compliance with minimum standards with respect to the technical, financial,
and environmental reports

Mechanism for sharing information with private partners
Approval processes

Consideration of the project as technically feasible
Consideration of the project as financially feasible
Commercial viability of the project

Submission of the project to significant actors in the market
Review of the cost-benefit analysis

Evaluation of environmental risk

Evaluation of project impact

e Legal risks

« Effective VfM rating

» Comprehensive plan for the following stages

e Evaluation report

e Compliance with formalities before proceeding to the procurement process

Problems solved in ¢ Information asymmetry
the evaluation and
preparation stage of

* Potential inconsistent structuring

the contracting project * Failure to identify persons responsible, or potential fraud or incorrect behavior in the

approval of certain acts
* Regulatory non-compliance

¢ Non-compliance with terms

which evaluates the most common risks and veri-
fies how automation of this stage can help to mit-
igate them.

As the end result of this phase, all necessary
documentation must be complete and ready in
order to begin the call for tenders. Likewise, final
authorization to launch the bidding must also
have been granted.

3.4. TENDER AND AWARDING

This phase is often highly regulated and its main
objective is to conduct a procurement process to

select the best technical and financial proposal.
It ranges from the opening of the project to pub-
lic bidding, to the award of contract and finan-
cial close of the contracts. Generally speaking, it
covers the launch of the call for tender for the
bidding (or the type of public bidding selected),
qualification of the participants, reception and
evaluation of the proposals, selection of the win-
ner and the award of contract, as well as finan-
cial close of the process. Significant actors at this
stage are the government, potential candidates
to tender, and those bidding for the contract.
The specific steps vary according to the deci-
sion on whether to hold a two-stage competition.

Incorporation of New Technologies into the Different PPP Stages
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TABLE 3.3 POSITIVE EFFECTS AND OPPORTUNITIES ARISING FROM THE USE OF
NEW TECHNOLOGIES IN THE CALL FOR TENDER DESIGN PHASE

Who participates? ¢ Project team, external experts (optional), potential bidders (optional), areas involved with
the evaluations or responsible for the verification or approval mechanism

What is automated? ¢ Exchange of information within the public administration

« Verification of the presentation of minimum components in the technical, financial, and

environmental reports

*  Compliance with minimum standards with respect to the reports delivered

¢ Mechanism for sharing information with private parties

¢ Approval processes

« Partially, qualification and proposal requirements, based on standard requirements

« Partially, the draft of the contract, based on standard clauses

Processes that can be ¢ Establishment of the project team

automated or made
more efficient, either
totally or partially

* Definition of the contractual model and of the object of the contract

¢ Conclusion of the due diligence and preparation stage

* Final adjustments made to the project

¢ Publicity and feedback from the industry

¢ Definition of commercial and contractual requirements

Preliminary structuring and elaboration of qualification requirements
Preliminary structuring and elaboration of proposal requirements
Elaboration of the draft contract

Exchange of information with possible participants in the bidding
Planning for the bidding process

Review of minimum requirements for bidding and approvals

Problems solved in ¢ Information asymmetry
the call for tender
structuring and
contract elaboration

¢ Potential inconsistent structuring

¢ Lack of allocation of responsibilities or potential fraud

stage ¢ Incorrect behavior in the approval or generation of certain actions

¢ Potential leaking of information

¢ Unnecessary delays that make the process less efficient

¢ Regulatory non-compliance

The latter follows a longer process and requires
a preliminary evaluation of whether the bid-
der possesses the minimum conditions of apti-
tude to provide the service, which are, generally
speaking, established in the RFQ. Thereafter, the
suitable bidders are selected and are sent an invi-
tation to submit proposals with the RFP and the
draft contract. Then, the usual sequence is: eval-
uation of the proposal, selection of the winner,

contract signature, and financial close (see Annex
3 for the sequence of both types of processes,
stage one and two). The mechanisms and the
stages for communication and feedback from
potential bidders also vary greatly according to
the type of process.

In exceptional cases, it may be neces-
sary to negotiate even after the offer has been
selected, for various reasons: (i) the requirements
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TABLE 3.4 POSITIVE EFFECTS AND OPPORTUNITIES ARISING FROM THE USE OF
NEW TECHNOLOGIES IN THE TENDER AND AWARD PHASE

Who participates?

What is automated?

Processes that can be
automated or made more
efficient, either totally or
partially

Problems solved in the
contract bidding and award
stage

Entity responsible for the bidding processes, potential bidders, civil society
representatives who might be affected

The bidder selection process, the exchange of information between potential bidders
and the selection entity, compliance with terms and the presentation of proposals

Call for the presentation of proposals

Pre-qualification or preliminary selection of potential bidders
Period of competition

Evaluation of proposals and selection of the winner

Contract signature and financial close

Information asymmetries

Non-compliance with terms

Incomplete information

Poor negotiation of inconsistencies

e Fraud

Regulatory non-compliance

established by the RFP or draft contract have not
been sufficiently clear, which led to an error of
interpretation by the bidder; (ii) the requirements
established in the RFQ were not accepted by the
awarded bidder’s financiers, in particular in rela-
tion to risk allocation; or (iii) the text of the con-
tract may have assumed that the RFP was to be
fulfilled in a certain way, but the proposal was
made in another and, although it therefore still
complies with the RFP, the contract must still
be adjusted. If any of the above circumstances
occur, or any other that makes a renegotiation
necessary after the successful bidder has been
chosen, care should be taken to resolve the mat-
ters in question without allowing the bidder to
gain a better position at the expense of the pub-
lic interest (government).

When this stage has been closed, the real exe-
cution of the PPP contract begins. The contract
management strategy must have already been
established by the time the contract is signed (see
the summary of the stages involved in execution
of this phase in Table A3.4 of Annex 3).

Automation of this phase offers potential in
the search for patterns and the establishment

of links between datasets in order to identify
networks of financing, property, and interests,
which at the same time is important for detect-
ing cases of fraud and corruption. It can also help
to improve competitive conditions in the market,
since the greater quantity of contractual infor-
mation available regarding the public investment
project portfolio, previous contracts (to iden-
tify possible re-contracting opportunities), and
the details of such contracts enable more private
sector actors to prepare adequately for future
procurement processes.

3.5. CONTRACT MANAGEMENT

This is the longest phase of the entire PPP pro-
cess and its greater challenge is to ensure that
the technical, economic, and financial benefits
that justify the initial decision to execute the proj-
ect through a PPP are maintained and achieved.
In this sense, the process and rules for managing
the contract are fundamental. This process per-
mits all parties to fulfill their obligations in sat-
isfying the contract objectives. Good contract

Incorporation of New Technologies into the Different PPP Stages
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management also requires that those responsi-
ble for the contract are proactive when it comes
to anticipating future needs, or that they react
appropriately to unforeseen situations. Through-
out its execution, the contract will be subject to
potential risk events, disputes, and changes in the
object of the contract or the services required.
Constant management of the PPP contract is
needed to fulfill this aim. The significant actors in
this phase are the government, the selected firm,
and the financiers.

The contract management framework or plan
is crucial for the success of the PPP and contains
four main components, which include establish-
ing a government team and a contract manage-
ment team; conditions for the administration of
the contract, which ensure that the obligations
and responsibilities contained therein are com-
plied with; a relations management component,
due to the need for frequent communication and
exchange among the public and private partners;
and a performance management component,
which constantly evaluates how the services are
being delivered, in accordance with the estab-
lished standards and key performance indicators.

The contract management plan must also
include a plan of succession. Given the extended
duration of a PPP contract, it is unlikely that the
civil servants themselves and the persons who
designed the project will be involved through-
out its execution. Therefore, the plan for project
continuity must be established by the contract
management manual. Knowledge transfer and

recording the lessons learned must both be pri-
oritized. Training new personnel responsible for
ensuring that the policies and procedures are
clearly maintained and effectively implemented
is essential.

A transition plan should be linked with a com-
munications plan that ensures that the schedule
is maintained and that all partners are aware of
any changes that occur. It must also include the
processes and compliance schedule for govern-
ment actions. For this purpose, the government
should appoint a person from a senior manage-
ment level assigned to the project to lead the
period of transition and should also put systems
into operation to fulfill its own obligations. The
principal processes and activities are summa-
rized in Table A3.5 of Annex 3.

Automation of this phase presents an oppor-
tunity for improving PPP execution and the moni-
toring process. The possibility of linking budgets,
financial data, and results of the contract execu-
tion through the implementation of DLT, on top
of the use of smart contracts and other technol-
ogies mentioned in Section 2.1, would enable a
more comprehensive evaluation of the results of
the PPP.24

24 This benefit would be similar to that gained by imple-
mentation of the Open Contracting Data Standard.
See http://standard.open-contracting.org/latest/en
/getting_started/use_cases/.

Smart Contracts: An Exploration of Their Potential for Public-Private Partnerships


http://standard.open-contracting.org/latest/en/getting_started/use_cases/
http://standard.open-contracting.org/latest/en/getting_started/use_cases/

TABLE 3.5 POSITIVE EFFECTS AND OPPORTUNITIES ARISING FROM THE USE OF
NEW TECHNOLOGIES IN THE CONTRACT MANAGEMENT PHASE

Who participates?

What is automated?

Processes that can be
automated or made more
efficient, either totally or
partially

Problems solved during
the stage of contract
management

Government agency responsible for contract execution, winning bidder awarded the

contract

The exchange of information between the winning bidder and the body responsible

for monitoring contract execution, compliance with terms and compliance with
technical requirements

Implementation of the contract management framework
Verification of compliance with obligations by private partners
Verification of compliance with obligations by public partners

Management of relations between actors other than the contract partners, with
direct or indirect links to the PPP

Exercise of the contractual rights of all parties

Implementation of the contract exit strategy and return of the good, if applicable
Information asymmetries

Non-compliance with terms

Incomplete information

Poor negotiation of inconsistencies

Fraud

Regulatory non-compliance
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COSTS,

LIMITATIONS, AND

RISKS OF PPP
AUTOMATION

Given the relative novelty of new technologies
and constant technological progress, imple-
mentation of Al, DLT, API, data analytics, biom-
etry, cloud computing, semantic technology,
data point methodology and smart contracts is
accompanied by a differential cost structure, as
well as certain limitations and risks inherent in
its nature and design and in the available institu-
tional and legal infrastructure.

4.1. COSTS OF USING NEW
TECHNOLOGIES

The implementation of new technologies requires
at least three stages, each accompanied by spe-
cific budgetary, administrative, and operational
requirements: design, validation, and deploy-
ment. These three stages must be considered for
each one of the phases of PPP implementation.
For their execution, a multidisciplinary group is
required that enjoys the support of the decision-
making areas, can work with agile methodologies,
and consists of persons with the necessary tech-
nical knowledge (experience of working with the
technologies to be used) and business knowledge

(the phase of the PPP for which these technolo-
gies are being implemented) and, in the majority
of cases, technical knowledge of the good or ser-
vice that the PPP will provide. Human resources
costs are essential and probably represent the
highest component when the total cost of adopt-
ing these technologies is analyzed. Moreover, the
institution responsible for project management
and maintenance must either train its own inter-
nal human resources or recruit new staff to carry
out these tasks over the medium and long term.

The cost of the technology itself is not par-
ticularly significant, and even less so when com-
pared with the overall magnitude of most PPP
projects and in relative terms to the benefits
accruing from its adoption. In this ambit, the
project manager must take into account the cost
of creating and maintaining the DLT platform,
designing the smart contract, maintaining and
updating the additional tools used, and ensur-
ing risk prevention and cybersecurity. Participat-
ing entities also incur costs when adapting their
own existing processes and tools to participate
in the DLT.

As previously indicated, the benefits of
implementing these technologies are multiple
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in terms of simplification, time saving, and even
saving on resources dedicated to monitoring and
oversight processes. The benefits will probably
be even greater if the benefits obtained from the
operational and financial efficiency of a project
managed manually could be accurately quan-
tified and compared to one that incorporates
these new technologies.

4.2. LIMITATIONS AND RISKS IN
THE USE OF TECHNOLOGIES

Some of the technologies described in Section
2.1 are already being incorporated into the oper-
ations of both public and private sector actors,
some more easily than others. For example, the
use of biometry for matters of identity or cloud
computing have been adopted much more read-
ily than have DLT, smart contracts, and machine-
executable regulations. In the first part of this
section, the limitations and risks of employing
these technologies are examined. Thereafter, the
limitations of DLT, smart contracts, and machine-
executable regulations—tools that are less under-
stood or explored—are tackled in greater depth.

4.2.1. General Limitations and Risks

The category of general limitations and risks
makes reference to regulatory and institutional
elements that can increase the cost or hamper
the deployment of any of the technologies men-
tioned in Section 2.1. These limitations can prob-
ably be resolved over time with the increase of
cases of use, experimentation, and technological
progress.

a. Legal uncertainty. The use of certain tools
based on new technologies—especially
when it comes to public sector operations—
frequently calls for express recognition of
this possibility or the removal of related pro-
hibitions. This is true, for example, of the
possibility of using cloud computing, which
in some countries is restricted by the prohi-
bition of establishing databases in foreign

countries and by the absence of local sup-
pliers. A further example is the use of API,
which, although it does not require autho-
rization in a regulatory sense, cannot be
efficiently carried out unless the industry
defines standards for its deployment. For
this reason, in some countries the regulators
have decided to intervene to establish stan-
dards in this respect.

Confidentiality issues. The use of most
of the technologies in question implies the
exchange and management of data from
diverse sources. The regulations can pre-
serve the rights of parties to keep certain
information private. The design of the smart
contract integrated with DLT must envis-
age the possibility of preserving the pri-
vacy of the information, segmenting the
needs according to processes and actors
(e.g., restricting access or making the data
anonymous before incorporating it into the
DLT). For example, only the regulator needs
access to information about financial state-
ments or revenues of the contractor. It will
probably be necessary, moreover, to encrypt
the information or implement some similar
mechanism. In some countries, there may be
an even deeper conflict, given that privacy
regulations demand the elimination of cer-
tain types of information of a personal nature
once a certain period has elapsed, which is
complicated or impossible to do in the case
of some DLT platforms.

Lack of technical capacity to drive the use
of new technologies and accompany their
selection and implementation process in
the public and private sectors. The new
technologies, and in particular the use of DLT,
smart contracts, and Al tools, requires per-
sonnel trained in their development and who
can incorporate them efficiently and con-
vincingly into the day-to-day running of the
institutions. Most public sector institutions
lack staff with knowledge of or exposure to
such technologies. Senior management at
these institutions are usually unaware of the
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opportunities offered by their deployment,
or else the institutional frameworks that reg-
ulate them make them risk adverse when it
comes to their deployment. To facilitate the
digital transformation process, there must
be guaranteed availability of human capi-
tal to accompany the process and to keep it
operational.

Poor quality of the telecommunications
network. Adoption of these technologies
requires effective telecommunications and
connectivity infrastructures that can guaran-
tee the continuity of operations with these
tools. For example, if the Internet of Things
were used to supervise certain contractual
conditions of a road building project and the
telecommunications signal was substandard,
then the real-time recording and transfer of
data would be ineffective.

Lack of a solid cybersecurity framework.
The use of these technologies and the gen-
eralized automation of the process increase
the existing cybersecurity risks. The adop-
tion of these technologies is more expen-
sive due to the absence of a solid framework
for risk prevention, from a legal and func-
tional point of view, that can deliver warn-
ings about major incidents, provide effective
responses, and allocate responsibilities.
Limitations arising from the applicable
public procurement regulations. The adop-
tion of these technologies by public sector
institutions is subject, in the great majority of
cases, to stiff procurement regulations that
can greatly inflate the cost of the technology
supplier selection process, especially when
taking into consideration the limited number
of suppliers of such technologies from which
to choose.

Political risk. Political factors, such as the
high turnover of civil servants responsi-
ble for project management or changes in
budget priorities, can affect the process of
designing and implementing solutions of this
nature. These factors are no different from
the factors that affect the implementation of

any type of project, except that in those with
a high content of technological innovation,
ignorance of the matter at hand may also
affect continuity in implementation.

4.2.2. Limitations on the Use of DLT and
Smart Contracts

This section describes the principal limitations
on the use of DLT and smart contracts.?> Not all
of them directly affect implementation of these
tools in the context of a PPP. However, it must be
remembered that their implications vary accord-
ing to the stage of the process, the selection of
the contractual model, its clauses, and the model
of governance.

a. Scalability. The problems of scalability
most commonly appear in public network
schemes, as these are provided for mass use.
The current systems are considered to be
slow in relation to alternative systems that
manage a high quantity of transactions. The
main problems of scalability are due to the
time needed to record a new transaction in
a block and the additional time required to
reach a consensus about this transaction.?¢
This potential limitation would not have
implications in the application of DLT and
smart contracts in a PPP intended for use in
a private or hybrid network (i.e., one oper-
ated by a small group of actors).

b. Exactitude. No robust and standardized
mechanisms exist to audit and validate the
computer code that constitutes a smart con-
tract. The existence of errors is therefore
possible. Moreover, it is not possible to pro-
gram ambiguity into agreements (for exam-
ple, clauses that refer to acting with the
greatest possible diligence). Most commer-
cial contracts include this type of ambiguous
directive, as they are unable to anticipate all
the possible pathways that execution of the
contract may follow in the future. Some even

25 Ream, Chu, and Schatsky (2016) and Civalleri (2017).
26 Rosic (2020) and Civalleri (2017).
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argue that it is best not to negotiate certain
future events beforehand, since their proba-
bility is minimal and the negotiation may be
very expensive.?” Some typical clauses of an
ambiguous nature in a PPP are those relating
to force majeure clauses or that anticipate
the premature termination of the contract.
This probably implies the additional use
of an inefficient system of smart contracts
that is tied to legal documents drawn up in
parallel. The risk of error and inconsistency
between two contracts that govern the same
contractual relation can be high and makes
the use of smart contracts less attractive.?®
Interaction outside of the chain. Compli-
ance with, or satisfaction of, smart contract
objectives is conditioned by their program-
ming and by the sources of information they
utilize. There are various limitations on incor-
porating into the structure of smart con-
tracts information from external sources (i.e.,
sources that provide information not avail-
able locally in the DLT platform that deliv-
ers the execution of such contracts). This
would limit the possibility of automating, for
example, contractual clauses that depend on
external data that cannot be validated by the
contractual subjects. The solution to this lim-
itation needs to be meticulously considered
and analyzed, given that it introduces added
complexity to the system while representing
a potential source of security problems.
Reversibility. Given that errors are inherent
in the programming, the latter will always
be characterized by some level of imperfec-
tion, even though in some cases the parties
can consent to amend the agreements. This
is not always sufficient and is conditioned
by agreement among all parties. A common
example of these incidents are the so-called
hard forks, in which the community behind
a public network is incapable of reach-
ing agreements about how to solve a prob-
lem or about the direction that the project
should take, and the network ends up being
fragmented into different departments. This

condition, however, should not represent a
potential problem when applying the tech-
nology to PPP administration, insofar as an
adequate model of governance exists.

e. Physical assets. The use cases of smart con-
tracts that effectively link the agreements
with physical assets are still in the early
stages of development. The process of cre-
ating a native digital representation of an
underlying asset is known as tokenization.
There are still many different technical and
regulatory points of view about which is
the best method to carry out this process,
as well as what its legal considerations and
implications are.

4.2.3. Risks Inherent in the Use of DLT
and Smart Contracts

These risks are inherent in the deployment and

use of any technology, which means they bear no

direct relation with the object of their use—in this

case, the PPP. However, they still need to be care-

fully analyzed and considered.

a. Operational. This type of contract may
either include or lack adequate mechanisms
for resolving functional errors,? while at the
same time depending on other systems to ful-
fill the conditions of the contract, which may
be susceptible to vulnerabilities.*° The risks of
fraud and manipulation form part of the set
of operational risks and can be manifested by
the introduction of malicious code or manip-
ulation of the code by persons with privi-
leged information. It may also occur through
external sources of information, by accept-
ing or distributing unexpected information,
which leads to results inconsistent with the
intentions of the parties. Finally, the creation
of a smart contract does not preclude the

27 Wall (2016).

28 Civalleri (2017).

29 These are unforeseen errors that derive from the
operation or implementation of a system.

30 LabCFTC (2018), pp. 16, 26, and following.
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existence of source errors, starting from the
conceptualization and design of the contract.
Technological. Such risks are related to the
reliability of the architecture, the algorithms,
and the protocols and software used dur-
ing the design, implementation, and deploy-
ment of the technological tools necessary for
smart contract operation. The implicit ques-
tion is whether these contracts can be altered
or manipulated in such a way as to nega-
tively influence the expected result. This will
depend on the structure and security of the
system and on who has custody of the assets
involved. There are different strategies, con-
siderations, and best practices for resolving
different types of attacks and vulnerabilities.
However, the underlying risk of problems
related with cybersecurity still remains.
Other technological risks include fail-
ures in infrastructure, incompatibility of user
interfaces, or substandard operation of the
physical equipment used (computers, serv-
ers, network equipment, etc.). Finally, there
is always a risk that events may arise unex-
pectedly in the future to cause a shock to the
technology. One example would be the intro-
duction in the market of so-called quantum
computing, which would bring critical vul-
nerability to the security mechanisms cur-
rently used for establishing secure global
communications on the internet.
Legal. The main legal risks are linked to the
privacy of information and the use of privi-
leged information. Given that information is
stored in a distributed way between differ-
ent nodes, each node operator has access to
it. The high transparency level of this data-
base might permit the nodes to reveal the
identity behind certain transactions. Two
legal risks derive from this characteristic,
one linked with data privacy and the other
with the undue use of privileged information,
which can include identity theft. One way of
mitigating this risk within the framework of
PPP automation would be to sign confiden-
tiality agreements, clearly establishing who

is able to access the information and in what
conditions.

Incorrectly applied, some of the characteris-
tics inherent in DLT, such as the distribution and
immutability of the information managed, can
enter into conflict with rights and regulations that
are linked to data privacy. By sharing information
among multiple nodes, access can be facilitated
to private datasets, or may be contrary to that
established in the data privacy protection laws.
A further significant problem in this same ambit
derives from the fact that the information, once
registered, can no longer be modified. The devel-
opment of any DLT must take into account strict
compliance with regulations regarding informa-
tion privacy, as well as the potential impact of
the characteristic of immutability on the rights of
individuals or firms.

The characteristic of network transparency
can give rise to abusive behaviors in the mar-
ket, such as the use of privileged information. If
the DLT is used to store sensitive information,
it may possibly be used wrongly for undue ben-
efit and to manipulate results in the market. Civil
and penal regulations should be considered that
would sanction the undue use of privileged infor-
mation and market abuses.

Finally, it is important to determine how
smart contracts can fit within the country’s legal
framework, where they will be implemented,
and what the responsibilities are of the parties
that implement them, as well as the contractual
responsibilities of all contract signatories.*?

4.2.4. Factors to Consider When Using
Machine-Executable Regulations3?
When it comes to using machine-executable reg-
ulations, various factors must be considered, such
as the limitations or potential risks. In the case
of a PPP, these risks seemed to be mitigated by
the type of predominant regulations, which refer

31 See Amuial, Dewey, and Seul (2016), pp. 12-13.
32 Filipova (2018), pp. 86-90.
33 Burt et al. (2017).
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more to processes and protocols. However, the
true impact of these risks can only be contrasted
by a real pilot scheme of automation of a PPP.

a. Ambiguity of the regulations. On occa-
sion, the language in which the regulations
that govern the design and supplier selec-
tion processes within the PPP framework
are written is open to multiple interpreta-
tions. It may not be entirely evident what
meaning should be given to them and how
to convert them into machine-executable
regulations. In some cases, ambiguity is
even intentional. Converting these arrange-
ments into machine-executable regulations
is a challenge that is not greater than that of
the manual process, in which the process of
interpretation has to be carried out anyway,
although only subsequent to the events. If
machine-executable regulations are used,
this same process of interpretation must also
be carried out but in this case prior to the
events, a scenario that is even more favor-
able given that it guarantees greater legal
certainty and predictability.

b. Potential coding errors. Errors in the code
that applies the applicable regulations to the
PPP contract design and elaboration process
can lead to non-compliance and generate
assumptions of responsibility. Coding errors
may occur in any technological implementa-
tion. Mechanisms must be designed to miti-
gate this risk, based on the possible impact
that the implementation of machine-execut-
able regulations can have.

c. Lack of flexibility. The absence of ambiguity
when applying the regulations that govern
the design, supplier selection, and contract-
ing processes within the PPP framework can
bring multiple benefits by enabling the appli-
cable regulations to be better understood
and more easily applied. However, the flex-
ibility is lost that currently helps to adapt to
new or unfamiliar contexts that, for example,
give rise to the renegotiation of contractual
conditions.

Opaque code. More extensive use of
machine-executable regulations will require
technical staff with exclusive responsibil-
ity and capacity for understanding the code
that transcribes the regulations. The possi-
bility that there might be modifications and
that additional considerations are intro-
duced over time carries an underlying risk
that the base code is less transparent and
creates some of the very inefficiencies and
ambiguities that it sought to contain. The
stability of the code as well as its quality,
efficiency, security, maintenance, and doc-
umentation will all be essential if machine-
executable regulations are to be successful
over the medium and long term.

Challenges arising from different versions.
Revising the code can become an unman-
ageable process. Organizations may want to
maintain visibility in managing the process of
regulatory changes every time a new version
is launched. Moreover, they will expect some
predictability in communicating the changes
and planning the cycles of new software
releases. Likewise, the need to introduce soft-
ware improvements, adjustments, or correc-
tions will be revealed naturally as the latest
versions are launched. Finally, the source code
and the data code used will become more
important over time, insofar as the systems
of machine-executable regulations become
auditable and subject to due diligence.
Opportunities for abuse. The transparency
of machine-executable regulations is key for
developing trust and providing accountabil-
ity, for both the regulator and the regulated
organizations. However, the use of machine-
executable regulations also can generate
regulatory arbitrariness. Institutions may find
opportunities to evade compliance with cer-
tain rules for the redaction, promulgation,
and maintenance of the code in which the
machine-executable regulations are written
or minimize compliance with certain require-
ments, especially as they are capable of ver-
ifying compliance in real time.
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Security. Cybersecurity risks are minimal
compared with the benefits that can accrue
from implementing machine-executable reg-
ulations. However, it is important to take into
account the need to preserve the confidential-
ity, integrity, and availability of the information
in the process. The success of such initiatives

will depend to a large extent on their adoption
and diffusion, which, in turn, will depend on
the level of trust that the institutions and users
place in them. It is therefore of vital impor-
tance to define plans for implementation and
deployment that pay due attention to security
measures and to adequate security policies.

Costs, Limitations, and Risks of PPP Automation
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CONSIDERATIONS
OF A PRACTICAL

LEGAL ORDER

Any legal order must contain a set of regulations
as preconditions for implementing any system in
the public sector that uses such technologies as
those described in Section 2.1—that is, API, DLT,
Al, smart contracts, and machine-executable
regulations, among others. These legal consider-
ations respond partially to the general limitations
and risks identified in Section 4.1.1. The main reg-
ulations to be considered are reviewed below.3*

a. A law permitting electronic signatures and
a legal framework for the validity of elec-
tronic transactions. Depending on the coun-
try, there must be a legal framework that
allows for the use of electronic signatures
and ensures the validity of agreements or
transactions made by these means. In coun-
tries with a Romano-Germanic legal tradition
(civil law), in which the public administration
can do only that which is expressly autho-
rized by law, the validity of such acts must be
recognized by the laws that govern the valid-
ity of administrative acts.

b. Digital identity. Given that the use of the
three technologies analyzed implies that
different subjects use their transactional

capacities online, it must be possible to
effectively identify them by digital means.
Progress has been made in many countries
national identity
records into electronic warehouses; in others
there are isolated initiatives to generate safe
and effective electronic user credentials. Very
few have connected the information that ver-
ifies identity with practical applications. For
example, in the financial services area, only

in transforming physical

a few countries have allowed the national
identity register to be hooked up with the
identification system established by finan-
cial institutions as a requirement for opening
bank accounts. Using digital mechanisms to
help verify the identity of the actors partici-
pating in a PPP is essential for guaranteeing
lower costs and improving process efficiency.
The use of biometry is an important tool that
should therefore be considered.

c. Regulations linked to the use of DLT. The
regulations in the applicable jurisdiction that
have effects on the use of DLT as the tech-
nology underpinning smart contracts should

34 O’Shields (2017), pp. 190-193.
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be identified. Moreover, all legal aspects
concerning the technological infrastruc-
ture required, including its physical location,
must be taken into account. Furthermore,
the framework that governs the contractual
process or agreement must define the plat-
form (network) administration and operation
models underlying the smart contract. These
considerations and guidelines are crucial and
determine the allocation of responsibilities
with respect to the code, to other databases,
or to third parties within the contract frame-
work. Regulations regarding civil or admin-
istrative responsibility are also applicable to
these components of the process.3®
Regulations on algorithms. Attention must
also be paid to finding a legal way to ensure
that algorithms comply with the results
desired by the parties, while also defining in
conjunction with the authorities which infor-
mation can be provided to the actors form-
ing part of the agreement and which testing
routines must be included in the algorithms
used in Al or DLT solutions. In the case of
DLT, exactly who will have access to the
code and the databases must also be con-
sidered.®® The issues of discrimination or fair
treatment, moreover, must be among the
main concerns of the algorithm design.
Regulations to establish APl develop-
ment standards. The creation of national or
regional standards for API development and
use will make APIs easier to maintain, adopt,
and use. APIs are normally used by software
developers or engineers, and their value and
effectiveness depends on the adoption of
solid technical guidelines and an adequate
level of standardization among different
organizations or sectors. Finally, the use of
API development standards guarantees their
sustainability over time, facilitating the tasks
of design, continuous improvement, and
maintenance.®’

Regulations applicable to the contract exe-
cution process. The central themes here are
the validity of proof, giving up rights, and

establishing the jurisdiction to determine
applicable legislation and which court will be
competent to decide the matter. With regard
to the validity of proof, the difficulty lies in
the fact that the evidence is probably con-
tained in the computer code. One way of
solving this problem is to maintain a version
of the code translated into natural language,
which can be updated insofar as changes
take place.

A further matter to consider in the validation
of a smart contract’s integrity in any court
case is the verification of protocol security.
This calls for additional technical knowledge
on behalf of legal authorities.

Finally, the matter of which jurisdiction is
responsible for the smart contract derives
from its operation through a DLT platform
such as blockchain. The question that may
arise here is where the DLT is located. To
solve this potential conflict, it is important to
clearly identify the platform operator and to
establish which law will be applicable in the
event of any legal dispute.

Some authors suggest that smart legal con-
tracts replace or reduce the need for liti-
gation. Although this can be partially dealt
with through conflict resolution mechanisms
established in the DLT platforms themselves,
parties must also envisage supplementary or
complementary ways of seeking arbitration,
by legal or other similar avenues.3®
Cross-cutting regulations applicable to
businesses in which assets and information
are moved. Smart contracts are designed to
be machine executable and to obviate human
intervention. Controls must therefore be
incorporated that permit the enforcement of
regulations to combat money laundering and
the financing of terrorist activities, as well as
to block any transaction or transfer from an

35 Zetzsche, Buckley, and Arner (2017), p. 28.
36 |bid., p. 23.

37 Vasudevan (2017).

38 Smart Contracts Alliance (2018), p. 32.
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unidentified user. Other legal frameworks to
be considered in the contract design include
regulations on intellectual property rights
and consumer protection and tax regula-
tions, among others.

Regulations requiring the mandatory hire
of a lawyer for certain transactions. In some
jurisdictions and for certain types of trans-
actions, a lawyer must be hired to assume
responsibility for the legal aspects of the
transaction. In such cases, the lawyers will
have to verify the contractual terms con-
tained in the computer code, as the security
of these terms throughout the period of the
contract.

Regulations linked to free market competi-
tion. In certain types of smart contracts exe-
cuted using DLT, a problem may be caused
by the creation, whether intentionally or

otherwise, of barriers to free competition,
which encourage or facilitate the formation
of monopolies or oligopolies or give rise to
abusive market practices. For example, the
European Securities and Markets Author-
ity (ESMA) has pointed out the risk that DLT
participants may reject or impose condi-
tions that are impossible to fulfill or that are
too costly to allow new members to partici-
pate in the DLT, which can constitute abusive
behavior. Likewise, the protections granted
by patents or interoperability requirements
can force some actors out of the market and
lead to monopolistic situations, to the detri-
ment of both service cost and quality.*®

39 Zetzsche, Buckley, and Arner (2017), p. 37.
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CONCLUSIONS

Structuring a PPP follows a complex process
that comprises five major phases: identifica-
tion and evaluation of the project, structur-
ing of the design of the call for tenders and
elaboration of the draft contract, the tender
and award of contract phase, and finally the
contract execution phase. Each one of them
requires the participation and the allocation
of responsibilities by different sectors, and
evenpublic and private sector institutions,
and are normally subject to specific regula-
tory frameworks, applicable to each one of
the phases.

These are complex processes due to the
large number of participants, the differ-
ent regulations that govern them (which
are often found dispersed among different
regulatory bodies), the number of technical
specifications to which they are subject, and
the constant flow of information that they
require.

They have been called into question for mat-
ters linked to lack of transparency, excessive
bureaucracy, sluggishness, lack of efficiency
and effectiveness, and consistency with
existing public policies. There have even

been some cases of fraud and bad manage-
ment that call into question the very mecha-
nisms set up to monitor them.

Their procedures rely mainly on manual pro-
cesses and procedures that are executed in
silos (isolated from each other), which facil-
itates the introduction of subjective criteria
and inconsistencies with previous arrange-
ments and that obscure the process of allo-
cating responsibilities.

New technologies such as DLT and smart
contracts have enormous potential to offer
a solution to problems of transparency, allo-
cation of responsibilities, and unnecessary
delays, and they can provide consistency
among the different stages of the process of
design and implementation of a PPP.

Most of the literature or the previous expe-
riences have not envisaged the use of these
technologies in the context of a PPP.

It is likely that not all the components of
each phase are completely suitable for auto-
mation, even regarding contract content.
Therefore, it will be necessary to envisage
spaces for executing the phases manually
or exploring the use of natural language and
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a physical contract in parallel, when imple-
menting these technologies in different
phases of the PPP.

To tackle these problems, each one of the
phases of the PPP should be isolated and
independently introduce the necessary tech-
nologies, albeit with a view to the future inte-
gration of each one of these phases.

The effective implementation of smart con-
tracts and DLT is conditioned by their effi-
cient design and by a regulatory framework
that permits these technologies to be used
and granted legal validity, such as valid
environments for the execution of transac-
tions, and means of proof in legal processes,
should this be necessary.

When structuring the potential application
of these technologies, it is indispensable to
analyze whether the regulatory and institu-
tional framework enables the pilot scheme
to be carried out, as well as whether good-
quality human resources are available to
apply them and to provide subsequent con-
tinuity to the project.

The estimated costs of implementing these
technologies (once the legal and institu-
tional matters have been resolved) are
closely related to the selection of the teams
that work with agile methodologies and that
have specialist knowledge of DLT, smart con-
tracts, and other new technologies; to the
work or service to be contracted through the
PPP; and to the PPP design and implemen-
tation processes. At this stage, it is almost
impossible to estimate the costs of imple-
menting these technologies in a project and
even more so to compare them with current
project costs, whose transparency is very
limited.

Risks in matters of cybersecurity, operational
continuity, and information confidentiality
will increase exponentially when smart con-
tracts are implemented. A larger quantity of
resources must therefore be earmarked in
order to incorporate mitigation and preven-
tion mechanisms.

The main advantages of implementing smart
contracts and DLT in each one of the PPP-
related processes are concentrated in facili-
tating the exchange of information between
different actors (from both public and private
sectors); making data immutable; permitting
verification of compliance with prerequi-
sites, technical requirements, attributes, and
terms; and simplifying and accelerating the
verification and approval processes.

A diagnostic of the application of these tech-
nologies and of each one of the PPP stages
in the specific context of a particular coun-
try would help to fine tune any evaluation of
the potential of DLT and smart contracts in
these processes.

The phase in which it would be most produc-
tive to launch a pilot scheme of this nature is
the sixth phase—oversight of contract exe-
cution; this presents the best opportunity
for delivering results in terms of efficiency
and operational transparency, as it requires
the participation of different actors and the
existence of an operational framework that
is predefined by the contract. This would
also permit better evaluation of the costs of
implementation and their comparison with a
manual process. The natural next step would
be to develop a pilot scheme that seeks to
automate the contract monitoring stage by
using DLT, smart contracts, and other com-
plementary technologies.
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GLOSSARY

Term Definition

Application Set of communication mechanisms that permit an application or system to utilize procedures
programming interface  and functionalities provided by another software tool. This facilitates complex operational
(API) schemes such as federation, delegation, and composition.

Artificial intelligence Field of computing sciences specialized in the design and development of algorithms and
(AD software systems with behavior capacities that can be considered “smart.” That is, these are

systems capable of modifying their operation according to the conditions of the environment
with the aim of maximizing the probabilities of successfully completing the allocated task.

Big data Datasets with processing and analysis difficulties or special considerations, according to three
fundamental magnitudes: volume, variety, and velocity.

Biometry Statistical measurement and analysis of the physical characteristics of the individual with a
view to carrying out identification or authentication tasks. Some of the most commonly used
biometric tools include fingerprint reading, retina scanning, and facial recognition.

Cloud computing A trend characterized by the supply and the consumption of different technological
infrastructure components within an on-demand scheme. This allows institutions to adopt
more agile financial and operational models, thereby reducing the times associated with the
supply, installation, and deployment of physical equipment. Moreover, capital requirements
are reduced and a variable scheme of costs is introduced.

Data analytics Specialized science in the development of methods and tools that can obtain significant and
actionable values and conclusions based on a dataset.

Digital identity Dataset and information stored and transmitted by electronic means with a view to
describing, identifying, or authenticating an entity in a digital environment.

Electronic signature Set of standards and tools that, exclusively by digital means, permit the attestation and
subsequent verification of information in different electronic formats. By using an electronic
signature, a user (that is, the signatory) can provide guarantees of integrity and non-
repudiation to a partner (that is, the person verifying the contract).

(continued on next page)
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(continued)

Term Definition

Hard fork

Machine learning

Open data

Tokenization

In the context of distributed ledger platforms, this is an event after which a linear chain of
entries forks irrevocably, leading to the creation of two or more independent chains. This
obliges participants to choose between different candidates in which to invest available
computing resources.

Field of computing sciences specialized in the design and development of mechanisms

that permit a software system to perform advanced data analytics tasks such as pattern
recognition, anomaly detection, and trend analysis, among others. A significant characteristic
of these systems is their capacity to incorporate the results obtained from a knowledge base
with a view to accumulating “experience” and maximizing the probabilities of success in
subsequent executions.

Term associated with datasets that can be freely consumed, used, and distributed, with the
sole requirement (sometimes optional) to recognize the authorship and original source of
information. There are also technical requirements that must be observed to facilitate the
consumption and use of datasets, such as coding formats and publication mechanisms,
among others.

In the context of digital assets, this is the initial generation process of an asset of purely
digital representation. There are different types of digital assets that, at the same time, can
serve or not as a representation of another underlying asset.

Smart Contracts: An Exploration of Their Potential for Public-Private Partnerships
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ANNEX 1

DEFINITION AND TYPES OF PPP

Broadly speaking, a PPP refers to the commit-
ments between the public sector and the private
sector to share the risks and responsibilities in the
provision of public services. They are expressed
by long-term contracts between a private entity
and a government agency for the purpose of pro-
viding a public good or service, in which the pri-
vate actor assumes a significant proportion of the
risk and takes charge of managing this public ser-
vice or good in exchange for monetary reward.*°

There is no single definition of a PPP and the
institutional agreements by which they are con-
structed vary according to the country and to the
reason for the partnership. After reviewing these
agreements in more than 30 countries, we have
identified terminological differences and other
discrepancies linked to the definitions, focus, and
mandates of PPP institutional and legal frame-
works. In any case, in all of these partnerships
there is a substantial component of explicit or
implicit financial risk with a potentially significant
impact on the fiscal balance sheet.*

PPPs cover different types of public-private
interactions that include providing goods and
services in the markets of transport, public ser-
vices, schools, hospitals, libraries, and prisons,

among others. They may include both the pro-
vision of new assets and the recuperation or
management of existing ones. They may also be
employed in any economic sector and by any
level of government.*?> They are principally classi-
fied according to the public-private financial link
or by the type of participation of the investor in
providing the good or service (for more detail of
these categories, see Table A1).43

PPP LEGAL AND INSTITUTIONAL
FRAMEWORK

The success of a PPP depends on the existence of
an institutional framework and control system to
make it effective. There is no standardized or sin-
gle structure to determine the best arrangements
to achieve this. However, there are essential ele-
ments that any institutional framework must
contain, such as the definition of institutional

40 World Bank (2017) and Reyes-Tagle (2018).
41 Reyes-Tagle (2018).

42 |bid.

43 APMG (2016), Ch. 1.
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processes and responsibilities, including those of
the ministry of finance or the treasury, and publi-
cation and transparency requirements.

The PPP legal framework varies according to
the legal tradition of the country. In the major-
ity of countries with an Anglo-Saxon (common
law) tradition there is no legal definition of a PPP.
Countries such as Australia, Canada, Malaysia,
or Jamaica use common definitions established
in policy documents. Countries that follow the
Romano-Germanic tradition, generally speaking,
define PPPs in a specific law, including the types
of allowed contractual structures and the appli-
cable clauses. In some cases PPP regulations are
contained within public investment regulations,
as in the case of concession laws in Chile, Ire-
land, or Spain, or public procurement legislation
in France. At the subnational level, many coun-
tries permit the creation of specific regulations

TABLE A1 TYPES OF PPP

Category of

classification Classification criteria

Source of revenues for the 1.
private partner

Public-private
financial link

Ownership of the PPP firmor 1.
the financial vehicle with this
purpose 5

for PPPs, given the intensive use of these struc-
tures for project financing.

The existence of an adequate institutional frame-
work is essential for the success of a PPP. Successful
institutional frameworks tend to be characterized by
the standardization of processes, alignment of reg-
ulations with international standards, and solid fis-
cal management. Misgovernment, the absence of
any government, or the incapacity to implement the
institutional framework are some of the recurring
reasons that explain why projects fail to meet their
own schedule or even to reach their pre-established
objectives. A solid framework should cover: the
type of projects that can be financed with a PPP, the
partner selection and contracting process, including
the diffusion of information before and after selec-
tion, and the decision-making authorities in charge
of the selection and contracting process, as well as
for contract execution.

Typology

Paid by the user
2. Paid by the government

Conventional (100 percent of ownership belongs to the private
sector partner)

. Institutional (100 percent of ownership belongs to the public

sector or else a minimum form of joint venture with public sector
control)

3. Joint venture or mixed models

Provide infrastructure or projects that require significant capital
investment, in which the main objective is management of the
infrastructure over the long term

Object of the contract 1.

2. Integrated when, as well as the infrastructure, the private partner
must operate the service

3. Services (operations and maintenance), when the private sector
partner neither invests capital nor develops a new infrastructure

According to the share of 1. Co-financed, in which a substantial part of the investment is
financing by the private sector financed by the public sector in the form of donations
partner

2. Conventional

(continued on next page)
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TABLE A1 TYPES OF PPP (continued)

Category of
classification

Type of
participation in
the provision of
goods

Other
typologies

Classification criteria

Depends on whether it is
an existing good or service,
and on the type of planned
contribution (building,
managing, or improving)

Denomination of a PPP in
different countries (the

list is not exhaustive);

each can vary according

to whether it is designed
specifically for building and
improving infrastructures
or for managing existing
infrastructure and operating
public services

Typology

Greenfield projects: for the financing of a DBFOM, recently
awarded or under contract

. Brownfield projects: investments in existing infrastructure already

in operation when the investment is made

. Yellowfield or secondary stage projects: investment to undertake

substantial renovation, extension, or improvement of the existing
infrastructure

DBFOM, DBFM, DBFO, CDMF: initials that come from the types of
contracts and the functions transferred to the private sector actor
(design, build, finance, operate, and/or manage)

. BOT, BOOT, ROT, which capture the ownership and control of the

asset

. Concessions, in which the legal title transfers economic rights to

use a public asset to the private sector partner (in accordance
with administrative law)

. Leasing, consisting in a private contract made in the event of

building a public facility in private property that can be used by
the government

. PPPs defined as DBFOM contracts, in which payment is the

government’s responsibility. Specific regulations are frequently
created to govern these cases.

. Institutional PPP, in which the government controls the firm in

which the PPP functions and holds the majority of shares

Source: Based on the typology in Chapter 1 of APMG (2016).
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ANNEX 2

DLT, SMART CONTRACTS,
AND MACHINE-EXECUTABLE

REGULATIONS

DISTRIBUTED LEDGER TECHNOLOGY

Distributed ledger technology (DLT) refers to the
set of tools and mechanisms used to establish a
reliable information base that is administrated in
a decentralized way by a set of participating enti-
ties. A distributed ledger is operated through a
computer network that can be either public or
private.*4 All members of the network maintain
a shared and reliable record of information that
each of them can verify, but that no one can
modify individually or arbitrarily.

DLT is a tool that can be beneficial for the
implementation of smart contracts in PPPs, given
the concurrence of multiple actors in the signing
of the agreements and the need for all of them to
access the same information in a safe, reliable, and
consistent manner. All these attributes are charac-
teristic of DLT, and they are translated into the rela-
tions between parties when set out in the form of a
smart contract (defined below). Figure A2.1 shows
the basic architecture model of a DLT platform.

Its maintenance is carried out through pre-
defined peer consensus and governance mod-
els,*> incorporating technological security
mechanisms and incentives schemes inspired by

game theory.*® The combined use of these ele-
ments permits peer validation of the information
to be recorded in the ledger, which eliminates the
need for a trustworthy third party to perform the
role of guarantor or referee.¥’

Depending on the access scheme for partic-
ipants, there are three types*® of DLT networks:
(i) of a private nature (permissioned), (ii) with
public access (permisionless), or (iii) a hybrid
model. The first is the property of a private actor

44 Thake (2018).

45 Governance mechanisms determine the way in which
the rules, regulations, and interactions between per-
sons are structured, regulated, and sanctioned. They
define how the decision-making process will be con-
ducted by the various actors involved in a collective
problem. They often reproduce, create, or reinforce
social rules and institutions. See Shermin (2017), p. 500.

46 This is a reference to the study of mathematical mod-
els regarding conflict and cooperation between eco-
nomics agents acting rationally. See Accinelli and
Vaz (2013), pp. 1-2.

47 Hansen, Rosini, and Reyes (2018), p. 2 and Shermin
(2017), p. 500.

48 There is no consensus about the classification of
these technologies and they may vary according to
the criteria utilized (speed, security, identity, use of
assets). See Voshmgir (2019).
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FIGURE A2.1 BASIC ARCHITECTURE MODEL
OF A DLT PLATFORM

| Uuser |
Node Node
Node Node

— Access control Communication Channel

—— Trust environment

Source: Authors’ elaboration.

(or a set of them); its users are delimited by the
administrator and authorization to access informa-
tion depends on the pre-established agreement
between the parties. It requires an organization
and structure of governance that regulates at
least who can participate and the conditions for
participation. Only the participants may add new
information to the ledger. The second operates
under a public domain that permits any interested
party to participate in the network.*® The hybrid
model, generally speaking, incorporates a scheme
of governance that regulates and administers the

participating actors, who may add new informa-
tion to the ledger, but at the same time permits
such information to be publicly audited.*®

The blockchain is a type of DLT platform that
establishes a distributed database wherein the
ledger entries are inserted in groups (normally
known as blocks) chronologically organized in a
linear structure, or chain. Each block contains a
unique cryptographically generated digital sig-
nature known as a hash (Figures A2.1and A2.2).

Network participants use previously agreed
mechanisms for the verification, validation, and
processing of any information proposed by the
ledger. These mechanisms are known generically
(and in a biased way) as “smart contracts” (see
the definition in the following section).

Once the proposed information has been val-
idated, the blockchain uses cryptographic tools
such as public and private keys to provide guar-
antees for the information stored in each block
(authorship, immutability, and non-repudiation).

SMART CONTRACTS

The term “smart contract” makes reference to a
series of electronic machine-executable instruc-
tions that unequivocally describe the clauses of

49 Filipova (2018) and Zetzsche, Buckley, and Arner
(2017).
50 McKinney, Landy, and Wilka (2018), p. 320.

FIGURE A2.2 CONCEPTUAL DIAGRAM OF BLOCKCHAIN OPERATION
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Source: Authors’ elaboration.
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a contract or the terms of an agreement between
different partners.” This concept has gained
renewed traction due to the possibility of being
implemented in a blockchain (see the section
on DLT and blockchains).®? Among the essential
characteristics of these contracts is that execu-
tion of their instructions can be machine verified
and machine restricted. However, these charac-
teristics do not exclude the potential participation
of an individual or institution to provide inputs or
monitor certain processes.

Trust in the effectiveness of smart contracts
is based on efficient operation of the crypto-
graphic algorithms used and of the computer
code that comprises them.> It therefore depends
on the team that develops and audits them. More-
over, due to the way in which they are designed at
present, many of them lack the flexibility needed
to adapt to unexpected events, in contrast to con-
tracts governed by institutional structures.>

In the case of Bitcoin, smart contracts are
used with the (limited) aim of maintaining a bal-
ance sheet via the exchange of assets. DLT helps
to develop and deploy more complex smart con-
tracts, by permitting the coding of more exten-
sive processes and relations.%®

Finally, it is worth explaining that smart con-
tracts are not necessarily legal contracts, but can be
used as a complementary tool to give effect to and
to automate the execution of such contracts. Smart
contracts that can be enforced in a legal order are
sometimes known as “smart legal contracts.”*®

MACHINE-EXECUTABLE
REGULATIONS

In the ambit of the financial system, technologi-
cal solutions are being explored to make regula-
tion more efficient and to simplify the demands
of regulatory compliance. These types of solu-
tions are known as RegTech and consist of three
main categories: (i) solutions to ensure that
firms comply with their regulatory requirements,
(ii) solutions to ensure that authorities perform
their market oversight and monitoring functions

more effectively, and (iii) innovative design of
processes and systems linked to regulation and
regulatory compliance.®’

In the case of the third category (innova-
tive design of the processes and systems linked
to regulation and regulatory compliance), the
machine-executable regulatory approach has
emerged, which consists of regulations tran-
scribed into computer code. Using such lan-
guage, machines can execute the regulatory
requirement, effectively extracting the necessary
information directly from the supervised party.>®

Nonetheless, not all regulations can be sub-
ject to a total elimination of ambiguity, which
means that human intervention will always be
required to interpret and implement some regula-
tions. Some regulations can be easily transformed
in code, whereas in others ambiguous prescrip-
tions may have been intentionally introduced or
may require greater flexibility than that allowed
by machine-executable regulations. A suitable
machine-executable regulation model must allow
for a certain flexibility for these cases.>®

At present, regulatory frameworks (design
and application) are prone to inefficiencies and
ambiguities. In most cases, the interpretation of
personnel from the legal or institutional com-
pliance areas is required to guarantee that the

51 Ram and Schatsky (2016), p. 1.

52 O’Shields (2017), p. 1.

53 Filipova (2018), p. 89 and Clack, Bakshi, and Braine
(2016). The effectiveness of a smart contract is not
usually evaluated according to the possibility of
demanding legal compliance with the rights and
obligations contained therein. See Clack, Bakshi, and
Braine (2016), p. 2.

54 Shermin (2017), p. 507.

55 Hansen, Rosini, and Reyes (2018), p. 2.

56 The authors differentiate between two components
within the wider concept of smart contracts. One is
the legal smart contract that is subject to the appli-
cable laws and can be enforced, while another is the
smart contract in code, which makes reference to the
software that enables automated execution of instruc-
tions. See Clack, Bakshi, and Braine (2016), p. 2.

57 Financial Conduct Authority (2018), p. 5.

58 Burt et al. (2017).

59 |pid.
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actions of the supervised party comply with reg-
ulations. The responsibility for such interpreta-
tion can lie either with the supervised party or
with the supervisor carrying out the oversight.
Machine-executable regulations seek to
alter this dynamic by assigning the burden of

interpretation to regulators, thereby eliminat-
ing ambiguity from the regulations, so they
can be executed immediately by software pro-
grams from the moment of their promulgation.
Implementing this tool brings multiple benefits
and risks.
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ANNEX 3
PPP DESIGN AND

IMPLEMENTATION STAGES
AND RISKS MITIGATED BY
THE AUTOMATION PROCESS

The set of steps and deliverables in each phase
are frequently defined in the applicable legal
framework. Tables A3.1through A3.5 present the
potential risks in the execution of these activities
or production of these deliverables; in the final

column denoted as “SC” for smart contracts, the
symbol “V” appears whenever the implementa-
tion of DLT, smart contracts, and other technol-
ogies presented in Section 2.1 is considered to
have helped to decrease or eliminate that risk.
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TABLE A3.1 IDENTIFICATION AND EVALUATION OF THE PROJECT AS A PPP
(PRE-SELECTION STAGE)

Identification of the project Risks SC

* There are three ways: (i) a project identified according to an individual need or ¢ Loss or duplication of v
a request from a government department; (ii) through a portfolio of projects initiatives N
previously deflhgd by the government. as strateglc. n.e.ed.s or ob@ctwes; (iii) . Misalignment with policy J
through “unsolicited” proposals for private sector initiatives, which must be objectives
conducted through the established system. N
| h be ali d with oubli i biecti * Poor project selection
n any case, they must be aligned with public sector policy objectives. A e emissien 6ff @ariEln

* Faced with the existence of various projects to be financed, a cost-benefit, criteria that should be
cost-effectiveness, or multi-criteria analysis must be carried out to evaluate evaluated
WhIFZh prOJeth to pr|or|t|dz.e. In thf1 event of using tTe cost;\berr:.efrl}t ana|y5|s,fthe Problems in the allocation
project is chosen according to the present net value or the highest rate o of responsibilities
return.

Determination of the project scope

¢ Requires identification of the sector, technical criteria, and physical, ¢ Full information v

geographical, and demographic conditions, among others.

¢ Requires identification of the issues that can become obstacles for the project
and that should be explored in depth during the contracting project evaluation
and preparation stage. Some of these factors can be determinants of whether
or not to pursue project implementation.

« Determining the project scope requires a comprehensive report that describes
the needs that the project seeks to address, the costs, term, execution
schedule, justification of its suitability within the public policy framework,
expected impact factors, other technical options evaluated, potential private
sector interest in its financing, availability of land (where applicable), and
environmental considerations, among others.

Economic valuation

e The best methodology is the cost-benefit analysis. This includes all the direct, ¢ The evaluation sequence \
indirect, internal, and external costs and should be applied to the entire period is not followed

of analysis (which should include the useful life of the asset). « Problems in the allocation

e The analysis has the following sequence: (i) projection of financial information; of responsibilities
(i) incorporation of externalities; (iii) incorporation of socioeconomic benefits;
(iv) definition of the base case, discount rate, and calculation of the present net
value and the internal rate of return; (v) incorporation of contingencies (costs);
and (vi) closure of the analysis.

(continued on next page)

54 Smart Contracts: An Exploration of Their Potential for Public-Private Partnerships



TABLE A3.1 IDENTIFICATION AND EVALUATION OF THE PROJECT AS A PPP

(PRE-SELECTION STAGE) (continued)

Evaluation of the project as a PPP and its financial viability

Consists in defining the work that the private partner must carry out to fulfill * Incomplete information
the project objectives. This responds to questions such as who are the involved
parties, what do they want to achieve, and what resources are available, among
others.

e Error in the verification
process

*  Problems in the allocation
of responsibilities

R

Must provide estimates of risk, planning, and other specifications.

The analysis of whether the project should be implemented within a PPP
mechanism must respond to a list of questions relating to the capacity of the
private sector to manage the risks and uncertainties identified, the appetite for
investment, and legal requirements, among others. After evaluating whether
the project can be conducted through a PPP, three options are possible: (i) the
evaluation is affirmative, in which case the process continues; (ii) the response
is negative and therefore the financing will be completely public; and (iii) more
information is needed to move on to the following stage.

e Fraud or manipulation
of information to favor a
certain result

Preparation of the project management plan

The plan sets the terms for compliance with objectives, intermediate dates, and « Incomplete information v
duration of the following phases of the PPP.

This is an instrument for requesting proposals from third-party consultants,
should this be necessary.

It contributes, with the government, to the evaluation phase by identifying
the resources required and the risks associated with the schedule and the
proposed action plan.

It includes identification of the significant actors and the communication plan
for each of them. Potential investors and other government actors must also
be identified and their interests and concerns understood. The same applies to
citizens. This strategy can be important throughout the entire project life cycle.

Define the project team, which can include hiring external consultants.

Final report

At minimum, this must contain the project description, the need for it and * Incomplete information N
the benefits obtained from it, the proposed solution, economic and financial

viability, viability of the chosen contracting mechanism (PPP), legal aspects,

the project status, information availability, and a management plan for the

program.

Source: Authors’ elaboration based on APMG (2018).
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TABLE A3.2 EVALUATION AND PREPARATION OF THE CONTRACTING PROJECT

Deliverables of this phase

Consideration of the project as technically viable. The technical
requirements for the design of the infrastructure or service, performance
and operational requirements and specifications regarding maintenance,
and identification of other significant technical matters have all been
evaluated. The need for experts can also be identified in this phase.

Consideration of the project as financially viable. There is an economic

Risks SC

analysis (costs and benefits of the project for society), a commercial analysis |

(private sector flows to the project), a fiscal viability analysis (cash flows for
the public sector), an analysis of impact on public debt and borrowing, and
VM (flows to the public sector due to the project being implemented as a
PPP, compared to flows when implemented by traditional means).

The commercial viability of the project depends on the revenue regime
chosen. In the event, for example, of a user payment regime, the analysis

will center on evaluating the capacity of the project to generate funds, the
capacity of such funds to service the debt and satisfy shareholders, and the
ability of the instrument to pay the government for the cost of the concession.
Should the project not be commercially viable, in this exercise the amount

of public resources needed to make it viable will have been evaluated. The
products of this analysis will depend on the revenue regime chosen.

Referral of the project to significant market players through a structured
exercise. The idea is to corroborate the viability of the project to attract

potential project executors, and to reach closure of a satisfactory agreement. |

A high level of transparency must be guaranteed in this exercise in order to
eliminate suspicions of corrupt behavior due to close relations between the
administration and a tenderer. This is achieved by documenting all meetings,
decisions, and procedures, providing the public with all documents shared
or produced, and leaving a record of all the comments made by the private

sector, among others.

Review of the cost-benefit analysis carried out in the previous phase:
project description, evaluation of the economic projections, estimate of the
demand, technical specifications, and risk analysis adjusted for any new

information gathered.

Analysis of the impact onthe debt generated by the PPP from the
budgetary and fiscal management perspective. This is conditioned by the
country’s accountancy laws. If the result of the evaluation reveals the need
for governmental commitments that exceed the deficit or borrowing ceiling,
then the country may decide not to proceed with the PPP.

Evaluation of the environmental risk that concludes the risk is not
disproportionate. The project team, alongside specialists, participates in
this evaluation. It is subject to the legal and institutional framework and
accompanied by an analysis that seeks to quantify these impacts. The result
of the analysis leads to the design of a strategy for the mitigation of any
impact and to the subsequent identification of the permits and approvals
necessary in these terms. Many investors use the Ecuador principles as the

criteria for measuring this risk.

For small projects, this stage is closed with full and definitive approval of
the environmental impact. For other larger projects, a map is drawn up in
order to obtain the corresponding approvals.

Incomplete appraisal of risks RN

Incomplete information
about technical feasibility

Failure to identify
responsible actors

Incomplete reports

Analysis that fails to \
take into account all the
necessary elements

Failure to identify
responsible actors

Analysis that fails to
take into account all the N
necessary elements

Failure to identify
responsible actors

Failure to incorporate
feedback into the process N

Misalignment with the
applicable procurement
regulations

Limited transparency in the
process and recording of
events

Incomplete review

Failure to identify
responsible actors

Failure to identify
responsible actors

Non-compliance with the
applicable regulations

Incomplete justification
information

Failure to identify responsible
actors

Non-compliance with applicable
regulations

(continued on next page)
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TABLE A3.2 EVALUATION AND PREPARATION OF THE CONTRACTING PROJECT (continued)

Deliverables of this phase

Evaluation of the project’s impact on the people that live and work in the .
PPP’s area of influence. This requires careful mapping of the communities
and their social, economic, and cultural links with the place in which the
project is implemented. A second stage requires that a baseline is defined
that determines the state of the potential associated risks. The mechanisms
for obtaining this information can include public consultation, community
participation and dialogue techniques, and qualitative and quantitative
methods for estimating the social impacts. In the third stage, the potential
negative impact of the projects is defined, alongside the costs that .
communities will face and, finally, the mitigation strategies for the impacts
identified will be determined.

All legal risks in the project and the decision-making process have been .
identified. The review also requires verification of conformity with all
applicable legal frameworks: public procurement, regulations on foreign
investment, labor legislation, property rights, environmental regulations,
specific regulations for sectors, and regulations for conflict resolution,
among others. This analysis can lead to the modification of some applicable
regulations and the procedure to achieve this. It is also important to verify
the legal capacity of the authority leading the procurement process in
relation to financial aspects, and use of lands and assets involved, as well as
tax and accounting matters included in the financial model, among others.
The primary product of this phase is the report recommending approval

of the project and identifying any possible legal obstacles as well as the
strategy for overcoming them.

The VfM has been analyzed and turns out to be positive. The project’s .
VfM is verified when, compared with another government procurement
procedure, the PPP obtains better net economic and social benefits
throughout the project life cycle. This analysis is unnecessary in cases in
which procurement through other mechanisms is not possible, such as
accounting limitations that hamper the project from being financed with
public resources, insufficient government resources, or limited access to
financing in reasonable conditions.

Determination of the preliminary procurement strategy. In this stage, .
the following criteria are evaluated: the determination of qualifications
(whether before or after the call for tenders), whether selection is based on

a short list, how the proposals will be requested, the time period allowed

for the request for proposals and award of contract, and the mechanisms

for competition and evaluation. The main procurement mechanisms are:

open bidding in a single step, open bidding with a pre-qualification stage,
restricted process with a short list, negotiated process with a short list, and

a process that incorporates interaction and dialogue.

There is a comprehensive plan for the following stages. This plan must .
contain an updated schedule that envisages the resources available and
the need for expert support, if necessary, and clear identification of the
public sector authorities that participate and the roles that they fulfill.
Finally, identification of all partners in the process and a clear strategy of
communication must also be included.

Risks SC

Failure to identify
responsible actors

Non-compliance with
applicable regulations

Lack of transparency in
the evaluation process and
potential consequences

This stage is omitted

Failure to identify
responsible actors

Report is incomplete

Failure to identify
responsible actors

Incomplete information
that leads to erroneous
conclusions

Non-compliance with the
mechanism established for
this purpose

Failure to identify
responsible actors

Incomplete plan

Failure to identify
responsible actors

(continued on next page)
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TABLE A3.2 EVALUATION AND PREPARATION OF THE CONTRACTING PROJECT (continued)

Deliverables of this phase Risks SC

The evaluation report is concluded. Generally speaking, it will include the * Report is incomplete
following elements: general and political considerations, needs, and options;
technical requirements; commercial and economic analysis; evaluations of
environmental and social impact; and government plan, among others.

Failure to identify
responsible actors

All the approvals necessary were obtained to proceed with the procurement ¢ Some kind of fraud or
process. If the decision is made not to proceed with the procurement as a illegal practices during the
PPP, the results of the report may indicate that the project creates value but approval

a traditional procurement process should be followed, the project must not
be carried out, or the project requires further information in order to make
an effective and definitive recommendation.

Failure to identify
responsible actors

Source: Authors’ elaboration based on APMG (2018).
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TABLE A3.3 STRUCTURING THE DESIGN OF THE CALL FOR TENDERS AND DRAFT
CONTRACT

Actions and processes

in this phase Risks

Setting up the project team, ¢ Delays in assigning the team
including consultants. Defining the

i ¢ Management plan incomplete
management plan for this stage.

¢ Radical change in the project team that puts the continuity of the initial
nominations at risk or delays the process due to lack of knowledge

(Re)definition of the contractual ¢ Misalignment with certain parameters defined in the initial phase N
model and the objective of the ¢ The parameters are not well defined v
contract.
¢ Regulatory non-compliance N
¢ Excessive delays or non-compliance with the terms of the execution of N
activities and approvals N
¢ Failures in the assignment of responsibilities
Conclusion of the due diligence ¢ Lack of full information v
process and preparation stage. ¢ Incoherence with previous decisions v
¢ Delays due to failure to comply with the terms in authorizations v
¢ Regulatory non-compliance v
¢ Failure to define responsibilities v
Final project adjustments of the « Final adjustments that substantially detract from the content of the N
technical requirements and cost requirements and recommendations produced by the evaluations N
ejstlma.tes, economic analysis, ¢ Unauthorized changes (fraud) N
financial structure and contract
payments, risk structure of the » Data degradation or glitches in the information recorded N
contract, updating of the financial « Failure to define responsibilities J
model, and establishment of ) ) ) )
payment ceilings. . Exc_e_ss_|ve delays or non-compliance with the terms of the execution of
activities and approvals
Publicity and feedback from the ¢ Provision of incomplete or erroneous information N
|ndustr‘y (mvest‘ors, contractors,and Provision of impartial information (with preferences for certain bidders) v
potential financiers).
¢ Leaking of confidential information N
¢ Partially and inefficiently assessing the feedback proposals v
¢ Failure to define responsibilities v
¢ Failure to involve all potential partners \
+ Reputational risks due to poor publication \
¢ Excessive delays or non-compliance with the terms of the execution of N
activities and approvals
Definition of other commercial and ¢ Failure to follow the principle of VfM N
contractual requirements. ¢ Lack of alignment with criteria defined on the basis of previously N
accepted evaluations and objectives N
* Fraud in the definition of the above N
¢ Failure to define responsibilities N

* Excessive delays or non-compliance with the terms of the execution of
activities and approvals

(continued on next page)
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TABLE A3.3 STRUCTURING THE DESIGN OF THE CALL FOR TENDERS AND DRAFT

CONTRACT (continued)
Actions and processes
in this phase R
Definition of qualification criteria. » Substantial deviation from what was established in previous stages \
Preliminary structuring and drafting | InesHs|te cEfmlfer N
of the RFQ.
» Deviations from standard clauses and content that can be detrimental \
to the PPP objectives N
e Failure to define responsibilities N
e Excessive delays or non-compliance with the terms of the execution of
activities and approvals
Definition of the proposal » Substantial deviation from that established in previous stages \
re.qun"ement-s a.nd the evaluaﬁon . Incomplete definition J
criteria. Preliminary structuring and
drafting of the RFP, + Deviation from standard clauses and content that can be detrimental to J
the PPP objectives N
* Failure to define responsibilities
Elaboration of the draft of the * Substantial deviation from that established in previous stages RN
COMEEL *  Non-compliance with regulatory obligations \
* Leaking of confidential information v
» Deviation from standard clauses and content that can be detrimental to \
the PPP objectives N
e Failure to define responsibilities N
* Excessive delays or non-compliance with the terms of the execution of
activities and approvals
Exchange of information with * Leaking of confidential information \
p.otelntlal participants in the * Favoritism in sharing information R
bidding.
e Failure to define responsibilities v
Planning the bidding process. *  Non-compliance with regulatory obligations Y
* Leaking of confidential information \
e Failure to define responsibilities RN
Final review of minimum *  Non-compliance with regulatory obligations v
requirements and approvals. * Leaking of confidential information Y
«  Failure to define responsibilities v
* Excessive delays or non-compliance with the terms of the execution of y

activities and approvals

Source: Authors’ elaboration based on APMG (2018).
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TABLE A3.4 BIDDING AND AWARD OF CONTRACT

Bidding and award of contract phase

Requests for the presentation of proposals that must follow
the applicable regulations. The candidates should be allowed
a reasonable time (generally speaking, greater than for other
public procurement processes) to carry out due diligence,
analysis, and evaluation of the contract.

Pre-qualification or preliminary selection (short list) of the
potential competitors.

Bidding process period: from the moment that the request
for proposals or invitation to tender or negotiation begins,
depending on the type of competition (process) chosen.
In this stage, information is exchanged with the possible
bidders regarding non-intentional inconsistencies or errors.

Evaluation of the proposals and selection of the winner.

Signing the contract and financial close. Financial close can
also take place subsequent to the signing of the contract. In
this stage, the financial institutions are given time to prepare
the signing and, especially, to set up a special purpose
vehicle (SPV). Other actions must also be taken prior to
signing the contract such as procuring insurance or posting
bonds or guarantees.

Risks

Non-compliance with the applicable regulations

Call for tenders irrationally limited to certain
bidders

Insufficient time for the presentation of
proposals

Information provided is insufficient for the
potential bidders

Lack of credibility or political support related to
the team

Lack of objective and clear evaluation criteria

The evaluation criteria are modified at this late
stage of the process

Risk that the validity or appropriateness of the
PPP itself is called into question, if there are
interests that are in conflict with its nature and
objectives

Poor communication with the bidders, with
potential information asymmetries

Regulatory non-compliance

Poor negotiation of inconsistencies
Regulatory non-compliance

Fraud during the winner slection process
Error in calculating the scores

Lack of allocation of responsibilities

Non-compliance with the pre-contractual
conditions

2

2 =2 2 2

2 2 2 2 2 =2

Source: Authors’ elaboration based on APMG (2018).
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TABLE A3.5 CONTRACT EXECUTION PHASE

Important processes or activities

Implementing the contract management
framework.

Ensuring that private partners comply
with their obligations.

Ensuring that the government complies
with its obligations.

Managing the relations between different
actors with direct or indirect links with
the PPP.

Exercise of the contractual rights of the
parties.

Implementation of the exit strategy and
of return of the good, if applicable.

Risks

Framework is ineffective or too onerous to fulfill
Costs for the project executor are increased excessively

There is no plan of relief or succession for those responsible for
the project

Ambiguity in the redaction of the contractual conditions

Incomplete or delayed information, which does not allow risks to
be anticipated

Poor relation with society

Non-compliance with contractual conditions

Poor financial management of the SPV

Non-compliance with prerequisites for contract execution
Delayed execution of contractual obligations

Failure to define responsibilities

Poor renegotiation of conditions with regard to risk events

Poor coordination of financial issues at the government level

Inadequate verification of compliance with previous obligations

Poor negotiation of the exit strategy or return of the good
Non-compliance with contractual conditions

Conflict due to interpretation of contractual conditions

Source: Authors’ elaboration based on APMG (2018).
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ANNEX 4

QUANTIFICATION OF PROJECT
COSTS FOR EACH OF THE PPP
DESIGN AND EXECUTION STAGES

The costs associated with project evaluation,
preparation, control, and follow-up depend
on the size of the project. The costs of prepar-
ing infrastructure projects in developing coun-
tries generally range between 5 and 10 percent
of the total investment in the project and around
3-5 percent of project costs in developed coun-
tries.®° For the purposes of this annex, we use

as an example the project known as the Puerto
Cortés Specialized Container and General Cargo
Terminal (Terminal Especializada de Contene-
dores y Carga General de Puerto Cortés), which
was developed as a PPP in Honduras.

60 Gaston (2019).
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TABLE A4.1 EXAMPLE OF THE COSTS ASSOCIATED WITH THE PREPARATION AND
IMPLEMENTATION OF PPPS

Phase Associated cost

Identification of The project was developed using a trust in a local bank. The purpose of the trust during the first
the project and stage was financing, as a risk investment, the activities necessary to carry out the studies required
evaluation as a to draft the structuring proposal for the Puerto Cortés Specialized Container and General Cargo
PPP Terminal project, as well as promoting the project in the private sector and among investors and
providing accompaniment to COALIANZA (the unit responsible for structuring PPPs in Honduras)
in the international public bidding (concurso publico internacional) to be held based on the
proposal for structuring the implementation of the Puerto Cortés Specialized Container and
General Cargo Terminal project, until the signing of the contract with whichever private investor
operator (inversionista operador privado) is awarded. To this end, the trustee will contract the
Structuring team of consultants, firms, or independent consultants, which will provide support in the technical,
design of the call economic, financial, social, property, environmental, and legal areas, for the structuring of the

for tenders and project and the corresponding public bidding process, elaborating the legal documents necessary
draft contract for implementing it.

Evaluation and
preparation of

the contracting
project

Investment: USD 1,584,835.00

Bidding and Source: Clause 4 of the Trust Contract for Structuring, Developing and Financing the Operation

award of contract (contrato de Fideicomiso para la Estructuracién, Desarrollo y Financiamiento de la Operacién)

Signing the of the Puerto Cortés Specialized Container and General Cargo Terminal, by the constitution

contract of a Public-Private Partnership. Minutes the of Trust Technical Committee (Comité Técnico del
Fideicomiso)

Contract Sections VI, VII, and VIl of the Contract to Design, Finance, Build, Maintain, Operate and Exploit the

management Puerto Cortés Specialized Container and General Cargo Terminal stipulate the recruitment of three

project supervisors:

Project supervisor: In charge of reviewing the design of the terminal, as well as overseeing
construction of the works

Amount: 3.5 percent of the value of the works
Value of the works: USD 386,090,522

Project works inspector: In charge of supervising that works are being carried out according to the
investment plan

Amount: 0.5 percent of the value of the works
Value of the works: USD 386,090,522

Inspector of operations: In charge of controlling and verifying compliance with the Terminal
Goods Maintenance and Conservation Plan (Plan de Mantenimiento y Conservacion de los Bienes
de la Terminal); provides follow-up and carries out oversight activities to ensure compliance with
contractual obligations

Amount: USD 1,070,533,32 every three years up to a total of 28.5 years

The role of the Public-Private Partnership Superintendency (SAPP) (Superintendencia de Alianza
Publico-Privada):

The SAPP is the government entity in Honduras in charge of supervising, auditing, regulating, and
sanctioning PPP projects in Honduras.

It has a technical directorate responsible for monitoring the projects throughout their design and
build stages and carries out auditing during the operation stage.

Taking the SAPP budget for the year 2019 as a reference, an annual cost of USD 71,722,43 has been
ascertained for this project, using the dollar exchange rate on December 31, 2019 as a base rate.

Source: Authors’ elaboration based on documentation from the Puerto Cortés Specialized Container and General Cargo Terminal
project in Honduras.
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