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Foreword

Digital 
Transformation and 
the Challenges of 
Cybersecurity

As digital transformation continues to ex-
pand throughout the world, governments, 
organizations, individuals, and even ob-
jects are increasingly connected to the 
internet. Although digitalization offers 
undeniable benefits, such as efficient 
public service delivery, economic growth, 
and essential connectivity, it also contrib-
utes to our growing collective exposure 
to cybersecurity risks. Recently, the global 
COVID-19 pandemic has been an import-
ant driver of this phenomenon. As a result 
of widespread social distancing policies, 
the number of e-commerce transactions 
and online personal communications grew 
sharply in a short period of time, along 
with the number of employees who be-
gan teleworking for the first time. In this 
unprecedented situation, many internet 

users undertook novel online interactions 
without enough awareness of the security 
risks involved. Organizations had to quick-
ly adapt to these challenges by setting up 
fully remote workflows, often without all of 
the necessary security measures in place or 
appropriate guidance to employees.

Cybercriminals are quick to exploit the un-
certainty and vulnerability of unsuspecting 
individuals. Phishing and other social engi-
neering scams proliferated, taking advan-
tage of the global need for information re-
lated to the pandemic and the massive use 
of videoconference applications. In April 
2020, Google reported more than 18 mil-
lion daily malware and phishing emails re-
lated to COVID-19 in only a week. Hackers 
posing as the World Health Organization 
sent phishing emails and massively spread 
malicious links to fake videoconference 
meetings and attachments containing mal-
ware. According to the Check Point Research 
2021 Security Report, in the first few months 
of 2020, almost a million attack attempts 
against Remote Desktop Protocol (RDP) con-

nections, widely used among organizations 
for employees’ remote connections, were 
observed every day. In fact, RDP attacks 
were the most popular form of cyberattack, 
surpassing even phishing emails. In the sec-
ond half of the year, as more organizations 
strengthened the security of their remote 
platforms, hackers focused their efforts on 
exploiting vulnerabilities in employees’ pri-
vate assets and remote access devices to 
penetrate their organizations. Although such 
threats were maximized by this global con-
text, they are not novel and will not go away; 
we continue to live in an environment of 
heightened risk, which is particularly serious 
in regions of the world where cybersecurity 
policies and technology are less developed 
and where citizen education and awareness 
around this issue are lacking. In other words, 
although the shifts due to the COVID-19 pan-
demic may revert to what they were before 
the pandemic, they have brought to light the 
urgent need to strengthen individual and 
collective protections against cyberrisks. 

Strengthening cybersecurity is essential to 
safeguard citizens’ rights to privacy and 
property in the digital sphere, promote cit-
izens’ trust in digital technologies, and sup-
port economic growth through safe digital 
transformation. In particular, citizens must 

be assured that the digital systems they use 
for their personal or professional activities, 
as well as those that involve their personal 
data, possess adequate security measures 
to guarantee the integrity, confidentiality, 
and availability of their information and the 
services that they need. Moreover, security 
breaches have a significant negative eco-
nomic impact. A recent report by McAfee 
estimated that cybercrime costs the world 
economy around US$6 trillion annually, or 
0.8 percent of global GDP. 

Israel: A Global 
Leader in 
Cybersecurity

Israel’s innovation and entrepreneurship eco-
system is globally recognized as one of the 
most vibrant in the world, earning it the name 
Startup Nation. According to the March 2021 
OECD Science and Technology Indicators, 
Israel is the country that invests the highest 
percentage of its GDP (4.9 percent) in re-
search and development (R&D). The country 
is host to more than 300 research and devel-
opment and innovation (R&D&I) centers of 
multinational companies. Of these, dozens 
are dedicated to cybersecurity. 
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It is no surprise that 40 percent of all pri-
vate investment in cybersecurity worldwide 
takes place in Israel, which also has one of 
the world’s largest private ecosystems in 
this area, second only to that of the United 
States. According to 2021 data, in that year 
US$8.8 billion were invested in around 131 
Israeli companies from this sector, and more 
than 40 were acquired for a total of US$3.5 
billion. Israel has more than 500 cybersecu-
rity startups, and by 2021, 33 percent of the 
world’s “unicorns” were Israeli. Overall, Is-
rael’s export of cybersecurity products was 
estimated in 2020 at US$6.85 billion.

The Israel National Cyber Directorate 
(INCD) is responsible for securing Israel’s 
national cyberspace and for establishing 
and advancing its cyberresilience. The INCD 
operates at the national level to constantly 
raise the level of security of organizations 
and citizens, to prevent and manage cy-
berattacks, and to strengthen cyberemer-
gency response capabilities. Its position-
ing as part of the Prime Minister’s Office 
clearly demonstrates the centrality and 
importance of its responsibilities. Its goals 
include to prepare and enable the Israeli 
private sector and general public to protect 
themselves from cyberthreats by adopting 
cybersecure technologies, publishing best 
practices, training personnel, and raising 

awareness. Furthermore, it aims to estab-
lish and strengthen the cyberscience and 
-technology base by developing highly 
qualified human capital, supporting ad-
vanced academic research, engaging in 
deep technological R&D, and fostering the 
cyberindustry. The INCD strives to maintain 
a protected, safe, and open cyberspace for 
all of the State of Israel’s population and 
businesses and to facilitate the country’s 
growth and its scientific and industrial base. 

The State of 
Cybersecurity in the 
Latin American and 
Caribbean Region

The Inter-American Development Bank 
(IDB) carries out periodic assessments to 
capture the evolving capacities of its mem-
ber states to defend themselves against the 
growing threats in cyberspace. The 2020 
Cybersecurity Report, “Risks, Progress, and 
the Way Forward in Latin America and the 
Caribbean,” developed in partnership with 
the Organization of American States (OAS), 
showed that countries were at varying stag-
es of development in their preparedness to 
face cybersecurity challenges, but general-
ly still had ample room for improvement. 

While in 2016, the year of the report’s first 
edition, 80 percent of the countries in the 
region did not have a national cybersecurity 
strategy in place, this number had only fall-
en to 60 percent by 2020. Furthermore, only 
a few countries manage the exposure of their 
critical infrastructure, such as their energy, 
healthcare, telecommunications, transporta-
tion, water supply, and financial sectors, to 
cyberattacks. As revealed by the 2020 report, 
only 7 countries of the 32 assessed had a crit-
ical infrastructure protection plan in place. 
This is one of the most worrisome findings of 
all, considering the catastrophic impact that 
attacks on these sectors could have not only 
on national economies, but on the lives of all 
their citizens.

In terms of countries’ capacity to manage 
and respond to cybersecurity incidents, the 
same study found that 63 percent of coun-
tries had security incident response teams 
in place, such as computer emergency 
response teams (CERTs) or cybersecurity 
incident response teams (CSIRTs). Howev-
er, of the 20 countries that did, only 3 had 
reached advanced maturity in their ability 
to coordinate such responses. In fact, 23 out 
of the 32 countries were still in an initial 
stage of maturity in this respect. This finding 
underscored the general need for countries 
to strengthen the capacity of their teams 
to effectively coordinate their responses 
to cyberincidents. Moreover, the report ex-
amined the availability of educational and 

training opportunities in cybersecurity and 
found that fewer than half of the countries 
in the region offered formal education in 
cybersecurity, such as postgraduate, mas-
ter’s, or technical degrees. Needless to say, 
having sufficient trained professionals is 
essential to design and implement the cy-
bersecurity policies and measures that are 
necessary to ensure a country’s resilience in 
the face of increasingly sophisticated and 
complex cyberattacks.

The Inter-American 
Development Bank’s 
Support to Strengthen 
Cybersecurity 
Capacity in the Region

For the past few years, the IDB has actively 
supported the region in the development 
of cybersecurity capacity, the design and 
implementation of national-level cyber-
security policies, and the strengthening of 
cybersecurity capabilities in the sectors it 
helps develop. This support takes a number 
of forms. The IDB has provided financial as-
sistance amounting to tens of millions of 
dollars to develop national cybersecurity 
capabilities through more than 15 public 
sector investment loan operations, as well 
as significant additional funding to ensure 
the cybersecurity of digital transformation 
investment projects. 
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It also provides technical guidance and con-
ducts cybersecurity projects across the re-
gion through consultancies, assessments, 
and tailor-made cybersecurity-strengthening 
projects on topics that include critical infra-
structure protection, cybercrime and forensic 
analysis, design and strengthening of CSIRTs 
and security operations centers (SOCs), and 
national and sectoral cybersecurity strate-
gies. In addition, the IDB has made substan-
tial efforts to provide opportunities for Latin 
American and Caribbean professionals to 
strengthen and update their skills in this field 
by regularly offering workshops and training 
opportunities. These have included two-week 
cybersecurity executive courses, offered 
jointly with the Hebrew University of Jerusa-
lem, as well as tailor-made courses on critical 
infrastructure protection and others targeted 
for specific sectors. Finally, the IDB has pro-
duced several high-impact publications deal-
ing with national and sectoral cybersecurity 
issues, and continues to update and add to 
this body of knowledge regularly.1 

The IDB and the 
INCD: Joining Forces

The challenges of cybersecurity, like those 
of the internet itself, are global. Thus, shar-
ing the knowledge and tools to meet these 
challenges benefits everyone. In recogni-
tion of this reality, the INCD and the IDB 
have partnered to make Israel’s expertise in 
this area accessible to LAC countries. This 
collaboration has supported the LAC re-
gion in the form of executive and technical 
trainings on advanced cybersecurity topics, 
cutting-edge conferences for LAC public of-
ficials and professionals in the field, and in-
novative technical assistance projects. This 
publication is a product of this collabora-
tion. It consists of a series of cybersecurity 
methodological guides for organizations, 
developed by the INCD in light of its analy-
sis of risks, attack methods, cyberincidents, 
and globally accepted standards. These 
guides have been translated into Spanish 
and English as a joint activity of both orga-
nizations. They are being made available in 
these languages with the aim of providing 
access to this body of knowledge to audi-
ences throughout the LAC region and con-
tributing to strengthening cyberresilience 
in the region.  

The challenge of protecting the digital 
space will continue to grow, along with the 
need for proven expertise to confront it. 
The insights contained in these guides are a 
resource to promote much-needed profes-
sional training in cybersecurity in the LAC 
region. These guides will contribute to raise 
organizational standards, promote greater 
awareness and a culture of cybersecurity 
within organizations and among the gener-
al public, and inform decision makers, man-

agers, and leaders in their cybersecurity ini-
tiatives. It is our hope that these guidelines 
will serve as a roadmap for professionals 
and leaders throughout the LAC region, 
working together to build a more secure 
and prosperous future.

1. See the website of the Data and Digital Govern-

ment Cluster (DDG) of the IDB’s Innovation in Cit-

izen Services (ICS) division:  https://www.iadb.org/

en/reform-modernization-state/data-and-digi-

tal-government-cluster.

https://www.iadb.org/en/reform-modernization-state/data-and-digital-government-cluster
https://www.iadb.org/en/reform-modernization-state/data-and-digital-government-cluster
https://www.iadb.org/en/reform-modernization-state/data-and-digital-government-cluster
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/01.
Recommendations 
for Small 
Businesses 

Recommendation 1  
Employee awareness 

Inputs and investment in employee briefings 
are necessary. Cyberattacks often rely on social 
engineering and human weaknesses, allowing 
the end user in the organization to be deceived 
in a way that will allow a cyberattack to spread 
to other computers. A training program togeth-
er with human resources and instilling employ-
ee awareness is an important tier in preventing 
cyberevents such as an attack in social engi-
neering, phishing scams, a ransomware attack, 
locking files on the computer, and others.

For more details, see Control 20.2 and Con-
trol 20.4 in Cyber Defense Methodology for 
an Organization.2

Recommendation 2  
Mapping information 
assets and risk 
assessment 

The connection and connectivity between 
computers, mobile applications, and cloud 
use increase the attack opportunities and 
the so-called “attack surface.”

A mapping process will make it possible to 
identify risks to the organization’s informa-
tion assets and computer systems. 

This should be done with the assistance of 
an information security expert from with-
in or outside the organization, based on 
known threats, weaknesses in the systems, 
and existing security measures. This process 
is essential. It will define the organization’s 
information security policies, or the plan and 
prioritization for addressing security vulner-
abilities and risk reduction in practice.

An example of mapping information assets 
and a risk assessment for it in the context of 
a customer clearing system includes an over-
view of how the clearing is performed, the lev-
el of protection of the point of sale, how the 
information is processed, customer database, 
permissions and users, and other aspects.

For more details, see page 20 Asset Map-
ping in Cyber Defense Methodology for  
an Organization.

2. The Cyber Defense Methodology for an Orga-

nization by the Israel National Cyber Direc-

torate (INCD) is available within this series of 

best practices in cybersecurity to enhance or-

ganizational resilience and robustness in the 

face of cyberattacks.

https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
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Recommendation 3  
Licensed software 

Using licensed software ensures an order-
ly process of security updates. Using unli-
censed or hacked software provides an at-
tractive opportunity for an attacker, in part 
because vulnerabilities can be exploited in 
the absence of recent security updates. In 
the process of organizational procurement, 
make sure to be equipped with and install 
licensed software.

Recommendation 4  
Antivirus software

Antivirus software is designed to detect 
computer viruses and protect your com-
puter from their activity. Its purpose is to 
locate harmful files through pre-known 
signatures. Verify with your organization’s 
IT staff or computer service providers that 
antivirus software is installed on all com-
puters in your business, including servers, 
and that the software is updated frequent-
ly (at least once a day). Up-to-date antivi-
rus software can certainly prevent harm to 
the business.

There are different products and types of 
antivirus software. They can be installed 
locally on your computer, and there are on-
line versions as well.3 For more details, see 
Control 7.3 in Cyber Defense Methodology 
for an Organization.

3. More information available at: https://www.

gartner.com/reviews/market/endpoint-protec-

tion-platforms

Asset type Asset name + 
manufacturer

Asset 
designation

Local/
cloud

Interfaces Notes

Organizational 
Application

Such as DWH, CRM, ERP,  
WMS, payroll system, 
organizational portal

Infrastructure Such as communication 
equipment, telephony 
infrastructure, email,  
and storage

Network Wired and optical  
wireless, satellite

Operational  
Technology 
(OT)

Can include, for example, 
CCTV, HMI systems, controllers

Source: Cyber Defense Methodology for an Organization (2017).

Recommendation 5  
Software updates 

Computer personnel must configure au-
tomatic software updates on all installed 
software. This is especially critical in the 
operating system and in software in wide-
spread use (such as Microsoft Office). Soft-

ware updates will ensure that the software 
installed in the business will always be up 
to date with the various security updates, 
thus significantly reducing the ability of a 
potential attacker to exploit a vulnerability 
and attack the business.

For more information, see Control 7.9 in Cyber 
Defense Methodology for an Organization.

Table 1. Risk Mapping Table 

https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
https://www.gartner.com/reviews/market/endpoint-protection-platforms
https://www.gartner.com/reviews/market/endpoint-protection-platforms
https://www.gartner.com/reviews/market/endpoint-protection-platforms
https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
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Recommendation 6  
Strong identification 
passwords and lock 
setting following 
several failed 
identification 
attempts 

One of the common attack channels is 
hacking attempts by guessing passwords. 
The attacker is equipped with a password 
dictionary, which consists of millions of 
possible combinations. During the attack 
process, the password dictionary is run to 
try to guess the password. 

A simple password can be easily guessed, al-
lowing easy access to computer systems. It 
is advisable that the organization’s IT team 
or IT and computing service providers set a 
long and hard-to-guess password consisting 
of a combination of digits, uppercase and 
lowercase letters, and special characters. 
Using a two-stage authentication mecha-
nism creates a layer of security and a good 
response in the face of attempts to steal 
passwords even in phishing. These simple 
actions will reduce the chances of an attack 
based on password guessing.

Recommendation 7  
Encryption of 
information as part 
of the protection 
and concealment of 
business information 
and customer data 

The purpose of encryption is to maintain the 
confidentiality of the data from unauthorized 
entities. Common cryptographic solutions 
provide a mechanism to store information 
in an encrypted manner on the company’s 
servers and computers, in addition to other 
security measures. An example of this is re-
quiring the implementation of the Hypertext 
Transfer Protocol Secure (HTTPS) to the host-
ing provider. The encryption process carried 
out by the organization’s IT team or through 
the service provider requires the acquisition 
of appropriate software, management of en-
cryption keys, etc.

Recommendation 8  
Backup

A regulated backup process allows recovery 
from various cyberattacks. The best exam-
ple is a ransomware attack, in which a mal-
ware encrypts all existing information on a 
specific computer or on the organizational 
network. In such a case the information can 
be restored from backups, thus preventing 
more severe harm to the business. There 
are various backup methods, including local 
backup, cloud backup, and printing a physi-
cal copy. A triple backup can reduce the loss 
of information in the primary or secondary 
backup process.  

Backups can be made in the form of external 
disks or tapes that hold critical organizational 
information (mapping the information assets 
is the way to identify and locate such informa-
tion). Backups can also be made in the form 
of an alternative site to which the business 
transfers in the event of a disaster. The back-
up alternative will be chosen according to 
the unique nature of the business, depending 
on how critical it is to immediately return to 
work and the ability of the business to invest 
in various backup solutions.

Verify with the IT staff that there is an appro-
priate backup process in accordance with 
the recommendations.

For more information, see Control 25.12 in Cy-
ber Defense Methodology for an Organization. 

Recommendation 9  
Wireless networks 

The use of wireless networks is very common 
these days, both for the purpose of operat-
ing the business’s computer systems and for 
providing service and internet access for the 
customers. When installing a wireless net-
work in the office, it is advisable to instruct 
the IT teams to adhere to these rules:

01
There must be a complete separation be-
tween the business network and the custom-
er network. Set up two different wireless net-
works, so that customers (or those who use 
the service) cannot gain unauthorized access 
to the business systems.

https://www.gov.il/BlobFolder/policy/cyber_security_methodology_for_organizations/he/Cyber1.0_english_617_A4.pdf
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02
The infrastructure provider must be required 
to provide the following settings on the busi-
ness network:

• Encryption: Use the most powerful encryp-
tion means (at the time of writing, WPA2).

• Password: A long and complex network 
password must be set and replaced pe-
riodically.

• Hardening based on MAC addresses: Hard-
en as much as possible the MAC address-
es that connect to the wireless router 
(such as whitelist filtering).

• Hiding the Network Name (SSID): Hide 
the network name so that it is not visible 
to those scanning wireless networks in 
the area.

• Router Management: The default password 
for managing the router must be changed.

03
It is recommended to consider encryption 
solutions for other wireless components 
(such as wireless keyboard, wireless mouse, 
wireless printer, etc.).

Recommendation 10  
Cyberinsurance
 
Despite all the existing defense mecha-
nisms, cyberattacks still manage to harm 
businesses. The way to minimize the eco-
nomic harm from a successful attack is to 
purchase cyberinsurance, which will cover 
the business in case of economic harm as a 
result of a cyberattack. Keep in mind that, 
like any other insurance, cyberinsurance re-
quires the business to apply a basic level of 
protection in order to be eligible for com-
pensation. Beyond minimizing economic 
harm, this process will help in recovering 
from a disaster and in business survival.
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Table 2. Assembly of the Recommendations for Information Security and 
Reduction of Cyberrisk for Small Businesses

Recommendations Implementation Frequency Additional notes

Employee  
awareness

Training program, 
instructions page, 
email, posters 
around the business.

As the frequency 
increases, so  
does employee 
awareness.

The minimum  
frequency is once  
a year.

Companies that 
specialize in 
employee awareness 
campaigns can  
be used.

Mapping informa-
tion assets and risk 
assessment

Interview with 
all the factors 
in the company 
for locating the 
information assets 
of the business and 
conducting risk 
assessments aimed 
at pointing out 
weaknesses where 
increased security is 
required.

Online alignment, 
followed by an 
annual update.

It is recommended 
to prepare a 
questionnaire in 
advance.

See Table 1. Risk 
Mapping Table in 
this document.

Licensed software All of the software 
in the business 
should be checked 
to make sure that 
it has a license 
relevant for the 
business so that 
updates will be 
received. 

Conduct a 
legitimate software 
search once, after 
which each new 
software must be 
purchased with a 
valid license.

Establish a work 
procedure for 
purchasing software 
to make sure that 
all employees in 
the organization 
are aware of the 
importance of using 
legal software and 
act accordingly.

/02.
Is your business 
protected?

Table 2 presents 
a compendium of 
recommendations for 
cybersecurity and cyberrisk 
mitigation for small 
businesses.
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Recommendations Implementation Frequency Additional notes

Data encryption Perform a check to 
ensure that sensi-
tive information is 
being transported 
and stored on an 
encrypted platform.

Risk assessment in 
relation to the sen-
sitivity of the data in 
each combination 
of a new application 
or software.

Backup The method of 
backup depends on 
the volume of infor-
mation backed up 
and the frequency 
required.

It can be done using 
various methods 
such as cold or 
hot backup in a 
way that will allow 
recovery and access 
to information  
if needed.

The frequency of 
backups depends 
on the criticality 
of the backed-up 
information.

Seek the help of an 
expert consultant 
on backup and 
disaster recovery.

Wireless networks The internet service 
or router provider 
should be instructed 
to perform password 
hardening.

One-time initial 
settings.

Passwords should 
be changed once  
a year.

It is recommen-
ded to keep the 
passwords on a hard 
copy in a protected 
place.

Cyberinsurance As additional co-
verage in the face 
of cyberevents to 
improve business 
survival and disaster 
recovery capability.

Recommendations Implementation Frequency Additional notes

Antivirus software Automatic updates 
should be set up in 
the business antivi-
rus solution.

Depending on the 
risk management 
and the needs of 
the organization 
or according to 
the manufacturer’s 
recommendations.

Software updates The highest priority 
is for the operating 
system.

All operating 
systems include the 
option of automatic 
updates.

Make sure that 
all the computer 
systems in the 
business are indeed 
configured this way 
to ensure security 
patches are installed.

Automatic 
versus periodic 
updates should be 
examined.

Most software 
is automatically 
configured to 
update from 
the software 
manufacturer’s 
updates. 

Strong identification 
passwords

Enlist the help of 
an information 
security consultant 
or an integrator for 
strong identification 
systems to create 
an appropriate 
password policy 
and incorporate a 
two-step verification 
mechanism against 
phishing attempts 
for password theft.

The establishment of 
a strong identifica-
tion system is done 
only once.



Cyberthreats pose a risk to society, the economy, and the economic system in 
Israel. As such, they are targeted at everyone and do not differentiate between 
large organizations and small and medium-sized businesses.

In recent years, cyberattacks aimed at organizations in the economy have been 
based on advanced technologies and methods. A cyberattack on a small busi-
ness can cause significant harm, such as database deletion, operational and 
financial damage, and reputational harm, to the point of paralyzing and shut-
ting down business operations.

Today, the average security level of a small organization is insufficient in the 
face of cyberthreats and attack methods. Small businesses are an important 
pillar of the Israeli economic system and its economy. Therefore, it is necessary 
to increase the cyberresilience of small businesses.

The purpose of this document is to guide small businesses, providing them 
with an outline of a basic level of protection that will help reduce cyberrisks 
and minimize harm. This document is also suitable for businesses that do not 
employ full-time information security personnel. It presents the basic steps for 
the protection of computer systems, business information, and customers, and 
it can be used as requirements to be demanded of IT and computer service 
providers, and the company’s technical personnel. 

Additional obligations that apply to the business as a result of being subject to 
regulations (e.g., privacy, hazardous materials, etc.) should also be considered. 



Volume A: A methodological approach 

A.01 Cyberdefense Methodology for an Organization 1.0

A.02 Cyberdefense Doctrine 2.0

A.03 Use of Cloud Services: Addendum to the Organizational 
Cybersecurity Methodology

A.04 Organizational Coping in Cyberspace: The Insider Threat

A.05 Organizational Preparedness for a Cybercrisis

A.06 Supply Chain

A.07 Focus Questions for Cybersecurity Policymakers

A.08 Recommendations for Information Security and Reduction  
of Cyberrisks for Small Businesses

A.09 Cyberpractice: Creating and Conducting Cybersecurity  
Exercises for the Organization

A.10 Cyberrisk Management in the Operational Technology   
(OT) Environment

A.11 Risk Assessment Template: Retail Sector

A.12 Cyberpractice: How to Plan a Cybersecurity Awareness Program

Volume B: A technical approach

Volume C: Secure software development

Cyberspace is a field of opportunities in terms of technological progress, 
connectivity, integration, and global connection to the internet. But it is 
also a field of threats and risks. Cyberattacks can harm organizations and 
inflict significant financial and image damage. To be prepared to defend 
against cyberthreats, an organization must master a large number 
of specializations, whether they are technological, organizational, or 
process centered. The list of documents presented below reflects the 
state of the collection at the time of publication of this document.


