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INTRODUCTION
Quantum technologies have been around since the middle of the 20th century and, for 
the past 60 years, they have contributed to small-scale developments and improvements, 
primarily in medicine. Over the past decade, however, the field of quantum technology 
has grown significantly and its technologies are becoming increasingly relevant across 
several industries and sectors, with an immeasurable potential impact on society. We are 
at the dawn of a new era, the age of quantum technology. 

A new generation of quantum technologies will cut across most of the emerging tech-
nologies we know today, empowering many of them while threatening the security of 
others. They will disrupt current technology used in medicine, biology, genetics, education, 
economy and finance, energy, sustainable agriculture, transportation, and meteorology, 
among others, achieving a high social impact as well. Because of this, major global powers 
and the most prominent technology firms have already heavily invested in understanding, 
developing, and implementing these new technologies. 

This document is divided into four sections that explain different aspects of quantum 
technologies, including the way they work, their inevitable impact at both the techno-
logical and social level, and the actions governments and technology firms are taking to 
incorporate them into their programs and infrastructure. While we recommend reading 
the entire document, each of the four sections are self-contained so that the reader has 
an opportunity to skip sections if needed. Because of this, some definitions may become 
redundant for those reading the entire document. 

Section I aims to break down quantum computing and quantum information (including 
quantum cryptography), which are two of the most technologically disruptive quantum 
fields in the short and medium term. Section II discusses the impact of quantum tech-
nologies on existing digital technologies, such as cyber security, blockchain, artificial 
intelligence, the internet of things, drones, 5G, and 3D printing. Section III discusses 
the long-term social impact of quantum technologies for several different sectors, and 
it provides specific examples of use cases. To end on a topical note about the state of 
the quantum field, Section IV discusses some of the large programs currently being 
implemented by different international government institutions. Some more technical 
explanations have been reserved for the Appendices.

For the documentation and referencing of this publication, we have attempted to analyze 
and include the most relevant and impactful opinions, positions, and developments on 
quantum technologies. This has given way to a long list of references and recommended 
readings. However, it is possible that some might have been unintentionally left out; this 
will be corrected in future.



THE 
QUANTUM 
ERA

00 01 10 11

QUANTUM TECHNOLOGIES
Digital transformation, social impact, 
and cross-sector disruption



QUANTUM TECHNOLOGIES

The Quantum Era

7

THE QUANTUM 
ERA
The digital era we are currently living in has significantly changed our lives over the past 
few decades. It has allowed technology to take on larger and larger roles in our daily lives 
and at this point, it is hard for many of us to imagine what life would be like without 
our cell phones, computers, and televisions, for example. This digital era has shifted the 
way human beings interact and communicate with one another. Additionally, technology 
companies, such as Amazon, Google, and IBM, are quickly growing and have completely 
transformed the way we purchase goods, access information, and perform professional and 
personal tasks. As we start to move into a quantum era, we will see a similarly disruptive 
impact as we have seen in the digital one. Quantum technologies will infiltrate and 
influence our lives in unforeseeable ways. The specifics of their impending disruption and 
potential impacts will be discussed throughout this document.

	 QUANTUM TECHNOLOGIES
WHAT ARE QUANTUM TECHNOLOGIES?

In the first half of the 20th century, between 1900 and 1930, the study of elusive physical 
phenomena gave way to a new physical theory: Quantum Mechanics. This theory describes 
the workings of the microscopic world, the natural habitat of molecules, atoms, and 
electrons. Quantum Mechanics made it possible to understand that subatomic reality 
works in a completely counter-intuitive way where we can observe and measure processes 
that do not take place in the macroscopic world.

Throughout history, technological development has evolved as humanity has gained an 
understanding of the way in which nature works. The theory of Quantum Mechanics has 
allowed us to design technologies that can improve people’s lives because through it, we now 
better understand the microscopic world. In particular, it has contributed to the development 
of quantum technologies, which use the quantum properties of subatomic nature such 
as quantum superposition, quantum entanglement, and quantum teleportation.

Without going into much technical detail, quantum superposition describes how a particle can 
exist within different states at the same time; quantum entanglement describes the way in which 
two separate particles can be correlated in such a way that, when one interacts with the other, the 
other becomes aware and reacts to it; and quantum teleportation uses quantum entanglement 
to send information from one place to another in space, without needing to travel through it.

Several existing technologies using quantum phenomena, including lasers and magnetic 
resonance imaging (MRI) machines, have made a small but important impact over the past 
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half-century. However, it is only now that fields such as quantum computing, quantum 
information, quantum simulation, quantum optics, quantum metrology, quantum clocks, 
and quantum sensors are beginning to spearhead a technological revolution. Many of 
these already have relevant applications and active use cases that will be discussed in this 
document, while others are still in their infancy. 

In this first section, we will only discuss quantum computing and quantum information; 
being the most complex and likely the most disruptive, they are worth a more detailed 
explanation. We will later discuss the social impact of the seven fields mentioned in the 
paragraph above in Section III. 

	 QUANTUM COMPUTING
WHAT IS IT?

In order to understand how quantum computers work, it is convenient to explain how the 
computers we use every day -commonly referred to as digital or classical computers- work. 
Like all other electronic devices, their basic units of information are bits. This means their 
programs and applications are coded in bits, a binary language that uses 0s and 1s. Every 
time we interact with one of these devices, such as when touching a key on a keyboard, 
strings of 0s and 1s are created, destroyed, and modified inside the computer.

FIGURE 1.

Examples 
of binary 
language 
characters.

Character Bits

7 111

A 01000001

$ 00100100

:) 0011101000101001

This may seem to be a fairly simple process, but the relevant question is, what exactly 
are these 0s and 1s within the computer? The 0 and 1 states of the bits correspond to an 
electrical current, which either circulates (1) or does not (0) through microscopic pieces. 
The microscopic pieces are called transistors, and act as switches. When the current is not 
circulating, the transistor is “off”, and corresponds to a 0 bit in the computer. When the 
current does circulate, the transistor is “on,” and it corresponds to a 1 bit in the computer. 
An easy way to understand the way bits work is by thinking about 0s as being empty holes 
and 1s being holes that are filled. What fills these holes are, in fact, electrons, which is why 
computers are called electronic devices. Each digital character corresponds to a specific 
string of 0s and 1s, shown in Figure 1.
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Now that we understand better how classical computers work, we can try to understand the 
fundamentals of quantum computers. Similar to bits in classical computing, the basic 
unit of information in quantum computing is the quantum bit, or qubit. Qubits are 
defined as two-level quantum systems. They, like classical bits, can be at the lower level, 
marked by a state of low excitation or energy, defined as 0, and can also be at the higher 
level, marked by a state of higher energy or excitation, defined as 1. The fundamental 
difference here, in comparison to the binary nature of classical computing, is that qubits 
can also be at any of the infinitely many intermediate levels or states between 0 and 1 so 
that they are no longer binary as is the case with classical bits. For example, they can be in 
a state that is half 0 and half 1, or three-quarters 0 and one-quarter 1. This phenomenon 
of qubits being in intermediate states is an example of superposition, which stems from 
an important property of quantum systems known as quantum superposition.

In order to understand how qubits work in a more tangible way, we will focus on an elemen-
tary physics model for demonstration. Imagine an electron orbiting around the nucleus of 
an atom. Recall that the more energy electrons have, the more freedom they have to stray 
away from the nucleus, orbiting at increasingly further levels. The less energy the electron 
contains, the closer it orbits around the nucleus. To model an atom as a qubit, we would 
need to lessen the energy of the system, so the electron can only be in the two lowest orbits 
possible. We achieve this by cooling the temperature of the atom down. If the electron has 
access to more than two orbits, it is not a two-level quantum system, and thus, not a qubit. 
Let us call the orbit that is closest to the nucleus “state 0” and the one farthest from it “state 
1.” In order for the electron to be able to pass from orbit 0 to orbit 1, it needs to receive 
energy, and in order to go from orbit 1 to orbit 0 it needs to lose or dissipate energy.

When we look at an electron in an atom, we can only find it orbiting in one of the defined 
orbits, and not in between. Once the electron is cooled down, it is only possible to find 
it in the two lowest orbits, previously defined as either state 0, the lowest orbit, or state 
1, the next orbit. We can give electrons the exact amount of energy between state 0 and 
state 1 in order to get them to move from the lowest orbit to the next one. However, these 
orbits are not continuous, as there is a discrete energy gap between them. The key question 
here is: what happens when the electron is in its lowest state and is given an insufficient 
amount of energy to reach the next orbit? 

When an electron does not receive enough energy to get from state 0 to state 1, it can 
then be described as being in an intermediate state. This intermediate state is known as the 
superposition, which is a combination of states 0 and 1. This is an undefined state in which 
the electron cannot be observed because the laws of nature do not allow it to be in between 
orbits. The very moment we try to measure the location of an electron in this undefined 
state, the superposition dissolves and the electron shows up either in state 0 or state 1, and 
not in between. This phenomenon is known as system collapse or decoherence.1

1.	 The exact causes of the decoherence of quantum systems in nature still remain a topic of debate 
within the scientific community.
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This can be difficult to understand because we are used to observing the macroscopic 
world, where there is an observer-independent reality in which things are the way they are, 
regardless of whether they are observed and measured or not. However, in the subatomic 
world, different realities coexist until an interaction causes only one of them to “survive”. 
In this case, nature only allows the electron to be in specific orbits around the atom 
which, for the purpose of this example, we have reduced to two. If we provide it with or 
withdraw from it a lower amount of energy than would allow it to go from one orbit to 
the other, the electron can be understood as being in an undefined position between the 
two orbits until we observe it.2 The sub-atomic reality often remains indeterminate —as 
a simultaneous overlap of various realities— until there is an interaction. It then chooses 
what form to assume and which reality will prevail.

2.	 The atomic model of circular electronic orbits was presented by N. Bohr in 1913, but with the 
advent of Quantum Mechanics, it was understood that the electrons are distributed around atomic 
nuclei in more complex orbitals. Added to that, if we analyze this example with Einstein’s classical 
Theory of the Photoelectric Effect we would say that electrons in atoms can only take and dissipate 
amounts of energy that are proportional to the gap between levels. However, we think this simple 
example is very useful to explain the fundamentals of qubits. In practice, there are multiple ways to 
obtain these two-level quantum systems such as with trapped ions, defects in solids, semiconduc-
tors, superconductors or topological nanowires.

FIGURE 2.

Atom with 
two orbitals 
simulating 
the behaviour 
of a qubit.

1

0

Nucleus
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So, how do we determine which orbit the electron will appear in when we observe, or 
interact, with it? Unfortunately, the answer is that we can never know for sure. We can 
only know the exact probability that it will appear in orbit 0 or in orbit 1. This probability 
depends on the amount of energy the electron has when we observe it and at the moment 
it is observed, it “must decide”; the more energy it was given, the more probable it will be 
to find it in orbit 1 at the time of measurement.

Physicists came to this understanding of nature through their knowledge of Quantum Me-
chanics in the 20th century after decades of research and debates. It was initially rejected by 
scientists as important as Albert Einstein, who strongly believed in observer-independent 
reality and determinism. However, years of experiments have corroborated this theory of 
the microscopic world. 

HOW DOES IT WORK?

Quantum computers allow us to use the quantum properties of qubits in order to run 
quantum algorithms. These algorithms use superposition and entanglement to offer a 
much higher processing capacity than classical computers. It is important to note that 
the real change in paradigm is not that quantum computers are simply faster than 
classical computers, as several publications erroneously suggest, but that they allow for 
quantum algorithms that perform certain operations in a completely different, and 
importantly, much more efficient way. 

Let us look at a specific example of the efficiency of quantum computers over classical 
computers. Imagine we want to know which of the N=1,000,000 possible routes from 
Bogotá, Colombia to Lima, Perú is the fastest. To find the optimum route, a computer 
must start by digitalizing 1,000,000 options, meaning they need to be translated into 
bits for classical computers, and into qubits for quantum computers.3 While a classical 
computer would need to analyze the routes, one by one, according to a specific algorithm 
in order to find the best route, a quantum computer would use a process called quantum 
parallelism, which allows it to consider all routes at the same time. In quantifying this, 
we can see that a classical computer needs N/2 steps (500,000 attempts in this case) to 
find the optimum route, while a quantum computer can perform the entire operation in 
only √N steps (1,000 attempts in this case). 

In many cases, the advantage of using a quantum computer is not simply but exponential, 
thanks to quantum parallelism. With only n qubits, we can obtain a computing capacity 
equivalent to 2n bits. For example, with 270 qubits you could have more different and 
simultaneous combinations (base states) in a quantum computer than the number of 
atoms in the universe, estimated to be approximately 280.

3.	 Classical or digital computers have a multi-layered architecture, meaning our interactions with 
them take place at many layers above the logical layer of bits. However, these are common discus-
sions surrounding quantum computing as it is still in its infancy.



Photograph of a chip constructed by D-Wave Systems Inc. designed to operate as a 128-qubit superconduc-
ting adiabatic quantum optimization processor, mounted in a sample holder.
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0 or 1 
(one state at the same time)

N bits    1 state of N bits (at a time)

10 bits    1 state of 10 bits (at a time)

50 bits    1 state of 50 bits (at a time)

100 bits    1 state of 100 bits (at a time)

270 qubits

QUBITS

280 bits

BITS

N qubits    2n simultaneous states

10 qubits    1024 simultaneous states

50 qubits    1125899906842624 
simultaneous states

100 qubits     
1267650600228229401496703205376 

simultaneous states

α•0 + β•1
(2 simultaneous states)

000 or 001 or 010 or 100 or 011 
or 101 or 110 or 111

(one state at the same time)

α•000 + β•001 + γ•010 + δ•100 + 
ζ•011 + η•101 + ϴ•110 + σ•111

(8 simultaneous states)

00 or 01 or 10 or 11
(one state at the same time)

α•00 + β•01 + γ•10 + δ•11
(4 simultaneous states)
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FIGURE 3.

Progresses in the development 
of quantum computers in 
terms of number of qubits
* Riggeti commited to reach 128 qubits in 2019
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WHAT IS THE CURRENT STATE OF THIS TECHNOLOGY?

P. Benioff [1] and R. Feynman [2] were the first physicists to propose building computers 
based on the principles of Quantum Mechanics in the early 1980s. In the following 20 
years, theoretical models for their architecture and the algorithms that could run within 
them were created. It was not until two decades later, in 1998, that the first 2-qubit 
quantum computers [3-7] were built, and the first algorithms were run on them [8]. 
Another two decades went by before the quantum computing race really accelerated; 
after 19 years of relatively small achievements in terms of the number of qubits quantum 
computers could contain, IBM took the lead in 2017, first with a 17-qubit, and later 
with a 50-qubit quantum computer [9]. In 2018, Google announced that it had a 
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72-qubit microprocessor [10] and Rigetti has committed to reaching 128 qubits in 2019 
[11].4 Figure 3 shows the most relevant milestones, regarding the number of qubits, that 
have been published thus far. This is discussed in more detail in Appendix A.

Qubit instability is the main challenge quantum computing is currently facing. Because 
qubits are so highly instable, controlling them is extremely difficult using current technolo-
gy and this instability translates into computing “errors”. Quantum error correction is very 
different from error correction in classical computing, which uses redundancy. Classical 
computers write or send the same sequence several times such that once all packages have 
been recovered, the errors can be identified and the message reconstructed. Given that 
quantum states cannot be cloned [14], in order to correct an error in a qubit, other qubits 
are needed to also carry the error.

The individual qubits are called physical qubits. The groups of qubits, which can take care 
of error correction and behave as a single qubit with no errors, are called logical qubits. 
For a quantum computer to function perfectly well, there needs to be error correction. 
Thus, the amount of qubits that really matter are in terms of logical, not physical qubits. 
The great leap in implementation of logical rather than physical qubits is yet to come. 
According to some experts, the number of physical qubits needed to obtain a logical one 
could be in excess of one thousand.

It is estimated that a quantum computer with 1500 to 2330 logical qubits will be capable 
of breaking all existing cyber security [12,13], which we will later discuss in more detail 
in Section II. When exactly this will happen still remains unknown. It is also worth 
noting that the number of qubits in Figure 3 correspond to physical and not logical 
qubits. Although the number of qubits is relevant, it is not the only important feature to 
determine which of two quantum computers is better.

We believe that the first quantum computing services to be provided to the general public 
will be offered by large technology companies in the form of software as a service (SaaS). 
Eventually, hybrid processors will allow the use of classical or quantum computing, de-
pending on the problem and on the computing capacity needed by the user. In the same 
way that it is currently possible to run a virtual machine in different service providers’ 
clouds, such as Amazon, Google, and Microsoft, in the future we might be able to rely 
on hybrid quantum and classical computing services in the cloud.

4.	 The most popular quantum computers yet (only prototypes thus far) can be divided into two 
kinds: 1) Standard quantum computers, in which the qubits are quanta of magnetic flow in 
superconducting circuits, and 2) topological quantum computers, where qubits are pairs of 
quasi-particles called anions. Without going into too much detail, the advantage of the latter 
compared to the former is that, thanks to their architecture, topological quantum computers are 
more stable in terms of errors and noise. This poses one of the greatest challenges that quantum 
computing must overcome.
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	 QUANTUM INFORMATION
WHAT IS IT?

The field of quantum information is the quantum equivalent to the field of classical 
information that studies how to quantify, store, and transfer information. Every time 
we access the Internet, make a telephone call, or pay with a credit card, we generate data 
that travels around the world at speeds close to the speed of light. Information currently 
travels primarily through one of two channels: (i) by cable, using primarily copper pairs 
and the network of fiber optics which cover the planet with more than one billion meters 
of underwater cable [15,16], or (ii) wirelessly, using the network of wireless telecommuni-
cations that employs different satellites as repeaters to send information to its destinations.

In order for the data generated in our electronic devices to be transferred either by cable or 
wirelessly, they are equipped with network cards that generate both analogue and digital 
signals that travel through the telecommunications networks in an orderly manner, follow-
ing standardized protocols that have been developed and improved for decades. Analogue 
signals have a specific form and frequency, while digital signals consist of electric pulses. 

Not only is it important to have effective and secure transmission of data, but it is also 
necessary to have effective and secure storage as well. There are several technological 
options to store data. Commonly, the hard drives of the electronic devices generating 
the data, such as computers, cell phones, and tablets, store the data themselves. Data can 
also be stored in USB memory sticks, external hard drives, or the cloud. Cloud storage, 
which involves the use of third-party storage in exchange for a fee, is being used more 
and more frequently.

There are two fundamentals in maintaining secure data transfer and storage: cryp-
tography and authentication.

•	 Cryptography consists of encrypting data so that only authorized users are able 
to access its contents. Whenever we place a phone call or access a website that has 
the header “https”, encryption protocols are running in the background. Signals 
containing data can be intercepted when travelling through cable, optical fibers, or 
wirelessly, and thus, encryption is necessary so that data content cannot be accessed 
through an interception.

•	 Authentication enables us to confirm who we are communicating with when trans-
ferring data and is essential for cryptography to succeed. If we receive an encrypted 
message but we are not able to verify the messenger’s identity, we cannot be sure that 
the message was not sent or altered by someone else.

Cryptography techniques may be classified into two groups: symmetric and asymmetric. 
Symmetric techniques use the same key to encrypt and decrypt a given message or data 
set, and asymmetric techniques use different, but complementary, keys.
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Symmetric cryptography

Symmetric cryptography is completely secure in theory, but not very practical; it either 
has to be combined with asymmetric cryptography or is carried out inefficiently. Simply, 
symmetric cryptography processes can be described in three steps:

1.	 The sender and recipient agree upon and share a private key. 
2.	 The sender encrypts the message with the private key and sends it to the recipient.
3.	 The recipient receives the message and decrypts it with the same private key.

Symmetric cryptography demands the generation and exchange of a private key prior to 
the encryption, transmission, and decryption of the message. This kind of encryption 
is completely secure only if (i) the keys are completely randomly generated, (ii) the 
channel used to share the keys is completely secure, and (iii) the keys are not used 
more than once. However, using current or classical telecommunications, it is not viable to 
generate completely random keys because the algorithms that generate them always have a 
certain periodicity; they are repeated. Regarding the second requirement, the only classical 
way to have a completely secure channel to exchange these symmetric keys is to do so in 
person, which is highly inefficient. Doing it remotely implies trusting channels previously 
secured with asymmetric cryptography, which is not quantum-safe, as we will soon explain. 

With the exception of some intelligence agencies and governments that generate a large 
number of keys periodically and distribute them physically using external drives, classical 
symmetric cryptography is not typically used unless it is combined with asymmetric 
cryptography which, as we will see, will be unsafe in the future. 

One of the most famous historical examples of symmetric encryption is that of the Enigma 
machine used by the Germans in World War II. These machines had a set of rotors inside, 
allowing the machines to generate different sequences in the order of 1019 to encrypt 
messages. Each of these sequences were essentially symmetric keys. The machine’s operator 
was given instructions once a month on how to place their rotors so that all the machines 
in use encrypted and decrypted with the same key. None of the three requirements for 
secure communication presented two paragraphs above was respected and The Allies were 
able to take advantage of the third in breaking Enigma’s encryption. 

The Germans set the key (the configuration of the rotors) arbitrarily, rather than com-
pletely randomly; instructions were sent by courier and, although insecure, this was not 
the weak point; the weak point that was harnessed by The Allies was the fact that the 
same keys were being used for different messages. The Allies were able to identify repeated 
phrases on the keys, such as the header or the date, allowing them to discard many of the 
1019 possible keys, and find the right one.

Asymmetric cryptography

Given the inconveniences posed by symmetric keys, the development of asymmetric 
cryptography began in the 70s. Asymmetric cryptography allows for relatively secure 



Photograph of a quantum machine. The mechanical resonator which was placed in a superposition is situated 
in the bottom left of the chip. The smaller white rectangle is the coupling capacitor between the mechanical 
resonator and the qubit.
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point-to-point data transmission. This security relies on the difficulty to reverse certain 
mathematical operations, such as the factorization of prime numbers. Despite the fact 
that multiplying two prime numbers is a computationally simple operation, factoring 
the result of its product is exponentially more difficult. This involves the simple 
generation of pairs of “complementary” keys in such a way that a message encrypted 
by one of the keys can only be decrypted by the other.

The important thing to highlight here is that it requires an enormous computing 
capacity to find the key that decrypts the message based on the one that encrypts 
it, as is shown in Figure 4. This allows us to communicate securely with someone by 
requesting them to generate a pair of keys. They share a public key used to encrypt and 
send the message, which only they can decrypt with their private key when received. It 
works like a dropbox in a video rental shop; anyone can drop the film in the box but only 
authorized personnel can open the box to retrieve the videos. These processes can generally 
be described according to the following steps:

1.	 The recipient uses a given algorithm to generate a pair of keys periodically, which are 
known as the public key and private key. The public key is shared openly with the 
sender, and the private key is kept secret by the recipient.

2.	 The sender takes the public key offered by the recipient that they intend to send the 
message to, encrypts the message using the key, and then sends it to the recipient.

3.	 The recipient receives the encrypted message and decrypts it using the private key, 
which only they have access to.

Among the many problems that quantum computing will be able to solve in a much more 
effective manner than current computing in the future, are those that lie in the foundation 
of all the asymmetric cryptography used today. Quantum computing will eventually break 
all current asymmetric cryptography techniques used over the Internet and phones.

The three main algorithms used to generate keys in asymmetric cryptography are (i) 
RSA (based on the factorization of prime numbers, shown in Figure 4), (ii) discreet 
logarithms, and (iii) elliptic curves, all of which are described in Appendix D. In 1994, 
P. Shor presented a quantum algorithm that effectively reverses each of these three 
algorithms and warned that there may come a time when keys used in asymmetric 
cryptography will be broken faster with a quantum computer than they can be generated 
with a digital or classical one [17].

Luckily, the field of quantum information will eventually render asymmetric cryptography 
obsolete. Quantum cryptography allows for the generation of completely random 
symmetric keys that can be shared securely and effectively without having to use 
asymmetric cryptography to secure the channel or having to communicate in person 
to exchange them. In other words, it provides a secure channel to send completely 
random keys. This can be done by means of two processes: quantum random number 
generation (QRNG) and quantum key distribution (QKD).
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FIGURE 4. Example of the prime factorization problem, the basis of many 
current encryption protocols. All the computational capacity in the entire world 
could not factor extremely large numbers within a reasonable amount of time.

HOW DOES IT WORK?

The success of these processes, described in more detail in Appendix B, lies in the fact 
that they are implemented at the hardware level -in the physical structure of computers 
and channels- rather than at the software level -by means of programs- as is the case with 
classical random number generation and classical cryptography algorithms. This allows us 
to benefit from the advantages of physical processes with quantum properties which 
a) have complete uncertainty and are not deterministic, allowing for the generation of 
truly random keys,5 and b) exploit the fact that interception affects the result of the key 

5.	 A simple example is that of a semi-reflective mirror which lets through half of the light it receives, 
so that each particle of light that reaches it has a 50% chance of passing through. If we write 1 every 
time a photon goes through, and 0 every time a photon is reflected, we obtain a 100% random key.
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measurement; keys are coded into quantum states and thus, change when observed, 
enabling us to detect eavesdroppers that may observe the key during the transmission.6

Quantum symmetric cryptography is completely secure and resistant to quantum 
computing because its security relies on the laws of nature that govern physical processes 
taking place at the hardware level, rather than the software level, where security relies on 
the difficulty of reversing mathematical algorithms. 

WHAT IS THE CURRENT STATE OF THIS TECHNOLOGY?

While quantum computing is still under development, quantum cryptography is already in use. 

IDQuantique is the world’s leading manufacturer of quantum devices and sells quantum 
random number generators that are only a few millimeters in size. In terms of key ex-
change, the first QKD protocols were conceived of and published in the 1980s. The most 
widely used QKD protocol is BB84, proposed by C. Bennett and G. Brassard in 1984 
[19]. It is described further in Appendix B. The second most relevant QKD protocol is 
E91, proposed by A. Eckert in 1991 [20].

For the implementation of these protocols, it is necessary to have quantum systems to code 
into the randomly generated 0s and 1s that constitute the symmetric keys. For practical 
reasons, mainly photons are used as the quantum systems. 

Photons, or light particles, can travel through both optical fiber and free space. However, 
optical fiber has a much higher attenuation than free space when above the densest 
layers of the atmosphere. Currently, the limit when actually transferring these keys 
through an optical fiber channel is a few hundred kilometers. The first documented 
transfer consisted of a network of six nodes which were 29 kilometers in length, 
between Harvard University and Boston University in 2004 [21,22]. A recent ex-
periment succeeded in exchanging keys via optical fiber between nodes at more than 
400 kilometers of distance [23] in very favorable conditions. The scalability of these 
networks depends on the development of quantum repeaters, [24] which require very 
sophisticated quantum memories which are still being developed [25,26]. China owns 
the longest existing network, with 32 nodes more than 2,000 km in length between the 
cities of Beijing and Shanghai [27].

6.	 Most frequently, the polarization of light particles, photons, are used as quantum states. If we 
think of photons as arrows, their direction of polarization can be understood as the direction of the 
arrow. We can think of a 0 as a horizontal photon, and a 1 as a vertical photon. If an eavesdropper 
observes the key when it is being transmitted, the polarization of the photon (the direction of the 
arrow) changes, and so does the key. When a piece of that key is later exchanged, and thus sacrificed 
in order to check if both have the same key, it is possible to detect potential eavesdroppers. The rest 
of the key is used to encrypt information only if no eavesdroppers are detected.
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Satellites are used as nodes in wireless communications. The first country to launch a 
satellite for Earth-to-space and space-to-Earth quantum communication purposes was 
also China. In 2016, the QUESS (Quantum Experiments at Space Scale) space mission 
launched a 600 kg satellite known as MICIUS and the estimated total cost of the mission 
was $100 million [28,29]. In communication with three Earth stations in Delingha, 
Nanshan, and Lijiang, it was possible to generate and share quantum keys for the 
first time over long distances exceeding 1,200 km [30,31].

Because of this satellite, on September 17, 2017, one of the greatest milestones in the 
field of quantum information was achieved: a successful 90-minute quantum encrypted 
videocall between China and Austria over a distance of 7,600 km. To public knowl-
edge, this was the first intercontinental communication encrypted using secure quantum 
technology. After the quantum key was successfully generated and exchanged, the videocall 
data traveled over a regular optical fiber wire, and was encrypted and decrypted in China 
and Austria with the quantum secret key [32].

AUSTRIA CHINA

First intercontinental 
quantum encrypted 
communication (to the 
public knowledge)

In a few years, all internet-connected devices, and even some that are not connected to 
the internet, will encrypt the information they exchange using quantum keys that have 
previously been generated securely. When quantum computers are powerful and robust 
enough, any communication done without these quantum keys will no longer be secure. 
When quantum computers are ready to break classical keys, it will not only be unsafe to 
have new files which are classically encrypted, but any existing sensitive or confidential 
file which has already been downloaded or intercepted in the present time, may be 
kept until a quantum computer is able to decrypt it. This is already known as “hack 
today, crack tomorrow.” For this very alarming reason, governments and private companies 
are joining forces in the race to adapt quantum technology at an increasing speed in order 
to guarantee the safety of their data, as we will discuss in Section IV.

Appendix C contains a detailed summary of the most relevant initiatives in this area by 
governments, universities, and the private sector to date.
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IMPACT ON 
EMERGING 
TECHNOLOGIES

Emerging technologies, such as blockchain, AI, the Internet of 
Things (IoT), drones, virtual reality, 5G, 3D printing, robots, 
and self-driving vehicles are becoming increasingly relevant across 
various fields and sectors in this time of digital transformation. 
These technologies aim to improve our quality of life by acceler-
ating other technological developments and generating social impact. However, each 
of these technologies are growing in parallel for the most part. There are only a few 
companies developing products combining two or more of these technologies, such 
as blockchain and IoT or drones and AI. Eventually, these technologies will merge to 
generate an exponentially bigger impact than they would be able to alone. However, 
because they are still at a very early stage of development and because there is a shortage 
of developers and personnel with enough technical knowledge to make innovations, 
these convergences are still missing.

Quantum technologies will significantly disrupt the current progress and future develop-
ment of the emerging technologies described in the previous paragraph and will provide 
cross-cutting influence. This section will describe how quantum computers will threaten 
data authentication, exchange, and storage, having the greatest impact on areas where 
cryptography plays a fundamental role, such as cyber security and blockchain. 5G and 
IoT technologies also require secure data authentication and exchange and thus, quan-
tum computing will be significantly threatening for them as well. Despite the significant 
threats they pose, quantum computing and the other emerging technologies will allow 
for necessary technological evolution and growth. 
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	 CYBER SECURITY

FIGURE 5. OSI Model.

Layer Type Function Cyber  
security risk

7 Aplication Data High level APIs, programs 
and applications

Virus and trojan

6 Presentation Data Data representation & 
encryption Personal information 

theft and attacks on 
BIOS

5 Session Data Interhost communication

4 Transport Segments End-to-end connections 
and reliability

IP faking, authenti-
cation, MITM, data 
decrypting, reinjection 
attacks

3 Network Packages
Path determination, 
routing and logical 
addressing (IP)

2 Data link Infrastructure Physical addresing (MAC 
& LLC)

Eavesdropping, 
saturation attacks, ARP 
spoofing

1 Physical Bits Medial, signal and binary 
transmission (logical bits)

Undue access to the 
physical layer and 
data theft

WHAT IS CYBER SECURITY?

Cyber security is defined as the practice of protecting systems, networks, and pro-
grams. When the Internet appeared in the 1980s, it was necessary to develop universal 
standards and protocols so that people around the world speaking different languages and 
using different systems could communicate with one another on it in a unified way. With 
this aim, in 1984 the International Organization for Standardization (ISO) created and 
published the OSI model (Open Systems Interconnection), which defines seven theoretical 
layers [34], shown in Figure 5.

Each of these layers present the different risks that cyber security addresses. With the 
arrival of quantum computing and quantum cryptography, they will change completely.
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THE FUTURE OF CYBER SECURITY IN THE QUANTUM ERA

There are a wide array of risks associated with the use of Internet-connected devices, the 
most relevant of which are presented in Figure 5 within the framework of the OSI model. 
Note that many security breaches occur because of inadequate or unsafe behaviors on the 
part of users, which will not be discussed in this document. Outside of this, the two core 
categories in regards to security issues are cryptography and authentication, as you may recall 
from Section I. If network access for users is not forged, and the information is stored and 
shared using completely secure cryptography so that no unauthorized person can access it, 
most potential security breaches do not happen. Thus, this section focuses on the significant 
changes that cryptography and authentication will need to undergo in the quantum era.

Changes in cryptography and authentication will become crucial as the advent of quantum 
computing will put cyber security in serious danger. When quantum computers are robust 
enough, they will be capable of breaking every single cryptography and authentication 
protocol that rests unconditionally on asymmetric cryptography algorithms.7 Quotes from 
two of the most reputable standards agencies, the National Institute for Standards in Technology 
(NIST) and the National Security Agency (NSA), highlight the seriousness of this issue:

“If large-scale quantum computers are ever built, they will be able to break many 
of the public-key cryptosystems currently in use” - NIST [36]

“A sufficiently large quantum computer, if built, would be capable of undermining 
all widely-deployed public key algorithms used for key establishment and digital 
signatures.” - NSA [37]

Both agencies call attention to the problems quantum computing will engender for cur-
rent cryptography and authentication, and they also propose similar solutions to these 
problems. Both agencies are still reluctant to adopt new standards that rely on symmetric 
quantum cryptography (described in Section I) probably because they believe is not yet 
mature enough and would require a massive renewal of hardware to implement. Instead, 
their recommendations focus on Post-Quantum Cryptography (PQC). 

PQC proposes the use of new asymmetric mathematical algorithms that are more difficult 
to reverse than those currently in existence. This approach does not require hardware 
renewal; it only requires software updates. NIST proposes the use of lattice-based cryp-
tography, code-based cryptography, multivariate polynomial cryptography, hash-based 
signature, among other algorithms to be researched for this use [36]. They also commend 
the European initiatives, PQCrypto [38] and SAFEcrypto [39], and the Japanese initiative, 
CREST Crypto Math [40], that have already begun work in this area.

7.	 In 1994, P. Shor [17] published a quantum algorithm to effectively reverse cyber security protocols based 
on discrete logarithms and factorization of prime numbers. This algorithm has already been successfully 
implemented in quantum computers, and once quantum computers have a large enough number of 
qubits, it will be possible to use them to effectively break the cryptography we use currently.
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Additionally, in 2017, NIST called for proposals on PQC algorithms [41]. Their intention 
was to involve the community in playing a leading role in their search for an international 
consensus on the standardization of secure encryption methodologies after the widespread 
implementation of quantum computing is underway.

PQCrypto has already made specific recommendations on the use of new symmetric 
cryptography algorithms known as SPHINCS and XMSS [42].

The biggest problem posed by PQC algorithms is that they will never be completely 
secure. Their security relies on the fact that classical computers are not capable of 
efficiently solving very difficult mathematical problems, which are the basis of the 
PQC algorithm. Once quantum computers become larger and more capable, algo-
rithm reversal will become much easier to achieve, threatening the security of devices 
and networks secured by PQC algorithms. Quantum algorithms that are ready to break 
today’s cryptography already exist, and are simply awaiting quantum computers that are 
robust enough to run them.

Cryptography

The PQC algorithm reversal problem described above does not exist with quantum asym-
metric cryptography because quantum cryptography protocols (QKD) simply do not use 
mathematical algorithms. Rather, they consist of physical processes whose violability go 
against the laws of nature.

“QKD as a cryptographic primitive offers security that is guaranteed by the laws 
of physics [...]. This means that even assuming an adversary to have unlimited 
computational resources, including unlimited classical and quantum computing 
resources, QKD is secure now and always will be.” – ETSI [43]

In a much more complete document than those from the NSA and NIST, the European 
Telecommunications Standards Institute (ETSI) stated in 2015 that quantum cryptog-
raphy is the only alternative for long term secure encryption. They analyze quantum 
cryptography’s functioning, advantages, and challenges. Further, it describes use cases for 
QKD, including encryption and authentication, network infrastructure, cloud storage, 
and artificial intelligence, as well as areas of application, such as medicine and health, 
financial services, and mobile apps. [43]

Explained in Section I, the security enabled by quantum cryptography relies on the laws of 
physics because it takes place at the hardware level, rather than at the software level, which 
corresponds to layers 1 and 2 in the OSI model. The advantages afforded by the use 
of quantum processes in making quantum cryptography completely safe are that (i) 
the generation of keys is completely random, and (ii) keys are impossible to be spied 
on in an exchange without being detected. However, as mentioned before, quantum 
cryptography also has a disadvantage in that it requires hardware modifications 
and upgrades to incorporate quantum equipment, but devices are substituted and 
improved all the time so it should not be a strong barrier.
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FIGURE 6. Alice and Bob using quantum random number generators (QRNG) 
and quantum key distribution (QKD) to generate and share keys in a secure way.

There are readily available commercial options for this type of equipment. They typically 
consist of devices connected with one another to:

•	 Generate quantum random keys using quantum random number generators (QRNG).
•	 Exchange keys coded into quantum states, such as through the polarization of photons.
•	 Carry out a reconciliation process to detect potential eavesdroppers and debug the key.
•	 Transfer the key locally to a traditional encryptor, which is connected to the electronic 

device generating the information to be encrypted, shown in Figure 6.

IDQuantique is the current leading world manufacturer of these devices. Other compa-
nies, such as MagiQ, SeQureNet, and QuintessenceLabs, also have products; others, such 
as Toshiba, NEC, Mitsubishi, and IBM, have research programs in this area. 

Appendix C presents some of the most commonly used asymmetric cryptography tech-
niques and compares the ability of classical and quantum computers in breaking them. 
It can take from thousands or millions of years to days, hours, or minutes to break them, 
depending on the type of device being used.
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Authentication

Through quantum processes, quantum cryptography offers security that is not possible 
to achieve with classical cryptography. However, there is still no clear solution to the 
authentication problem. In regard to information encryption, asymmetric cryptography 
is used to authenticate and perform digital or electronic signatures. Specifically, a digital 
signature is simply a pair of public-private keys. In order to sign messages, we need to 
encrypt the messages with the private key so the recipient gets it encrypted with the 
public key, allowing them to verify that it is our message, as:

•	 Without our private key it is impossible to generate our public key.
•	 A trustworthy third party has previously verified that out electronic identity matches 

with our real identity and issued a certificate stating that the public key belongs to us. 
This certificate is attached to the messages we send.

The problem here lies in the fact that quantum computing allows us to discover the 
private key using the public key, making the safety of the whole process disappear. It is 
difficult to provide a quantum solution to authentication because the authentication of 
servers, which happens at a network level (layer 3 in the OSI model) and authentication 
of users, which takes place at the application level (layer 7 of the OSI model) are not 
easily translated to the physical level (layer 2 in the OSI model).

To understand this difficulty, it is important to keep in mind that authentication involves 
(i) generating an identity, (ii) validating that identity (by a trusted party), (iii) the 
possibility of verifying that identity (checking that it was validated by a trusted party), 
(iv) the possibility of repudiating that identity, (iv) reusing that identity and (v) re-
covering that identity, among others. In order to meet all of these requirements, records 
-or the use of memory- is required. However, the nature of the microscopic world makes 
it impossible to clone quantum states and it is very challenging to record something when 
copying it is not possible. Thus, quantum memory is extremely complex and is presently 
only under development [14]. Most quantum memories that have been developed to 
date are capable of only storing the states of a few photons at a time. The current record 
is held by a research group at the University of Warsaw, with 665 simultaneous states at a 
time, accomplished in 2017 [44]. Quantum memories will also have implications for data 
storage but there is a long to go before quantum data storage becomes a reality.

Despite these difficulties, there are some floating ideas on how to develop secure quantum 
digital signatures (QDS). In 2001, D. Gottesman at the University of California, Berkeley 
and I. Chuang at the MIT Media Lab [45] proposed the first theoretical model of quantum 
digital signatures.8 The most successful experimental accomplishments in this area have 
been carried out without using memories or quantum repeaters, both of which make the 

8.	 Without going into too much technical detail, these signatures work similarly to Lamport signa-
tures and Merkle trees, but use (i) random number generators for private keys and (ii) quantum 
mappings instead of hash functions to generate public keys from the private keys.
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process difficult. In 2015, the first implementation was able to transmit QDS at a distance 
of more than 2 km [46]. One year later, a transmission of over a 1.6 km distance [47,48] 
was made through the air. In the same year, the 100 km barrier was broken using a 102 km 
long optical fiber. This is the longest distance covered to date [49]. The problem posed by 
these signatures is that despite being completely secure, they are not reusable. When they 
are used, part of the private key is revealed. This makes them less practical than originally 
expected, even after overcoming their complex implementation in terms of infrastructure. 
For further information on the experimental progress of QDS we recommend referring to 
the publication, “Progress in experimental quantum digital signatures” [50].

An extremely interesting idea, whose implementation will be equally important for cryp-
tography and authentication is that of a quantum internet. Some technology firms, such 
as QuTech, are working on roadmaps to achieve interconnected quantum computer net-
works that combine all the advantages of quantum technologies, such as secure symmetric 
cryptography or synchronicity, through atomic clocks. Their working group has already 
published a paper defining six stages in the development of a quantum internet [51].

The development of quantum computer networks will require further development of 
viable and optimal quantum computer architecture that can utilize quantum properties 
in order to be secure at all levels. In 2000, D. DiVincenzo identified five criteria for the 
development of robust quantum computers, namely: (i) a scalable physical system with 
well-defined qubits, (ii) the ability to initialize the state of the qubits to a simple fiducial 
state, such as, for example, state |000 … › , (iii) long enough coherence times (longer 
than the operational time of quantum gates) (iv) a universal set of quantum gates, and (v) 
a qubit-specific measurement capability [52]. In 2017, M.F. Brandl published what he 
called a Von Neumann quantum architecture, which combined Von Neumann’s classical 
architecture with DiVincenzo’s five criteria [53].

Ultimately, it is a fact that cyber security will change radically in the next few years in 
order to withstand attacks from quantum computers. The proposed solution to improve 
asymmetric cryptography algorithms that are currently widely used is either the ideation 
of new asymmetric algorithms known as PQC, or quantum symmetric cryptography, 
consisting of QRNG and QKD. While the latter has proven to be completely secure, it is 
currently only useful for cryptography purposes and requires infrastructure adaptations. 
On the other hand, PQC offers only short-term guarantees but for the time being, it 
seems to be the most viable solution in terms of authentication. In the long run, we are 
likely to witness the birth of a new concept of the Internet, consisting of a completely 
different network of interconnected quantum or hybrid computers.

In Section IV, we will discuss how the great world powers are aware of this threat and 
are implementing billion-dollar programs to dominate and fight against it. Additionally, 
universities, start-ups, and large technology firms are increasingly seeking to play an 
important role in this emerging quantum field.
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	 BLOCKCHAIN
WHAT IS BLOCKCHAIN?

Blockchain technology was initially presented in 1991 by physicists S. Haber and W.S. 
Stornetta, who introduced the idea of a ledger to digitally record audio, image, video, and 
text files in an immutable and decentralized way [54].

In 2008, blockchain rose to fame with the advent of Bitcoin [55], a cryptocurrency 
whose security and functioning are guaranteed through blockchain technology. Since 
then, blockchain has provided technological support to more than 2,000 cryptocurrencies 
and to other digital solutions outside the area of non-fiduciary money. Some examples 
of the wide range of applications in which this technology can be utilized include supply 
chains, transparent voting systems, energy supply traceability, financial inclusion, remit-
tances, digital identity, humanitarian aid, medical and property records, and academic 
certifications, among others.

Blockchain technology’s utility lies in the fact that it allows us to keep an unchangeable, 
decentralized, and consensual record of transactions. A transaction is defined as anything 
that is registered in the blockchain, including tasks such as the creation of a user, the 
updating of a document, or the sale of an asset, among many others. When blockchain is 
used as it is meant to, all participants, or nodes, of the blockchain share a synchronized 
ledger. Any information that is pushed to the shared ledger by any of the participants 
must be previously validated by the other participants according to the rules defined in 
the consensus protocol.9

For more information on blockchain technology, we recommend reading “Blockchain: 
How to develop trust in complex surroundings to generate social impact value,” a 
document we published with the ITE Tech Lab, which explains its functioning from 
a thorough, but not overly technical, point of view. This publication answers questions 
about how to best utilize blockchain in digital solutions [56]. For lighter reading, we also 
recommend two related articles published in Abierto al Público [57,58].

WHAT IS BLOCKCHAIN'S SECURITY BASED ON?

There are two outstanding elements that need to be addressed regarding blockchain 
security. The first one has to do with participant keys, and the second with the 
encryption of transactions and blocks; we will again see that security revolves around 
authentication and cryptography.

9.	 In practice, many blockchain networks, commonly known as private or federated, (or permis-
sioned), have one or several entities that control the network. These entities decide who can have 
access to the network and what each authorized user’s read and write rights are.



A double-slit interference of the sunlight passing through two slits ~1 cm long and ~0.5 mm apart. At the 
top and the bottom of the image the interference on the edge of the slit produces noticeable variation of 
the brightness. Aleksandr Berdnikov.
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Participant keys

In blockchain, a pair of keys is generated for the two participants involved in a transaction 
and are known as public key or wallet and private key, which define and characterize 
their identification and authentication.10

The public key or wallet is the key that each participant displays for others to see 
when signing transactions, sending information, receiving information or in any way 
interacting with the blockchain. The private key is the key with which each participant 
authenticates themselves in the system. Only the holder of a private key can issue 
signatures with the public key.

The pairs of keys are generated by the blockchain for each participant, using asymmetric 
key algorithms. As previously explained in this section, quantum computers will be able to 
run quantum algorithms -specifically, Shor’s algorithm [17]- capable of efficiently reversing 
asymmetric algorithms to effectively find a user’s private key from their public key.

Block mining, consensus protocols, and reversibility of hash functions

In terms of security, another strong point of blockchain technology is the mining process. 
Mining is the process by which transactions that are grouped to create a block are 
encrypted using a hash function, which generates an irreversible alphanumeric string 
as output. This process is done according to the rules set out in the consensus protocol, 
which varies within each blockchain network.

The blockchain will be secure as long as the hash function used for encryption meets two 
known conditions: pre-image and collision resistance.

10.	 To be precise, the public key and the wallet are not always the same. In fact, it is important to 
highlight the difference, which will be explained in the following section. In the most important 
networks, the public key is generated with asymmetric cryptography from the private key and then 
hashed to give way to the wallet, so that the wallet is the hashed public key. This is due to space 
limitations, not security.
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Pre-image resistance

A hash function is said to be pre-image resistant if the message that contains a spe-
cific hash value is impossible to find within a reasonable timeframe. Hash functions 
are required to disable a hacker from having a better strategy than brute-force to 
reverse them.

Collision resistance

A hash function is said to be collision resistant if two different messages (transactions 
or blocks) cannot get the same hash within a reasonable timeframe.

Note that the number of combinations of transactions that define the content of a 
block are infinite, while the number of possible hashes resulting from the encryption 
of the blocks are finite because they are alphanumeric codes of a certain length. They 
are also restricted in that they must start with a given number of zeros. As any string 
of any size that is passed as an input to a specific hash function gives as an output 
another string of a fixed size, the input space is much bigger than the output space. 
In fact, it is infinitely bigger. Because of this, you cannot require a hash function to 
always give two different outputs for two different inputs. However, you do require 
it to be rare enough not to happen within the time you will be using that hash 
function; that is the timeframe mentioned above. 

FIGURE 7. Concept of pre-image.
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THE FUTURE OF BLOCKCHAIN IN THE QUANTUM ERA

Quantum technologies will affect blockchain technology in at least 4 different areas. 
The influence of quantum technologies on blockchain will primarily be related to the two 
security pillars, pre-image resistance and collision resistance, described on the previous 
page, cryptography, and to blockchain’s use of the Internet and classical servers or comput-
ers. These four areas are: (i) authentication, (ii) block mining, (iii) reversibility of hash 
functions, and (iv) the use of the Internet and its protocols for the communication 
between nodes and wallets.

Quantum technologies and authentication in blockchain

Blockchain technology uses asymmetric cryptography to generate public key - private 
key pairs for participants. Elliptic Curve Digital Signature Algorithms (ECDSA) are the 
most widely used algorithms for blockchain asymmetric cryptography.11 As stated several 
times throughout this document, quantum computing will be able to effectively break 
this kind of encryption (thanks to the Shor algorithm [17]) with critical consequences. 
End-user level blockchain authentication is only safe if hackers are unable to find the 
end-user’s private key, which gives access to their assets stored in the wallets. 

11.	 Specifically, the two main public networks, Bitcoin and Ethereum, use the parameters in the 
secp256k1 ECDSA curve proposed by Certicom [60,61,62] and Hyperledge. The most widely used 
network software for private and federated (permissioned) networks uses the prime256v1 curve, 
with the authorization of Ethereum [63].

FIGURE 8. Concept of collision. 
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An example of simulated data modeled for the CMS particle detector on the Large Hadron Collider (LHC) at CERN. 
Here, following a collision of two protons, a Higgs boson is produced which decays into two jets of hadrons and two 
electrons. The lines represent the possible paths of particles produced by the proton-proton collision in the detector 
while the energy these particles deposit is shown in blue. Lucas Taylor / CERN. October 1997.
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There is still no known way to reverse hash functions with quantum algorithms. Because 
wallets are not the public keys in themselves, but rather the result of hashing them, know-
ing a wallet does not allow a hacker with a quantum computer to find the blockchain user’s 
private key that gives access to the wallet. They would have to reverse a hash function to 
get the public key from the wallet and then reverse the asymmetric cryptography algorithm 
to get the private key from the public one. With digital or classical computers, none of 
these two processes are feasible, but quantum computing offers an advantageous solution 
for the latter. Quantum computers can find private keys, as public keys are disclosed in 
the blockchain network when the user makes a transaction. At the moment in which 
the public key is disclosed, a quantum computer that is powerful enough can use 
Shor’s algorithm [17] to apply reverse engineering and find a user’s private key within 
minutes, as there is no longer a hash function protecting the public key. The moment 
this happens, that user’s identity and assets in the blockchain can be stolen and sent to a 
different account without any possible way of claiming them back. 

One way to minimize the threat this poses is to regenerate the pairs of keys following each 
transaction. Even if this practice was always followed, the threat still remains while the transac-
tions are in the process of being accepted and incorporated into the synchronized copies of the 
ledger. For the transaction to be accepted by the blockchain nodes, it must be incorporated into 
a block, which must be supported by the network. In some instances, there are blocks that are 
not supported by the network, and the transactions, despite having been able to enter the block, 
have not reached the longest version of the chain and thus, are not accepted by the blockchain. 
In the Bitcoin network, one block is published every 10 minutes on average. The acceptable 
amount of time for the blockchain node pushing the transaction to wait is until the other six 
blocks have been added subsequently in order to make sure that the block and its transactions 
have been accepted by the network. This process takes close to one hour. During that period, 
the public key is disclosed to the network, and a quantum computer that is sufficiently fast 
and powerful enough could use it to find out the private key, access the account, and steal the 
property -including that which is being transferred in the intercepted transaction - before it is 
consolidated in the blockchain and the key is changed and secure again.

According to the calculations made by two studies conducted at Waterloo University 
and the Microsoft Research Center, the estimated number of logical qubits needed to 
implement quantum algorithms that are capable of breaking 256 bit-long encrypted 
digital signatures generated with ECDSA currently used in these networks, are 1500 
[12] and 2330 [13]. It remains uncertain the amount of physical qubits this is equal to, 
but experts estimate that a logical qubit could require more than a thousand physical 
qubits. According to extrapolations made by a third study conducted by researchers in 
Singapore, Australia, and France, in 2027 there will be quantum computers powerful 
enough to break private keys in less than 10 minutes [64].

Thus, there is a pressing need to change the key-generating algorithms in blockchain. There 
are three ways to do this, as we discussed in the section on cyber security:

•	 Using more sophisticated algorithms to generate asymmetric keys, also known as 
“post-quantum cryptography” (PQC). However, the security of PQC is temporary 
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because eventually, they will be broken. Discussed in the previous section, the NIST is 
in the process of evaluating a public call for proposals [41] for a better solution and the 
European initiative, PQCrypto, has identified the hash-based algorithms, SPHINCS 
[65] and XMSS [66], as being the best alternative candidates so far [42].

•	 Using quantum symmetric cryptography. As it stands, quantum technology allows 
us to (i) generate completely random symmetric keys with quantum random number 
generators and (ii) share them in a completely secure manner by coding them into 
quantum states that change when observed. However, it is still unclear how to use 
quantum properties to develop asymmetric cryptography schemes, such as those cur-
rently used for authentication and digital signatures, as we are still at a very early stage 
in the development of quantum memories and quantum repeaters. The same is true 
in regard to quantum signature schemes, where progress is very slow, and the longest 
implementation distance for one of these protocols so far was 102 km in 2017 [49], 
discussed in the previous section.

•	 Developing a new digital signature methodology that can use the quantum 
symmetric cryptography that is already available to allow for completely different 
authentication and digital signature schemes, without the need for public-private 
key pairs. Although this has not yet been proposed, it would be more complex at 
the beginning because it involves a change in paradigm and the generation of new 
equipment, as quantum cryptography takes place at a hardware level. However, it would 
also be simpler in practice because it does not require the use of quantum symmetric 
cryptography to forcibly perform the asymmetric cryptography of authentication and 
digital signatures, as is the case with current quantum digital signature protocols.

So far there has not been a single documented initiative that has implemented one of 
these alternatives, or any others, to improve the lack of security surrounding authen-
tication in blockchain. The most remarkable proof of concept thus far might be one 
conducted by Russian researchers in July 2018. It reports the use of quantum digital 
signatures [67], which corresponds to the second bulleted solution described above. In 
their November 2018 issue, Nature published the same group’s analysis of the threats 
quantum computing poses for blockchain, as well as the potential quantum solutions 
that need to be developed [68].

Surprisingly, the reaction and movement from the blockchain community in response to 
warnings of these impending threats has been minimal to non-existent. In fact, a significant 
part of the blockchain community is not even interested in understanding the threat that 
quantum computing poses for blockchain. For example, at the largest blockchain event of 
the year, Consensus 2018, which gathered more than 8,500 people together in New York 
City, there were no presentations or panels about the issue. The same was true at the most 
important blockchain event in Latin America, Labitconf 2018, held in Santiago, Chile.

Despite the majority of the blockchain community’s ignorance to the threat of quantum 
computing, some blockchain community leaders have reacted. For example, one of the 
most important and well respected figures in this community, Vitalik Buterin, who estab-



QUANTUM TECHNOLOGIES

Impact on Emerging Technologies

39

lished Ethereum in 2015 [69], has acknowledged the concerns surrounding the threats of 
quantum computing. He has also showed his satisfaction with Lamport signatures [70], a 
hash-based scheme, and has spoken of his intentions to include it in his digital signatures 
once quantum computers become a tangible threat [71,72].

We must note that any proposed solution will pose extra challenges to the blockchain 
community. It will be difficult to reach consensus on making major changes to the public 
networks or on updating all the digital signatures of all active accounts. However, it is very 
important that these debates become real as soon as possible because all downloaded data 
that is currently encrypted with classical asymmetric cryptography will be vulnerable 
to decryption through future quantum computers.

Quantum technologies and the reversibility of hash functions

For now, blockchain is in luck as there are no known quantum algorithms that can 
optimally reverse hash functions, even though there is no mathematical proof that they 
are not reversible [73,74]. Thus, the resistance to pre-images is safe for now but there 
is no guarantee that this will always be the case. The day this happens, blockchain 
technology as we now know it will become obsolete.

In regard to collision resistance, the other significant security feature of hash functions, 
safety depends exclusively on the “quality” of the hash functions and therefore, the 
safety of collision resistance will not change with the advent of quantum computing. 
If the functions are good enough, and are not used for too long, it will be highly improb-
able for two different chains of data to have the same hash.

Quantum technologies and block mining

Another area that will be impacted by quantum technologies is block mining. Quantum 
computers will be able to run Grover’s quantum algorithm [75], which allows us to find 
a specific element in a disorganized list of N elements in √N number of steps. Classical 
computing needs N/2 steps on average to do the same. Mining blocks in blockchain is 
similar in a way to finding a specific element on a list. Mining involves searching for a 
random piece, called a nonce. The nonce is concatenated to the rest of the elements in 
the block (block number, transactions, hash of the previous block, etc.) and gives a valid 
hash.12 Therefore, quantum computers will be able to mine blocks by running a quantum 
algorithm a fewer number of times to find the hash.

12.	 In public networks, such as Bitcoin or Ethereum, there is a competition to find the hash in each 
block, for it entails a reward in the form of cryptocurrency. In Bitcoin, that reward is currently 12.5 
Bitcoins, equivalent to about $50,000, in March, 2019. At its highest point, in January of 2018, it 
reached $237,500. It is this reward that motivates the computational and energy expense undertak-
en by these miners.
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Bitcoin, the most popular public network to date, requires the average number of hashes 
that need to be attempted in order to find the valid one and win the consensus protocol, 
or “proof of work,” to be 2256/t, where t is a parameter that is recalculated every 2016 
blocks. It is recalculated this often so that the difficulty to hack is maintained according to 
the mining community’s guideline that, on average, it takes them 10 minutes to find the 
valid hash. The difficulty can be defined as D = 2224/t, which is the number above divided 
by the number of nonces available, which is 232 [23]. As of January 2019, the difficulty 
is D = 5 * 1012 [76], which, using the formula above, means that a classical computer 
will have to make about 4.19 * 1029 attempts on average. In theory, a quantum computer 
would only need to make approximately 6.48 * 1014.

A study conducted by institutions in Singapore, Australia, and France determined that 
quantum computing will not be capable of mining blocks faster than the classical devices 
currently used for this process (ASIC) [77] within the next decade. They establish that 
the number of logical qubits13 needed to mine blocks efficiently would be 2024, which 
they expect to become a reality between the years 2025 and 2030. They do not expect 
quantum computers to be able to do this before 2030 because ASIC devices have been 
very efficiently designed for this purpose and will continue to be better than quantum 
computers in doing so until then. Once quantum computers are able to efficiently mine 
blocks, they will do so 100 times faster than the ASIC devices [64].

Once this happens, the problem it will cause will not be critical and the solution to 
safeguarding blockchain security will remain simple. In the case that the current consensus 
protocols are maintained, it is always possible to increase the level of difficulty to make 
up for the increase in speed offered by quantum computing. Cuckoo Cycle [78], 
Momentum [79] and Equihash [80] are proposing new consensus protocols which 
offer a higher resistance to quantum computing. Although they continue to apply hash 
functions to the information in the blocks, the validity conditions of the blocks now apply 
not only to the nonce, but also to the header [81], in such a way that it will not be enough 
to simply iterate over a succession of elements until the valid hash is found.

Quantum technologies and the use of the Internet

In the section on cyber security, we analyzed some Internet security threats that will come 
with the rise of quantum computing. These same threats directly affect blockchain because 
it uses the Internet. Two adverse consequences will affect blockchain in the context of 
using an unsafe Internet network:

•	 Node and wallet identity thefts.
•	 Practices known as “man in the middle” (MITM), which consist of an unauthorized 

third party that intercepts and changes information exchanged between a wallet and 
a node or between nodes.

13.	 Logical qubits are used for the processing. However, for error correction, each one of these qubits is 
accompanied by several other qubits, known as physical qubits.
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For details on the possible ways to obtain a secure Internet in the era of quantum 
computing, please refer to the discussion in the cyber security section. 

Finally, it is worth briefly mentioning the existence of proposals to build entirely 
quantum blockchains that are based on the entanglement phenomenon and on the 
impossibility of copying quantum states [82]. Recall that quantum systems change when 
observed, rendering cloning impossible, as we explained in the section on quantum 
technologies [14]. Once developed, quantum blockchain technology will be significantly 
different from current blockchain technology and will offer complete security because 
it will be based on physical processes, rather than on the mathematical difficulty of 
reversing hashes or digital signatures. Recall that this is the same reason quantum 
cryptography is naturally more secure than the limited security offered by classical 
cryptography, explained in the section on quantum cryptography. In the event that 
quantum computing eventually allows for effective reversal of hash functions, a quantum 
blockchain solution seems to be the only viable one for blockchain’s future.
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	 ARTIFICIAL INTELLIGENCE
WHAT IS ARTIFICIAL INTELLIGENCE?

Artificial intelligence (AI) has been defined in many ways. For the purposes of this paper, 
we will refer to AI as the ability for machines to exhibit behaviors that are similar to 
those of human beings, such as reasoning, learning, perceiving, planning, being creative, 
and solving problems.

There are certain disciplines in the field of AI such as machine learning, neuronal 
networks, language processing, image recognition, voice recognition, etc., which, 
together, provide the machine with the ability to display human behaviors. With 
increasing frequency, the algorithms behind these subcategories are designed to learn 
autonomously, as they are fed with data.
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The abilities of AI machines are usually classified into four levels depending on the degree 
of the machine’s behavioral sophistication:

•	 Reactive: Ability to respond to stimuli or input in real time without taking into account 
past experiences or memorizing processes.

•	 Limited memory: Ability to respond to stimuli or input by making decisions that take 
past experiences that are stored in a memory into account.

•	 Theory of mind: Ability to have their own thoughts and feelings which influence their 
decisions and their interaction with the world.

•	 Awareness of self: Ability to be aware of their own consciousness and existence, and to 
understand themselves apart from simply understanding human beings.

The last of the four levels is associated with the ideal concept of artificial intelligence, in 
which machines are capable of fully simulating an intelligence that is similar to that of human 
beings. However, thus far, it has only been possible to develop AI machines with the capacity 
for the first two levels. This has been a significant point of frustration and disappointment. 

THE FUTURE OF AI IN THE QUANTUM ERA

It is possible that the implementation of quantum computing is just what AI needs to 
reach more advanced stages [83-85]. There is currently a growing active field of research 
in quantum artificial intelligence and quantum machine learning.

Since the year 2000, research has been published on the ways in which quantum computing 
can be applied to the mapping of language expressions [86], game theory [87], image 
classification [88], coordination problems [89], natural language processing [90], economic 
strategies in the context of public goods games [91], and even quantum artificial life [92].

A study showed that the main areas in which quantum computing could be applied to AI 
in the short term with a processor of around 1,000 logical qubits are (i) problems that are 
currently hard and intractable for the ML community, for example generative models in 
unsupervised and semi-supervised learning, (ii) datasets with potentially intrinsic quan-
tum-like correlations, as in cognitive sciences (iii) hybrid algorithms where a quantum 
routine is executed in the intractable step of the classical ML algorithm pipeline [93].

The ability to address exponentially complex problems in AI rests on the premise that 
quantum computing will be able to do mathematical operations which are not yet possible. 
For instance, current social platforms collect massive amounts of data per second that cannot 
be used to make real-time recommendations because the necessary computing capacity to 
do so is not available. This also applies to traffic regulation in the transport sector and to the 
prediction of financial crashes in the financial sector, as we will discuss later in this document.

In 2014, four Chinese researchers published the first implementation of a machine-learning 
quantum algorithm in a four-qubit processor [94]. The algorithm they implemented was the 
quantum version of the support vector machine (SVM) technique, a supervised algorithm 
capable of classifying new data from existing data that have been pre-divided in groups. The 
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technique they implemented is known as quantum support vector machine (QSVM), and 
it was applied to the problem known as optical character recognition (OCR), used for text 
digitalization. The aim of the experiment was for the quantum processor to identify the 
numbers 6 and 9 in writing. To do this, a machine was trained with images so that it could 
understand a written 6 and a written 9, and succeeded in classifying them.

There are several theoretical studies that discuss the fusion of AI and quantum computing, 
proposing algorithms in the areas of deep learning and neural networks, among others [95-107].

There are already many online quantum computer simulators that can start testing these 
kinds of algorithms. They use various existing programming languages such as C, C++, 
Java, Matlab, Maxima, Python and Octave, and new ones, such as Q# [108]. The Rigetti 
Forest [109] and the IBM QISKit [110] stand out among the most popular platforms to 
play with a virtual quantum machine.

A very interesting study [111] simulates quantum artificial life [92], which consists of 
imitating the processes of reproduction, mutation, interaction, and death. In it, pairs of 
qubits serve as individuals, with one qubit representing the genotype and the other, the 
phenotype. The information is coded in the genotype and communicated generation 
after generation.

In concluding this section, we want to highlight that although this is a very new field 
(most of the literature consists of 2018 publications), there is a growing community of 
researchers who are quickly generating large amounts of knowledge in this area. As virtual 
machines and real quantum computers introduce more qubits and become more robust, 
quantum AI will become a reality. Because of this, it is possible that machines may even-
tually develop the capacity for emotions and consciousness. The effect this development 
could have on the world is immeasurable.

FIGURE 10. Grover’s algorithm for 2 qubits running on IBM’s online quantum simulator.



JILA’s three-dimensional (3-D) quantum gas atomic clock consists of a grid of light formed by three pairs 
of laser beams. A stack of two tables is used to configure optical components around a vacuum chamber. 
Shown here is the upper table, where lenses and other optics are mounted. A blue laser beam excites a 
cube-shaped cloud of strontium atoms located behind the round window in the middle of the table. Stron-
tium atoms fluorescence strongly when excited with blue light. Credit G.E. Marti/JILA
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	 OTHER TECHNOLOGIES

THE INTERNET OF THINGS (IOT) AND DRONES

One of the fastest growing emerging technologies is the Internet of Things (IoT), which 
refers to a network of devices connected through the Internet. According to Ericsson, the 
number of these devices will exceed 25 billion in 2020 [112] and according to Bain, it 
will generate more than 300 billion US dollars per year, [113] primarily in the sectors of 
agriculture, automobiles, and infrastructure [114].

The company, QLM Technology, has developed an application combining IoT, drones, 
and quantum sensors. They mounted a quantum sensor on a drone that is capable of 
detecting natural gas leaks at a 150-meter distance, moving at a speed of up to 38 km/h. 
Quoting its founder, this provides “10 times more sensitivity than its competitors to 
detect these leaks, which cause losses between 6 and 35 billion US dollars for the natural 
gas industry per year” [115].

An article published by Telefónica in 2017 discussed the great impact that quantum 
technologies are expected to have on the IoT, highlighting the need to use quantum 
information to create quantum telecommunication channels connecting these devices 
in a secure manner, and quantum computing to make them smarter and more efficient 
[116]. Furthermore, it agreed with GrowthEnabler in the idea that Smart Cities will be 
one of the sectors that benefit the most from the IoT [117]. Articles published in Forbes 
[118] and IDQuantique’s [119] contain further information.

5G

The rapid increase in the number of devices connected to the Internet has created an 
urgency for the development of 5G, the fifth generation of mobile communications. 5G 
will offer higher speed at a lower latency in data upload, traffic, and download. The efforts 
to develop this technology are geared towards making it quantum-safe so that it is resistant 
to the threat of quantum computing in hacking communications. 

A study published by Deloitte in 2018 acknowledges 5G development efforts by several 
countries including the USA, South Korea, Japan, and Germany. They note that China 
stands out from the pack as it has made significant investments in infrastructure and towers 
and is considered to be the current leader in terms of development and implementation 
of 5G networks. For example, since 2015, China Tower, the largest telecommunications 
tower manufacturer in the world, has invested 17.7 billion US dollars in capital and added 
more than 350,000 infrastructure points in China [120].

South Korean company, SK Telecom, has made significant movements in merging 5G 
technology with quantum cryptography. In 2017, at the Mobile World Congress in 
Barcelona, they signed an agreement with the German company, Deustche Telekom, 



QUANTUM TECHNOLOGIES

Impact on Emerging Technologies

47

to “guarantee secure telecommunications in the quantum era” [121] as well as another 
agreement with Nokia to “work jointly in quantum cryptography” [122]. One year later, 
at the same event, they announced a 65 million US dollar investment in the leading 
quantum technology manufacturer for cryptography, IDQuantique [123].

These alliances have already proven to be successful. In June 2018 Deutsche Telekom 
announced [124] that it would be running trials involving quantum cryptography systems 
(quantum random number generators and quantum symmetric cryptography protocols) 
in its test network in Germany [125,126]. A few months later, in September 2018, 
satisfactory interoperability tests were reported between IDQuantique’s asymmetric cryp-
tography systems and the Nokia Secure Optical Transport solution [127] on SK Telecom’s 
commercial telecommunications network in Seoul, to connect real data in production in 
Korea, between the Bundang and Jung-gu districts [128].

Furthermore, in South Korea, SK Telecom, KT and LG Uplus have agreed to work 
collaboratively with one another in the development of a 5G infrastructure for the entire 
country [129]. Together, these three telecommunication companies are advising the Inter-
national Telecommunications Union (ITU), the UN agency responsible for information 
and communications technologies in the drafting of documents [130]. The ITU develops 
standards for governing the establishment of telecommunications networks, including 5G 
and quantum cryptography technologies that are interoperable across the world. These 
kinds of standards are essential to ensuring the various emerging initiatives in different 
countries are scalable and interoperable.

In the United States, Quantum Xchange is the country’s first company to develop a 
commercial network that incorporates quantum cryptography [131]. It will “connect 
the financial markets on Wall Street with back office operations in New Jersey, helping 
banks keep high-value transactions and mission-critical data safe and secure” [132]. This 
telecommunications company entered into an 8.9 million US dollar agreement with SK 
Telecom [133] for it to provide quantum cryptography systems.

3D PRINTING

The development of quantum sensors has already been empowered by 3D printing, which 
consists of building three-dimensional objects by adding material layer by layer under 
computer control. 

In the last few years, there has been significant progress in the preparation, control, and 
measurement of atomic gases. This has allowed for the development of unprecedented 
quantum sensors that provide significantly higher precision to the measurement of mag-
netic and gravitational fields. It can be used in biomedical scanners, non-invasive under-
ground mapping, or GPS navigation [134,135]. 3D printing can effectively manufacture 
portable quantum sensors for these applications. Different working groups have already 
been using additive manufacturing techniques (the industrial name for 3D printing) to 
manufacture atom traps, vacuum chambers, and magnetic shields [136,137], which are 
essential devices in the fields of quantum sensors and metrology.
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IMPACT ON SECTORS 
AND INDUSTRIES
In the previous sections, we discussed quantum information and quantum computing 
in detail. While these might be the two most disruptive fields for the future of quantum 
technologies, there are many others that will also be impactful across several industries and 
governments. Thus, in this section we will discuss the social impact of quantum simulators, 
quantum optics, quantum metrology, atomic clocks, and quantum sensors in addition to 
that of quantum information and quantum computing. Sectors and industries as medicine, 
biology, genetics, education, finances, economy, agriculture, transport and meteorology 
will be provided with a new set of useful quantum tools. We consider it necessary to begin 
this section with a brief description of all these emerging quantum technologies.

QUANTUM COMPUTING

Quantum computing is the most widely 

known quantum technology. It has the 

potential to crush the computing capacity 

currently available with classical computing 

and has potential applications in all fields 

imaginable. Since the year 2000, univer-

sities and large technology firms such as 

IBM, Google, Microsoft, and Rigetti have 

been racing to develop quantum computers 

that can hold more and more qubits. As of 

late 2018, Google holds the record, with 72 

qubits. Despite the fact that some smaller 

issues have been resolved on a case-by-

case basis, none of these new quantum 

computers have shown an advantage over 

digital or classical computing yet. Once 

they are able to surpass classical comput-

ing in their problem-solving abilities, we will 

have reached what is known as quantum 

supremacy, which is expected to happen 

very soon. Several experts have predicted 

that in only 10 years’ time, sufficiently ro-

bust quantum computers will exist that are 

capable of achieving significant milestones, 

including the breaking of all existing asym-

metric cryptography.

QUANTUM INFORMATION

Quantum information is the field that studies 

quantum quantification, storage, and data 

transfer. It includes the area of quantum 

cryptography, which will offer a completely 

new way of protecting information and data 

from both classical and quantum computing 

interception efforts. Quantum cryptography 

was successfully tested for the first time 

more than 10 years ago. Switzerland, for ex-

ample, has been using quantum encryption 

to protect national election data between 

the data counting and storage centers since 

2007. Currently, China is the leader in this 

field. In 2016, it launched the first satellite 

that enabled quantum encrypted intercon-

tinental communications that eventually 

allowed for a 90-minute long videocall to 

Austria in 2017. It hosts and operates the 

largest ground-based quantum commercial 

network that is more than 2,000 km long. 

Predictions expect a quantum telecommu-

nications network between Asia and Europe 

within the next decade, and a global net-

work by 2030.
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QUANTUM SIMULATORS

A quantum simulator is a quantum physical 

system that can be prepared or manipulat-

ed to allow for the study of the properties 

of a complex quantum or classical system. 

This is achieved either by reproducing the 

systems at a smaller scale under controlled 

conditions or by working effectively with 

the mathematical function describing the 

system’s dynamics. There are different 

types of quantum simulators that can solve 

problems that classical computing cannot, 

but unlike quantum computers, they are 

not universal. This means that they cannot 

solve “any solvable problem”. They are 

programmed to tackle specific problems 

or situations.

QUANTUM METROLOGY

Quantum metrology is the study of the use 

of physical systems with quantum properties, 

such as entanglement, used to make precise 

and sensitive measurements. Again, this field 

is very important for quantum information, 

communication, and cryptography.

QUANTUM OPTICS

Quantum optics is the field that deals with 

the quantum processes and phenomena 

occurring at the microscopic level in the 

interaction of photons and matter. This 

field is essential to the fields of quantum 

information, communication, and cryptog-

raphy because it is at the very basis of un-

derstanding photons. It is also useful in the 

manufacturing of all kinds of high-precision 

light sensors that are cheaper, smaller, and 

easier to manipulate than traditional light 

sensors. Quantum sensors are becoming 

very useful in several industrial processes.

ATOMIC CLOCKS

Atomic clocks measure time based on natural 

microscopic processes with extremely small 

periodicities and extremely high precision. 

In contrast, traditional clocks are based on 

the frequency of mechanical processes far 

less precise. Since 1967, a second has been 

defined as the duration of 9,192,631,770 oscil-

lations of a 133Ce atom. The natural frequency 

of atoms of the same element -in this case, 

Caesium- is constant and does not depend 

on the environment surrounding it. Atomic 

clocks using this phenomenon have already 

been built. As an example of its precision, it 

is worth noting that if two atomic clocks had 

been built and synchronized during the Big 

Bang, there would not be a second’s differ-

ence between them today.

QUANTUM SENSORS

Quantum sensors use quantum properties 

in physical systems to obtain high sensitiv-

ity and resolution. As we will discuss later, 

they are widely used in medicine. Quantum 

imaging is an example of a quantum sensor 

and can be used in very high sensitivity 

cameras, essential for self-driving vehicles. 
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	 IMPACT ON MEDICINE, 
BIOLOGY, AND GENETICS

The various fields within the biomedical sciences have already taken advantage of 
quantum technologies. For example, magnetic resonance imaging (MRI), which helps 
detect tumors and other diseases in a non-invasive manner, and lasers, which are used in 
multiple kinds of high-precision surgeries, are two types of quantum technologies that 
have been used successfully for decades in this field. Quantum technologies will open 
doors to new techniques and processes that are impossible to reach with the existing 
biomedical technology. 

Simulation and quantum computing have the potential to reproduce the biochemical 
interactions of drugs within organisms, allowing scientists to design targeted drugs. 
Currently, it is impossible to simulate even the dynamics of a simple molecular system with 
classical computers.14 In most cases, drug development involves years of clinical testing 
on animals and humans in the discovery, clinical, and pre-clinical stages [140]. The use 
of this technology would cause a disruptive leap in drug design.

Quantum optics will also offer significant biomedical applications. The branch of quan-
tum optics with surface plasmons —quasiparticles corresponding to quantum plasma 
oscillations— makes it possible to conduct very precise studies on and measurements of 
the dynamics of live cells. Not only does this allow us to make non-invasive nanospec-
troscopies, but also to disrupt, manipulate, and ultimately, control, live organisms 
at the molecular level. The use of this technology for molecular diagnostics, precision 
medicine, and nanobiology are limitless [141-143]. The Japanese National Institute 
for Quantum and Radiological Science and Technology (QST) has already started 
using non-invasive techniques capable of detecting a solid tumor in 30 minutes. 
They can map out the area at molecular level, defining the size and properties of the 
nanoplatforms that must be sent to obtain the best possible treatment and predicting 
their therapeutic efficiency. [144].

In 2017, the international consulting firm, Accenture, the quantum software company, 
1Qbit, and the biotechnology firm, Biogen, started a collaboration to “design the first 
quantum molecular comparison application with potential to significantly improve 

14.	 When simulating microscopic processes, such as drug interactions within an organism, current 
computers are not capable of processing the interactions between atoms and molecules efficiently. If 
we increase the number of molecules, the number of steps a digital or classical computer will have 
to process increases exponentially. The simulation of a few molecules can take several years, making 
it impossible to simulate complex processes with the goal of making actual progress in the medical 
field. With quantum computing, however, the difficulty becomes polynomial rather than expo-
nential: the amount of steps the computer must take increases at the same ratio as the number of 
molecules, allowing for these simulations to become achievable.



Indium-gallium nitride is a semiconductor alloy that emits light when irradiated by energetic particles. A 
small crystal cluster has accidentally grown during the w:MOVPE process. The lightness corresponds to its 
standard w:SEM image, whereas the colour overlayers were added according to the light emitted under 
the electron beam. Blue and green channels are roughly natural colours, while red encodes the ultraviolet 
emission. The image demonstrates that InGaN/GaN structures are highly anisotropic, and so are their 
cathodoluminescence properties. FDominec. 16 October 2017.
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advanced molecular design to accelerate the development of drugs to treat complex 
neurological diseases such as multiple sclerosis, Alzheimer’s, Parkinson’s or Lou 
Gehrig’s disease” [145].

Another application of quantum technologies to the medical field will be the use of 
quantum cryptography to safeguard medical data. According to IDQuantique, world 
leader in hardware manufacturing for quantum cryptography, in the first semester of 
2016, the medical records of more than 30 million patients were stolen in a total 263 
security breaches from cyberattacks, which took an average of 233 days to be discovered 
and another 111 to be communicated [146].

In sum, quantum technologies will allow for more efficient clinical drug discovery, aid in 
elucidating mechanisms of complex diseases, help to further uncover the biology and the 
genome of living beings, and support better protection against medical record breaches, 
among many other applications.

	 IMPACT ON EDUCATION 
AND JOBS

As we mentioned earlier, we are witnessing an era of fast digitalization, which creates 
great demand for technological innovations in every sector. Currently, in Latin America 
and the Caribbean, most technological and computer science education in elementa-
ry, middle and high schools is either too basic or non-existent for the complexity of 
knowledge needed for a successful scientific and technical career. Undergraduate and 
graduate courses in relevant science and technology subjects seem to evolve at much 
slower speeds than the market demands, leading to an alarming number of vacancies in 
technology-related positions around the world. According to the consultancy firm Allen 
& York, the number of vacancies will reach 800,000 in 2020 in the UK alone [147]. 
Further, in “The Future of Jobs”, the World Bank highlights the need to educate and 
create technology-related jobs in Latin America and the Caribbean in order to maintain 
growing levels of productivity and prosperity and to decrease poverty levels [148].

Regarding jobs related to quantum technologies in particular, the issue is much more 
serious. While it is possible to succeed in many different technology-related jobs after 
having studied various bachelors and masters degrees, jobs in the field of quantum 
technology require an understanding of Physics that is difficult to acquire without 
studying it in depth. There is already unmet demand for personnel who understand 
quantum physics in companies supplying software and hardware services, as well as in 
start-ups and consultancy positions. Because the depth of knowledge one must have in 
order to succeed in most of these careers is so necessary, the growing demand for these 
positions will be even harder to meet than it already is for technology careers that are not 
related to quantum physics. According to a report published in 2018 by BBCReport, 
the Compound Annual Growth Rate (CAGR) for the commercial market in quantum 
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technologies will be 37.3% until 2022, reaching 161 million US dollars, and a 53% 
CAGR between 2022 and 2027, reaching a total of 1.3 billion US dollars [149].

	 IMPACT ON ECONOMY 
AND FINANCE

Economics and finance will also change in the era of quantum technologies. The capacity 
of quantum computers and simulators to solve complex problems and process large 
numbers of possibilities quickly and effectively will allow us to build, simulate, and 
improve financial models using quantum algorithms. As we mentioned in Section I, 
quantum computing does not operate in the same way as classical computing. By exploit-
ing quantum parallelism, quantum computers can evaluate various options simultaneously, 
rather than in sequence, cutting time and efficiently processing resources significantly. 
Those who build financial models can also benefit from quantum randomness.

Simulators, such as quantum annealers, are already operating in the market, effectively 
solving real problems with a large number of variables. To be able to effectively solve 
these problems, we must find the mathematical function that describes the real model. 
Then, optimization can be achieved by minimizing the function to find the optimum 
values of the variables. 

Quantum annealers can be used to predict financial crashes. A 2017 study provided 
mathematical proof that predicting a financial crash is a problem that cannot be solved 
computationally, as it belongs to the NP-complete complexity class [150]. Specifically, 
it proves that even in simple financial networks where “the regulator has complete infor-
mation about the entire structure of the financial network, and the only uncertainty is 
in which specific assets may decline in value […] calculating the number of institutions 
that can fail in a network is NP-Hard”. This year, three members of the Quantum World 
Association (QWA) -R. Orús, E. Lizaso (both researchers and partners at Entanglement 
Partners), and S. Mugel- proved that “the equilibrium market values of institutions after a 
sudden shock to the network can then be calculated via adiabatic quantum computation 
and, more generically, by quantum annealers [...] providing a potentially more efficient 
way to predict financial crashes” [151].

Atomic clocks also have important applications in this field. Currently, the timestamp 
on economic transactions, requiring extreme precision and synchronization, depends on 
the GNSS in computational networks and on local atomic clocks, according to a report 
from the European Union [152]. Because of their high precision, they recommend the 
regulation and use of this technology more widely.



Algae in Scanning Electron Microscope, magnification 5000x. SecretDisc.
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	 IMPACT ON SUSTAINABLE 
ENERGY AND AGRICULTURE

One of the most relevant quantum technologies in the areas of energy and agricul-
ture can be seen in the production of ammonia, essential for the manufacturing of 
fertilizers. The ammonia production process consumes 2% of the world’s energy 
per year [153]. According to the International Fertilizer Industry Association’s annual 
report, 187 million tons of fertilizer were used in 2018. Between 2018 and 2022, growing 
demand will motivate a 98 billion US dollar investment in initiatives to build 60 new 
production units to produce 78 million tons more each year [154]. In Latin America and 
the Caribbean, the petrochemical industry is led by Brazil, Mexico, Venezuela, Trinidad 
and Tobago, Argentina [155,156].

Ammonia is essential for fertilizer production. The ammonia production process, known 
as the Haber-Bosch process, in honor of its inventors in the early 20th century, involves 
a reaction that results from the combination of hydrogen and nitrogen. It requires the 
dissociation of nitrogen, which only happens under extreme pressure and temperature 
conditions, consuming close to 2% of the world’s energy annually [157].

A new method to obtain ammonia at room temperature, using the enzyme nitrogenase, 
already exists [153]. Quantum computers allow us to simulate the process of ammonia 
synthesis using this method at a molecular level. It is impossible to do this same simu-
lation using classical computers. This new process will save 2% of the world’s energy, 
will reduce the environmental impact of the ammonia production process, and will 
potentially lower the price of food.

The energy sector will also directly benefit from quantum computers and simulators to 
process huge amounts of data and information. This will enable a much more efficient 
distribution of resources and aid in lowering the price of food.

	 OTHER IMPACTS
These will not be the only sectors and fields to benefit from quantum technologies.

For example, we will eventually be able to model the circulation of vehicles and citizens by 
using the large amount of data captured by applications, such as Waze and Google Maps, in 
real time. By optimizing mathematical models to simulate real situations based on existing 
data, quantum simulators can more accurately suggest optimum routes, better coordinate 
traffic lights to provide routes for emergency vehicles, simulate catastrophes, and analyze the 
necessary improvements to avoid them or minimize their consequences, etc. The advent of 
self-driving vehicles absolutely requires this quantum processing capacity and is one of the 
many future technologies in the field of transportation that will rely on quantum processes. 
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Quantum simulation will also facilitate major changes in meteorology. It will allow us to 
address complex weather phenomena more precisely and will give us the tools necessary 
to predict natural disasters.

QUANTITATIVE TRADING
Enhanced understanding of correlated 

variables and phenomena and their 

impacts on capital markets

MACHINE LEARNING
Enhanced training processes and 

power to calculate scenarios, 

alternatives and complex math

ROUTE OPTIMIZATION
Thanks to the ability to evaluate multi-

ple scenarios with enhanced parallelism

POST-QUANTUM SECURITY
Crypto resistant to quantum computing 

thanks to the principle of non-ob-

servability and true randomness

WEATHER FORECASTING
Capacity to understand atmo-

spherical phenomena thanks to the 

enhanced parallel computation

PERSONALISED DRUGS
Ability to develop new drugs based on 

the better understanding of molecules 

information formation of genomics

SINTHESYS OF NEW 
MOLECULES

Based on the enhanced capacity to understand 

chemical reactions and simulate atomic interactions

NEW MATERIALS
Development of new materials thanks 

to the ability to simulate molecule in-

teractions and physical properties
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COUNTRY 
PROGRAMS 
AND 
STRATEGIES
The major global powers and the most successful technology companies are aware of the 
potential of quantum technologies. Over the past few years, many have invested billions 
of dollars in the research and development of quantum technologies in hopes of leading 
the race to quantum power.

	 CHINA
The Chinese government is currently the international leader in 
the field of research and development for quantum technologies. 
They have allocated a quantum technology budget that is 10 times 
higher than that of its closest competitors (United States and the 
European Union).

Mentioned in Section I and detailed in Appendix C, China has been at the forefront of 
quantum telecommunication network development both ground-based and satellite-based. 
Launching the MICIUS satellite in 2016 for Earth-to-satellite and satellite-to-Earth 
telecommunications within the QUESS (Quantum Experiments at Space Scale) program 
was a worldwide historical landmark and it allowed for the first quantum encrypted 
intercontinental video call between Chinese and Austrian Academies of Science to be 
conducted on September 17, 2017 [30]. QKDs were also conducted at a distance of 
719 km between the Tiangong-2 space laboratory and the Nanshan land station in 2017 
[158]. China foresees launching 10 additional satellites that will allow for a network of 
intercontinental communications between Europe and Asia by 2020 with plans to expand 
into a worldwide network by 2030 [48]. According to the MIT magazine, the mind 
behind all of these projections is that of Jian-Wei Pan, the quantum physicist known as 
“the Father of Chinese Quantum science” [159].

Among the ground-based initiatives mentioned in Appendix C, it is worth highlighting 
one led by the University of Science and Technology. They developed a quantum network 
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connecting four cities from Beijing to Shanghai with 2000 km of optical fiber, making it 
the biggest quantum network for quantum telecommunications on land [160].

Additionally, in 2017, it was announced that the construction of a 37-hectare National 
Laboratory for Quantum Information Sciences in Hefei is currently underway. The bud-
get was 76 billion Yen (11.5 billion US dollars) for this 2.5 year construction project, 
estimated to be completed by 2020. [161,162].

	 EUROPEAN UNION
As a result of the collaborative effort of over 3,400 representatives 
from academia and industry in Europe, The Quantum Manifesto 
was released in May 2006 [163]. This is a short document supported 
by researchers from almost every European country to raise awareness 
about the need to invest in quantum technology research, development and adoption 
in the European Union. The goals of this collaborative effort were to (i) promote a 
competitive European quantum industry to make Europe a global leader, (ii) expand 
European scientific leadership and excellence in quantum research, (iii) turn Europe into 
a dynamic, attractive region for innovative quantum technology research, and (iv) benefit 
from quantum technology improvements to promote better energy, health, safety and 
environmental solutions. Specifically, the Manifesto suggested six key activities:

•	 Supporting growth in scientific activities linked to quantum technologies.
•	 Create a favorable ecosystem of innovation and business creation for quantum technologies.
•	 Facilitate a new level of coordination between academia and industry to move advances 

in quantum technologies from the laboratory to industry.
•	 Create a new generation of quantum technology professionals in Europe through 

focused education at the intersection of science, engineering and business, and by 
strengthening public awareness of key ideas and capabilities.

•	 Coordinate public investments and strategies in quantum technologies at the European level. 
•	 Promote the involvement of member regions that do not currently have a strong 

quantum technologies research program. 

The document highlights the importance of quantum technologies and calls for the 
“launch [of ] an ambitious European initiative in quantum technologies, needed to ensure 
Europe’s leading role in a technological revolution now under way.”

Because of the Manifesto, the Quantum Flagship program was launched by the European 
Union in October 2018 in Vienna [164] with a 1-billion euro budget (1.15 billion US 
dollars) to be invested over 10 years. Currently, their website presents information regard-
ing calls for proposals and conference information. It also contains informative material 



Simulation of the double-slit experiment with electron - Young interference with two slits. Alexandre Gon-
dran. 1 November 2001.
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about quantum technology, including a section that explains misconceptions surrounding 
quantum technologies and promotes what they call the Second Quantum Revolution.15

The European State Agency (ESA) also has multiple initiatives. One of such initiatives, 
the Space-QUEST (Quantum Entanglement for Space Experiments), proposes to perform 
space-to-ground quantum communication tests from a transmitter on the outer wing of 
the Columbus module in the International Space Station (ISS) [165,166]. Another initia-
tive is Eutelsat Quantum, which is “a pioneering mission that will influence how telecom 
satellites are procured and manufactured in Europe.” A software-defined satellite will be 
put into orbit for ground-to-space and space-to-ground quantum telecommunications 
during the second half of 2019 [167].

	 UNITED STATES
In recent years, several leaders in the United States have called for 
the establishment of a government level program that can coordinate 
the development of quantum technologies, similar to those in China 
and Europe. For example, William Hurd, a re-elected Congressman from 
Texas and director of the Information Technologies Subcommittee [168], has claimed that 
“whoever gets to true quantum computing first will be able to negate all the encryption that 
we have ever done to date. That is why China, this is why Russia is sucking up ciphertext 
that they will eventually be able to decrypt” [169]. In 2014, the MIT magazine published an 
article on the space race for quantum telecommunications, pinpointing China as the leader 
and indicating that the “U.S. plans are much less clear. This may be because the work is being 
done behind closed doors. On the other hand, the U.S. may be dragging its feet” [170].

By the end of 2018, some changes in the U.S. took place [171,172] with the publication 
of a document summarizing a national strategy for the Science of Quantum Information 
[173] and the launching of the National Quantum Initiative Act [174]. After approval 
by the Senate, President Trump signed off on December 21st, and it became Public 
Bill 115-368 [175]. This legislation proposes devoting 1.3 billion US dollars to fund 
research on quantum technologies. In particular, the Department of Energy, the NIST, 
the National Science Foundation (NSF), and NASA, among others, will participate in this 
research. According to the journal, Science, the “U.S. government is currently investing 
approximately 250 million US dollars a year, mostly through the Army Research Office, 
but the new budget will go mostly to its national laboratories”[176].

15.	 The Second Quantum Revolution refers to the current era that presents a high number of infant quan-
tum technologies of highly expected impact. Depending on the author, the First Quantum Revolution 
corresponds either to a) the stage between 1900 and 1930 in which Quantum Mechanics was born along 
with an understanding of its value and usefulness to describe the microscopic world, or to b) the creation 
of the first quantum technologies, such as lasers or MRI. In this document, we do not use the term First 
Quantum Revolution because we believe there is no consensus on which of these events constitutes the 
First Quantum Revolution. In addition, we believe none of them relates to the current revolution.



QUANTUM TECHNOLOGIES

Country Programs and Strategies

63

This bill “directs the President to implement a National Quantum Initiative Program 
to, among other things, establish the goals and priorities for a 10-year plan to accelerate 
the development of quantum information science and technology applications”. The 
bill defines quantum information science as “the storage, transmission, manipulation, or 
measurement of information that is encoded in systems that can only be described by the 
laws of quantum physics” [175].

There are initial plans for each of the primarily organizations involved in research under 
this bill. The NIST will conduct specific activities in quantum science and organize a 
workshop to discuss the development of a quantum information and technology indus-
try. The NSF will conduct basic research with a research program focused on quantum 
information and engineering. It will share this task with the Department of Energy. The 
NSF will also grant scholarships for Multidisciplinary Centers for Quantum Research and 
Education. The Science Agency will establish and operate Centers for National Research.

Within the private sector in the United States, movement has been much quicker. Amer-
ican companies have been at the forefront of quantum technology development since the 
beginning, especially in the field of quantum computing

In a collaboration led by renowned physicist I. Chuang, IBM and Stanford University ran 
Grover’s quantum algorithm [75] for the first time using a 3-qubit quantum computer in 
2000. Since then, the number of qubits in their processors has increased and, in 2017, the 
company managed to develop the first 50-qubit quantum computer [178]. Additionally, 
IBM has a 20-qubit quantum computer that is open to the public, so that any person 
accessing the Internet can send IBM an algorithm to run on it. They also have a quantum 
software development kit (SDK) called QISKit [179]. In 2019, IBM released the first 
20-qubit commercial quantum computer under the name Q System One [180]. Regardless 
of its limited capacity, this is a great step in the quantum computing race [181].

Google has also strongly committed to advancements in quantum computing, ending the 
year 2018 as the company with the most powerful quantum computer, with 72-qubits 
[182]. Google has made an agreement with NASA for the joint exploration of quantum 
processors [183]. They have also joined an alliance between NASA and D-wave. In 2017, 
the D-Wave 2000-qubit quantum annealer, known as D-Wave 2000Q, was installed in 
one of Google’s centers.

Rigetti, has been developing and granting access to an online platform of 8 and 19-qubit 
processors and, in August 2018, the company committed to developing a 128-qubit 
quantum computer by August 2019 [185,11]. Their platform offers the ability to “develop 
and execute quantum-classical programs in a virtual, classical compute environment that 
is side-by-side with our real quantum hardware” [186].

Intel has also played a significant role in the United States, collaborating with QuTech, 
a Dutch research institute, and developing a 17-qubit processor in 2017 and a 49-qubit 
processor in 2018 [187].
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Finally, Microsoft is also in search of the first robust quantum computer, but with a 
different architecture than the others. Instead of using conductive qubits used by IBM, 
Google, Intel, and Rigetti, which are harder to scale, they are opting for the development 
of a topological quantum computer. Their website also contains a Quantum Development 
Kit to start programming quantum algorithms and they promise to provide quantum 
services in their Azure cloud [188,189].

Recently, an American company, Quantum Xchange, announced that it will develop the first 
commercial network in the United States with quantum cryptography that “will connect the 
financial markets on Wall Street with back office operations in New Jersey, helping banks 
keep high-value transactions and mission-critical data safe and secure” [177].

	 JAPAN
In 2017, the Japanese government launched a program to join the 
quantum computing race with a 30 billion Yen (332 million US 
dollars) budget for a 10-year plan that began in April, 2018 [190].

Japan has also shown special interest in developing a quantum neural 
network (QNN). In October 2016, a year after the official announcement by the Ja-
pan Science and Technology Agency (JSP) [191], it was revealed that the technological 
company NTT supported the development of a QNN capable of solving combinational 
optimization problems with social and medical applications, among others. The prototype 
consists of a closed circular fiber loop, a phase-sensitive amplifier (PSA), and a field-pro-
grammable gate array (FPGA). It has the capacity to solve the Max Cut problem among 
many others. The Max Cut problem involves separating people into two groups while 
avoiding, in the most efficient way possible, incompatibilities between pairs thus, creating 
the two groups in the most compatible manner. The QNN is able to solve this problem 
for 2,000 people with 20,000 incompatibilities in 5 milliseconds at an energy cost of 1kW, 
rather than the 10kW a quantum computer would consume [192-194].

Japan has also made significant progress in the field of quantum telecommunications, 
further detailed in Appendix C. The country has developed a six-node land network 
between Koganei, Otemachi, Hakuson, and Hongo with connections of over 90 km [195]. 
In 2017, the micro-satellite Small Optical Transponder (SOTA), orbiting at an altitude of 
600 km, was able to conduct ground-to-space telecommunications [196].

	 UNITED KINGDOM
In 2013, the United Kingdom announced it would invest 270 million pounds sterling 
(equivalent to 350 million US dollars) to finance the first five years of the National Quantum 
Technologies Programme to “create a coherent government, industry and academic quantum 
technology community that gives the UK a world-leading position in the emerging multi-
billion-pound new quantum technology markets” [197].



NIST physicists used this apparatus to coax two beryllium ions (electrically charged atoms) into swapping 
the smallest measurable units of energy back and forth, a technique that may simplify information processing 
in a quantum computer. The ions are trapped about 40 micrometers apart above the square gold chip in the 
center. The chip is surrounded by a copper enclosure and gold wire mesh to prevent buildup of static charge. 
Credit: Y. Colombe/NIST.
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They will begin by developing applications in the areas of defense, safe 
communications, information technologies, and oil and gas, among 
others, and then will move on to broader market applications. 
The program foresees applications in different industries, markets 
and sectors. In particular, they note the importance of quantum 
computing devices, quantum enhanced imaging, quantum secure 
communications, quantum acceleration and navigation devices, 
quantum gravity sensing devices, and quantum timing devices [198]. 

Currently, the UK program is co-led by EPRSC, Innovate UK, BEIS, NPL, GCHQ, Dstl, 
and KTN, with a vision that is highly focused on research within academia. They have 
already invested 120 million pounds sterling (160 million US dollars) in 4 hubs that have 
been operational since 2014. These hubs tackle the areas of sensors and metrology [199], 
quantum image processing [200], quantum information technologies [201] and quantum 
telecommunications technologies [202] and are led by Birmingham, Glasgow, Oxford, and 
York, Universities, respectively, with a total of 17 universities and 132 companies involved. 

In 2015, The Quantum Technologies Strategic Advisory Board led by Prof. D. Delpy 
reported on the program. They estimated the cost of developing commercial prototypes, 
such as biological microscopes, space applications for environmental monitoring and 
earthquake prediction, and medical diagnosis between 2015 and 2025 and predicted 
that the first robust and resilient quantum computers would be available by 2025 [203].

The UK government’s chair of scientific advisory, Prof. Sir M. Walport, estimates that, 
in the long term, the quantum technology industry will be comparable to the electronic 
component industry, valued at 240 billion US dollars [204].

	 GERMANY
In September 2018, Germany became the European Union country 
with the highest investment in quantum technologies at the national 
level after approving QUTEG, a national initiative comprising a 5-year 
program and 650 million US dollars in funding [205]. The QUTEG 
initiative will span from 2018 to 2020 and will attempt to (i) expand 
the research landscape of quantum technologies, (ii) create research 
networks for new applications, (iii) establish lighthouse projects for in-
dustrial competitiveness, (iv) ensure security and technological sovereignty, 
(v) shape international cooperation, and (vi) engage the people of their country [206].

This initiative has already produced two flagship documents. The first is titled, “Quan-
tum Technologies: Foundations and Applications” [207] and the second is titled, 
“Quantum Technologies: From Foundation to Market” [208].

In addition, several German agencies, including the Max Planck Institute and the German 
Aerospace Center (DLR), collaborated in 2016 with the goal of conducting an experimen-
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tal study to test the transmission of photon signals between the portable space stations 
located at the Teide Observatory, Tenerife, and the Alphasat I-XL stationary satellite 
distanced 38,600 km apart [209].

	 LATIN AMERICA AND 
THE CARIBBEAN

There are currently no countries in Latin America and the Caribbean (LAC) launching 
programs with direct investments in the research and development of quantum technologies.

Dr. S. Venegas, who received his doctorate in theoretical physics from Oxford University, is 
one of the fathers of quantum computing in Mexico. He created the re-
search group on quantum image processing at Monterrey Institute of 
Technology and has taught many free and open courses for students 
all over the region. He sees Brazil and Mexico as the two leading 
countries in LAC in number of researchers and publications on 
topics related to quantum technologies. He also highlights that, 
despite there being no specific funds from national programs in any 
LAC country, there are research centers and universities in some of 
them that offer MA and PhD programs on quantum technologies, such 
as the PhD program in nanotechnology at Monterrey Technology Institute.

In Brazil, the primary institution in this field is the Quantum Computing Group at the 
National Laboratory for Scientific Computing, whose mission is to “develop original 
research in the areas of quantum computing and information, supervise Doctoral and 
Masters students, to propose new techniques, to follow, and if possible to participate in 
the development of the quantum hardware” [211]. According to a study released in 2015, 
11 million euros (12.6 million US dollars) were dedicated to quantum technologies with 
104 authors publishing on the matter between 2013 and 2015 [210].

	 REST OF THE WORLD
The countries described in this section are not the only ones making an effort in the race 
to explore, develop, and adopt quantum technologies. Some other countries have also 
started national programs and dedicated public funds in this disruptive field. University 
of Waterloo in Canada proudly recognizes having invested over 1.5 billion US dollars 
in quantum technologies over the last 15 years [212]; Russia has founded the Russian 
Quantum Center, where various institutions and universities are collaborating [213]; 
France has the Paris Centre for Quantum Computing (PCQC) [214]; Denmark contains 
the Quantum Innovation Centre (Qubiz) [215]; Singapore holds the Centre for Quantum 
Technologies (CQT) [216]; Australia has Centre for Quantum Computation & Com-
munication Technology [217]; the Netherlands is being guided by QuTech [218]; and 
Israel is focusing on defense [219].



PUBLIC INVESTMENTS IN QUANTUM 
TECHNOLOGIES BY GOVERNMENTS 

AROUND THE WORLD

Estimations based on recently 
press releases (in dollars)

UNITED KINGDOM

456 M
DENMARK
12 MILLION

GERMANY

650 M
NETHERLANDS

154 M

EUROPEAN UNION

1 BILLION
ISRAEL

117 M

CHINA

10 BILLION
AUSTRALIA

26 M

JAPAN

332 M

UNITED STATES

1.3 BILLION

RUSSIA
NO DATA

MEXICO
NO DATA

BRAZIL
NO DATA

SOUTH KOREA

40 M
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CONCLUSIONS

 In this document, we discussed past, present, and 
future developments of quantum technologies and 

their important social, industrial, and governmental implica-
tions. We have explained their mechanisms and functions, 
as well as the ways in which they will potentially impact 
digital technologies such as cyber security, blockchain, arti-
ficial intelligence, the Internet of things, drones, 5G, and 3D 
printing. We have also analyzed and presented examples of 
their potential impact on sectors such as medicine, biology, 
genetics, education, economy and finance, energy, transpor-
tation, and meteorology. Finally, we presented the various 
programs and strategies being adopted by countries around 
the world in the race to quantum supremacy.

 Quantum computing opens doors to the computatio-
nal treatment of processes which are simply impossi-

ble using current classical computers; this poses both threats 
and immense opportunities at the same time. On one hand, it 
threatens data authentication, exchange, and storage, having 
the greatest impact on areas where cryptography plays a fun-
damental role, such as cyber security and blockchain. Other 
technologies, such as 5G, drones, and IoT also require secure 
data authentication and exchange; thus, quantum computing 
will be a significant threat for them as well. On the other hand, 
the computational capacity it offers will be essential in spe-
eding up the development of many emerging technologies, 
especially those related to artificial intelligence. It will also 
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be remarkably beneficial in the fields of medicine, biology, 
and genetics where, for example, quantum technologies will 
allow for the simulation of the effects of clinical drugs, expo-
nentially reducing time and resources. More efficient research 
can be done in the quest to find cures for cancer and other 
diseases, including Alzheimer’s, Parkinson’s, and multiple 
sclerosis, among many others. In the field of finance, it will be 
possible to create much more precise mathematical models 
and to process data in real time in a more efficient manner 
for decision making. In energy and sustainable agriculture, 
it will be possible to explore new techniques for ammonia 
production at a lower energy and economic cost, replacing 
the current process that consumes 2% of the world’s energy 
and drives up the cost of food. 

 The field of quantum information offers a completely 
safe way to store and share information because its 

processes are based on the physical properties of nature, 
rather than on the complexity of mathematical problems. 
This means breaking their encryption would entail breaking 
the laws of physics. In quantum cryptography, all processes 
happen at the hardware level rather than at the software 
level. Several countries already host the quantum telecom-
munications networks that use quantum cryptography. In 
2016, China was the first country to deploy a satellite for 
quantically encrypted space telecommunications, which 
covered more than 2,000 km between Beijing and Shan-
ghai. It is likely that within a few years, all daily devices we 
use to store or share data and information will do so using 
quantum generated keys and all communications will also 
be secured using this technology. Further, the first ideas for 
a quantum Internet have already been proposed and might 
become a reality in the near future as well. 
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 Within the areas of public investment, business, and 
entrepreneurial development, the possibilities quan-

tum technologies can offer are endless and the expansion 
they will create in these fields is undeniable. Emerging quan-
tum technologies will be responsible for a technological 
revolution already in process, with a 37% CAGR until 2022, 
reaching a net worth of 161 million US dollars as an industry, 
and a 53% CAGR between 2022 and 2028, when it will reach 
1.3 billion US dollars. 

 The major global powers have not overlooked the 
potential of these technologies, and some are alre-

ady investing billions of US dollars in them. China, the USA, 
and the European Union are at the forefront, with programs 
amounting to 10 billion, 1.3 billion, and 1 billion US dollars, 
respectively. In Latin America and the Caribbean, the most 
active communities of researchers are in Brazil and Mexico. 
However, there are currently no known government ini-
tiatives dedicating funds to research and development in 
quantum technologies in the region.

 Alliances between governments and large technology 
firms will become increasingly necessary in the de-

velopment and implementation of these technologies into 
various systems. Overall, the education sector will need to 
educate future professionals; the industrial and technologi-
cal sectors will need to understand, support, and develop 
new products that use quantum technologies; and gover-
nments will need to be protected and prepared. Quantum 
technologies have only begun to open the doors to a new 
era and all industries and sectors must get on board. 
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	 APPENDIX A

THE EVOLUTION OF QUANTUM COMPUTING

In the early 1980s, P. Benioff [1] and R. Feynman [2] first proposed the idea of using 
computers to simulate physical phenomena. For the next 20 years, several researchers 
published on the potential ways these computers could be built and proposed algorithms 
that could run on them, giving birth to the field now known as quantum computing. 
In 1998, three independent research groups managed to build the first 2-qubit quantum 
computers. One was built at the University of California, Berkeley by a partnership led 
by IBM researcher, I. Chuang, between IBM, the MIT Media Lab, and UC Berkeley [3, 
4]. Another was built by J.A. Jones and M. Mosca at Oxford University [5], and the third 
one was built in Los Alamos, California by R.J. Hughes and D.F.V. James et al [6,7].

Within months of these huge accomplishments by the quantum community, a team 
again led by I. Chuang developed the first 3-qubit quantum computer and implemented 
Grover’s algorithm on it at the IBM Research Center in San Jose, CA [8]. 

The first 7-qubit quantum computer was developed between 2000 and 2001 and was 
able to implement Shor’s algorithm for the first time. This 7-qubit quantum computer 
was developed through a collaboration between IBM and Stanford University. They used 
the algorithm to factor the number 15 into its primes, 3 and 5 [221]. Researchers at the 
University of Los Alamos also achieved this milestone in 2000. 

In 2005, the first qubyte quantum computer (8-qubits) was implemented by the University 
of Insbruck [222]. A year later, researchers from Waterloo and MIT managed to increase 
the number to 12 qubits [223]. Again, it only took a year for this record to be broken; in 
2007, D-Wave managed to reach 16 qubits [224].

After these rapid breakthroughs, there were 10 years of relative frustration in this field. 
Finally, in May 2017, IBM announced a new record with the first 17-qubit quantum 
computer [9], which was promptly matched by Intel in October [188]. A few months later, 
IBM reached the 50-qubit [179] milestone and also offered online access to a 20-qubit 
computer for any user to run simulations and provide feedback on its functioning [225].

In April 2018, Google led this ongoing race with their development of a 72-qubit quan-
tum computer, the computer with the greatest capacity to date [10].

The quantum community is now racing toward quantum supremacy, defined as the 
existence of a quantum computer executing a process faster than any digital or classical 
computer. Google believes this could be done with a 50-qubit quantum computer 
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[226]; thus, news of a quantum computer outperforming a classical one is expected 
in the near future.

Since the first quantum processors were built in 2000, the year 2030 has been estimated 
to be the year in which quantum processors will achieve quantum supremacy. As previ-
ously stated, some believe that a quantum computer with between 1500 [12] and 2330 
[13] logical qubits would be enough to break keys currently used in cybersecurity in a 
reasonable amount of time. Another study claims that, by 2027, it will be possible to 
break digital signatures used in blockchains in less than 10 minutes [64], posing a major 
threat to the security of blockchain technology.

Figure 3 demonstrates the exponential rate at which quantum computer development 
is growing. In fact, IBM released the first commercial quantum computer under the 
IBM Q System One [181,182] program in January 2019 with a 20-qubit processor; it 
cannot yet be purchased. To date, only quantum annealers have been marketed for specific 
applications (generally for optimization issues). The 2000-qubit D-Wave 2000Q is one 
such example [185].

It is unlikely that domestic quantum computers will be in existence for several decades. 
Further, in the future, computers may not be exclusively either quantum or classical, but 
hybrid, with two processors that take on tasks based on their individual characteristics and 
required capabilities. The first contact the general public will likely have with quantum 
computing will be probably through services provided in the cloud, known as “software as 
a service” (SaaS). With varying fares, quantum hardware and software from big technology 
companies will be available for commercial use.



A zooming in on a wafer of D-Wave Quantum Computers, Steve Jurvetson from Menlo 
Park, USA. 1 February 2018.
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QUANTUM CRYPTOGRAPHY

The greatest change in paradigm offered by quantum cryptography in comparison to 
classical cryptography is the use of processes occurring at the physical level (hardware 
level), rather than at the software level, to guarantee data safety. Quantum cryptography 
allows for completely safe transmission of data through random key generation and 
safe key exchange.

Random Number Generation

Classical random number generation is based on deterministic algorithms, originating 
from seeds. It is impossible to achieve true randomness with classical algorithms, which 
take place at the software level. However, there are random physical processes in nature 
that we can understand and control due to our understanding of Quantum Mechanics. 
These processes can be used to generate random numbers and in turn, random keys. One 
simple way of doing so is by working with light particles (photons) and semi-reflective 
mirrors. If a photon falls on a mirror with a 50% chance of being reflected and a 50% 
chance of passing through, we can agree to write 0 when the photon is reflected and write 
1 when it goes through the mirror, creating a 100% random key.

Currently, it is relatively simple to use these physical processes. The company IDQuantique 
manufactures commercial devices of millimetric dimensions that do so [18].

Quantum Symmetric Cryptography (QKD)

At present, all processes and protocols used to transfer data, including the Internet, depend 
on asymmetric cryptography to establish a safe connection between two users, frequently 
referred to as Alice and Bob. This cryptography enables Alice to send Bob a public key to 
encrypt data so that Alice can decrypt it using a private key. Bob can send her a symmetric 
encrypted key so that only Alice and Bob know such key. They can then start using this key 
to encrypt messages. This is how the Internet’s https protocol works. With the advent of 
quantum computing, however, eavesdroppers will be able to find private keys and decrypt 
them from the public key, which is explained in Section I [36,37,43].

Again, quantum cryptography allows users to create a fully secure symmetric key because 
it involves physical, rather than software, processes.

This is due to the uncertainty and no-cloning principles that apply in the microscopic 
world and make it impossible to observe without modifying or copying a quantum state 
and, as a result, the data encrypted in that state. This means that if Alice somehow codes 
a 0 or a 1 into the polarization of a photon and sends it to Bob, once Bob receives and 
measures that photon and speaks to Alice, they will know if someone has observed that 
photon along the way. That is, they will know for certain whether a key is safe or not before 
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using it and will also be able to completely dispose of an unsafe asymmetric encryption if 
they want. This quantum process is known as quantum key distribution (QKD). 

Let us further explore QKD at the physical level. It is well known that light has the ability 
to be polarized. For example, polarized sunglasses are used to filter light, making it easier 
on our eyes. Understanding the process of polarization is easier when we think of photons 
as arrows with a determined direction, the direction of polarization. Polarizers measure, 
detect, and interact with photons and let them pass (or not) through based on their 
direction of polarization. Because all particles are quantum systems, quantum phenomena 
such as superposition and entanglement apply to light particles.

For example, if we release a photon that has diagonal polarization, one of the following 
cases can occur through the process of throwing a photon through a polarizer:

a.	 If the polarizer is also diagonal, the photon passes through with 100% probability. This 
happens in macroscopic cases when the object is shaped and sized like a hole. This can 
be compared to taking a couch at a diagonal angle through a diagonally faced door.

b.	 If the polarizer is vertical, the photon will not go through with 50% probability. If it 
does pass through, it will do so as a vertically polarized photon, so that someone who 
sees the photon coming through will not know its previous direction of polarization. 
This happens because diagonal photons are a combination (a quantum superposition) 
of a vertical and horizontal photon. Thus, when the photon reaches the polarizer, it 
is “forced” to stop being diagonal and must decide whether to become its horizontal 
“projection”,16 so that it will not go through the polarizer, or choose to be vertical, so 
that it goes through the polarizer as a vertical photon. This always happens when the 
polarizer differs by 45° in the direction of polarization. Thus, the same phenomenon 
happens when the polarizer is horizontal. This has no classical analogue, as a couch in 
a diagonal position will never go through a door with a vertical shape.

c.	 If the polarizer is vertical but at a 90° angle to the photon, the photon never goes through.
d.	 With any other polarization, the likelihood of the photon going through the polarizer 

depends on the difference between the photon and polarizer’s angles of polarization. 
The probability starts from 0% when those directions are orthogonal and up to 100% 
when they are parallel.

Cases B and D only occur within quantum systems and are the processes that underlie 
QKD to allow for the safe sharing of keys between two individuals. If the keys are inter-
cepted (measured by an eavesdropper using polarizers), they become modified from their 
original state. That modification can be detected by Alice and Bob who can confirm that 
eavesdropping took place. The most widely used QKD protocol is the BB84 [19] scheme: 

16.	 Referring to “projections” is wrong as it would seem that half the photon corresponds to each pro-
jection, meaning only half of the photon passes through and that is not what happens. The photon 
truly exists in a superposition of polarizations and, if decanted through the polarization of the 
polarizer, it goes through it as a whole.
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1.	 Alice and Bob agree on the polarizations that will be their 0s and 1s and on the polariz-
ers they will use to measure them. For example, they determine that photons polarized 
at 45º and 90º correspond to 0s and photons polarized at 0º and 135º correspond to 
1s. This negotiation takes place through a classical channel and does not reveal data 
about the future key to a potential eavesdropper.

2.	 Alice randomly sends polarized photons in one of the four predetermined directions 
through a quantum channel to Bob. If the eavesdropper intercepts the photon, they 
can be detected because 50% of the time, they use the wrong polarizer, which changes 
the polarization.

3.	 Bob measures the photons sent by Alice, registers the polarizer used, and if, based on 
the initial agreement, the photon polarization is polarized at 45° or 90°, he writes down 
a 1. If, on the contrary, it is polarized at 0° or 135° he writes down a 1.

Incoming 
polarization

Measured 
polarization

Polaroid

4.	 Alice and Bob communicate again through a classical channel and Bob tells Alice which 
polarizers he used. Because of the quantum superposition phenomena explained above, 
if Bob uses the horizontal-vertical polarizer and the photon has a diagonal polarization, 
Bob will have either a vertical or a horizontal photon with 50% likelihood for each 
option. However, in no case will he be able to know that the original photon was 
diagonal, so he loses the 1 or 0 data coded by Alice in that diagonal polarization. This 
is why Alice and Bob delete the 1s and 0s corresponding to the measurements Bob 
took with the wrong polarizer from their key.

FIGURE 10. Schematic representation of polarizer action on photons.

In the two cases on the left, the photon passes through, keeping its polarization because the 
correct base (polarizer) was chosen. In the two cases on the right, the photon goes through 
with a different polarization with a 50% probability of being either vertical or horizontal.
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5.	 Once Alice and Bob have a clean key with 1s and 0s corresponding to the proper 
measurements, they use the classical channel to share part of that key. If their keys differ 
from each other by a percentage above the estimated intrinsic error percentage for that 
channel, they can then confirm that an eavesdropper has observed the key when it was 
sent and added an error with their random selection of polarizers.

6.	 If the key has not been observed by an eavesdropper, Alice and Bob will use the rest 
of it (which was not exchanged in Step 5) to encrypt and decrypt data. If the key has 
been observed, they can delete it or use techniques to reduce the information the 
eavesdropper has on the key.

This process’s safety lies in the fact that the eavesdropper will never be able to predict 
the key Alice sent because it is 100% random (something only quantum technology 
allows for). Further, the eavesdropper will also never be able to guess the results of Bob’s 
measurements without adding detectable errors to them. Hence, the eavesdropper will 
never have information about the key communicated through the quantum channel and 
will always be detected when spying on quantum communications. 

Polarizer

Key Key

Photon Sequence Photon Sequence

Detection Result Detection Result

Compatibility Compatibility

Bit Sequence Bit Sequence
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FIGURE 11. High level representation of the BB84 schema, the 
most used quantum key distribution (QKD) protocol.
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	 APPENDIX C
EVOLUTION OF QUANTUM ENCRYPTED 
COMMUNICATION NETWORKS

Ground-based QKD using optical fibers

The field of quantum telecommunications started making real accomplishments with 
the development of the first testnets at the beginning of the 21st Century. The DARPA 
(Defense Advanced Research Projects Agency) Quantum Network was the first known 
quantum network on earth. It was developed by researchers at Harvard and Boston 
Universities in 2003. It measured 29 km long initially connecting six, and later ten 
nodes in 2005 [21,22].

According to IDQuantique, Switzerland was the first country to install a quantum network 
for a real case in 2007. They used it to protect national election data when transmitted 
from the storage room to the location in which the votes were tallied. 

Not long after, in 2008, a robust quantum network was developed in Vienna for the 
SECOQD (Secure Communication based on Quantum Cryptography) European proj-
ect. The Austrian Institute of Technology received 11 million euro in funding from the 
European Union to coordinate the project. This quantum network had six nodes. Five 
were located in the Siemens facilities and the sixth one was located in a relay station. In 
total, the network was 285 km long and was divided into optical fibers between nodes 
measuring from 6 km to 85 km [229,230].

Another interesting project in this field is Quantum City in South Africa. The Quantum 
City project is the result of a collaboration between the Center for Quantum Technology 
from KwaZulu-Natal University, the Innovation Company from that University, eThe-
kwini Municipality, and the Innovation Fund. This quantum network was developed in 
2009 with four initial nodes distributed in multiple suburbs of the eThekwini district 
and wired in a star configuration with fiber lengths between the nodes, ranging from 2.6 
km to 27 km [231].

There have also been several quantum network initiatives in China. One of those initia-
tives, in operation since 2007, comprised of a network in the metropolitan area of Beijing. 
It consisted of four operational nodes separated by 32 km and up to 42.6 km in a star 
configuration, in the areas of Wangjing, Dongxiaokou, Nanshatan, and Huangchenggen 
[232]. A network that became operational in 2009 in Heifei is also worth mentioning. 
This network also had four nodes placed in a star configuration and a fifth additional 
node, which were located in UTSC, Wan’an, Meilan, Wanxi and Feixi respectively. The 
network allowed for real-time quantum encrypted phone calls between any pair of the five 
nodes with a distance of up to 60 km [233]. A third network between the metropolitan 
areas of Heifei, Chaohu, and Wuhu was operational for over 5,000 hours from December 
2011 until July 2012. Five of the nodes were in Heifi, three more nodes were installed in 
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Wuhu, and a ninth node was operating in Chaohu. The total length of the installed optical 
fiber was close to 200 km [234]. Other initiatives have followed, the most outstanding of 
which is led by the University of Science and Technology of China that intends to create 
a quantum connection between four cities through a 2,000 km long optical fiber from 
Beijing to Shanghai [27].

The best documented quantum network to date was developed by Tokio and struc-
tured in three layers [195]. The first layer is the quantum layer, made up of six nodes 
generating keys through different protocols, distributed between the cities of Koganei, 
Otemachi, Hakuson, and Hongo, connected point by point. The second layer is for 
administration and control. A key management agent (KMA) located in each node 
that physically corresponds to a protected server. The KMA receives a key through an 
application interface (API) developed by NEC Corporation and the National Institute 
of Information and Communications Technology of Japan (NICT). This key makes it 
possible for different systems and protocols that make up the network to interoperate. 
The servers corresponding to the KMAs are responsible for collecting quantum keys 
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FIGURE 12. Schematic representation of the 3-layer 
quantum network in Tokio, divided into 3 layers.
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and the data on them. They can collect the quantum error ratio per qubit (QBER), 
for example, and then send it to a centralized server for key management (KMS). The 
third layer is a communication layer in which the generated quantum keys are used to 
encrypt and decrypt audio, text, video, or other types of data produced by different 
applications per the AES-256 standard. The different connections use cables ranging 
from 1 km to 90 km in length.

The United States just started testing this technology. Quantum Xchange is developing 
the country’s first commercial network with quantum cryptography [131] that “will 
connect the financial markets on Wall Street with back office operations in New Jersey, 
helping banks keep high-value transactions and mission-critical data safe and secure” 
[132]. This telecommunications giant entered into an 8.9 million US dollar agreement 
with SK Telecom [126] for Quantum Xchange to provide SK Telecom with its quantum 
cryptography systems.

Space-based QKD using satellites

As mentioned in Section I, wireless networks have a broader range than wired networks. 
Wireless networks have a lower attenuation because keys are able to be transmitted 
travelling above the atmosphere most of the time and up there, there are only a few 
particles to interact with. Orbiting satellites are needed to enable these wired networks 
and because of this, the first space-based test was under way for a while longer than the 
first ground-based networks.

China was the first country to place satellites in orbit for Earth-to-space and space-to-Earth 
quantum communication purposes. In 2016, the QUESS (Quantum Experiments at Space 
Scale) space mission launched a 600 kg satellite, known as MICIUS. The estimated overall 
cost of the mission was 100 million US dollars [28,29]. With communication between 
Earth stations in Delingha, Nanshan, and Lijiang, MICIUS was able to generate and share 
the first quantum keys over long distances that exceeded 1200 km [30,31].

Because of MICIUS, the greatest milestone in the field of quantum information was 
achieved on September 17, 2017: a quantically encrypted 90-minute videocall was 
placed between China and Austria at a distance of 7,600 km. It was the first instance 
of encrypted intercontinental communication using secure quantum technology. After 
the key was generated using the MICIUS satellite, it was used by China and Austria to 
encrypt and decrypt a videocall that traveled through regular optical fibers belonging to 
classical networks [32].

China foresees launching 10 additional satellites that are expected to allow for a quantum 
network of intercontinental communications between Europe and Asia by 2020 that 
would be worldwide by 2030 [33].

China is also focused on studying the feasibility of conducting Earth-to-space and space-
to-Earth communications using devices in space stations, rather than satellites, in order to 
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In April 2018, the group announced they were able to surpass the 20,000 km threshold 
in photons exchanged [236]. They established communication between two satellites 
from the GLANOASS constellation, which has over 20 satellites, operates in three orbital 
planes, and was developed during the second half of the 20th Century for Russian satellite 
geo-localization [237].
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Some of the many initiatives carried out by 
different countries and academia [238]. 
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avoid generating a satellite constellation. Thus, in 2017, QKDs were conducted between the 
Tiangong-2 space laboratory and the Nanshan land station, which are 719 km apart [159].

Likewise, in 2017, Japan managed to conduct QKDs using a micro-satellite called Small 
Optical Transponder (SOTA). SOTA weighs 6 kg, is 17.8 cm long, 11.4 cm wide, and 
26.8 cm tall, and orbits at an altitude of 600 km [196].

In 2016, a collaboration between academic institutions and Italian observatories carried 
out optimal photon transmissions from a 7,000 km distance between the LAGEOS-2 
satellite, orbiting at an altitude of 5,620 km, and the Matera Laser Ranging Observatory. 
This feat pave the way for the conduction of QKDs at longer distances [235].



89

QUANTUM TECHNOLOGIES

Appendices

Space-QUEST (Quantum Entanglement for Space Experiments) run by the European 
Space Agency (ESA) [53,54] is another interesting European initiative. It proposes the 
placement of a transmitter on the outer wing of the Columbus module at the International 
Space Station (ISS). The ESA is also running the Eutelsat Quantum initiative, “a pioneer-
ing mission that will influence how telecom satellites are procured and manufactured in 
Europe”. In the second half of 2019, a satellite will be launched for Earth-to-space and 
space-to-Earth quantum telecommunications [166].

Several German agencies, including the Max Planck Institute and the German Aerospace 
Center, collaborated in 2016 to conduct their own experimental study to test the trans-
missions of photon signals at a distance of 38,600 km between the portable space stations 
located at the Teide Observatory, Tenerife, and the Alphasat I-XL stationary satellite [209].

France and Austria have also collaborated in an initiative called NanoBob, an attempt 
to offer more precise data on the optimal system arrangement for QKDs using satellites 
and to precisely synchronize two watches; one is located on a space ship and the other is 
on Earth [238].

These are only some of the many projects being conducted around the world so far 
[239]. While China is in the lead for now, several countries are eager to develop quantum 
telecommunication technology. Thus, most countries in Asia and Europe are making 
major investments in quantum technologies so as not to fall behind in the quantum 
telecommunications race led by China. While many other countries in other parts of the 
world are conducting concept tests within their governments, technology companies, and 
financial institutions, we have not been able to find sufficient data on equally ambitious 
initiatives as those described in this section. Unfortunately, we are not aware of a single 
program or concept test in Latin America and the Caribbean.



A device consisting of four transmon qubits, four quantum busses, and four readout resonators fabricated at IBM 
and appearing in the paper “Building logical qubits in a superconducting quantum computing system” by Jay M. 
Gambetta, Jerry M. Chow and Matthias Steffen. Jay M. Gambetta, Jerry M. Chow & Matthias Steffen. 13 January 2017.
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	 APPENDIX D
ASYMMETRIC CRYPTOGRAPHY

The idea of asymmetric cryptography, also known as public key encryption, emerged 
in the 1970s. While it was first believed that R. Merkle [240] and W. Diffie and M. 
Hellman [241] developed this method in 1976, it seems that it was actually J. Ellis, a 
cryptographer from the British Intelligence, who explored this field for the first time in 
1970 in a classified manner [242].

Among the different asymmetric cryptography techniques, the RSA algorithm, the ellip-
tic-curve cryptography, and the discrete logarithm cryptography are most important and 
will be briefly covered in this section [243]. 

RSA Algorithm

The RSA Algorithm relies on the exponential difficulty for classical computers to factor 
large integer numbers; there is a log-linear relationship between the number of steps the 
computer must conduct and the integer’s size. It is believed that R. Rivest, A. Shamir, 
and L. Adleman from MIT developed the RSA Algorithm in 1978 [244]. In fact, the 
algorithm was named in their honor. However, a document from the British intelligence 
service was declassified in 1996, proving that C. Cocks and M. Williamson had actually 
proposed a similar method in 1973 [245].

The idea behind the algorithm is that, given the integer numbers e, d and n so that for 
any integer m complying with 0 ≤ m ≤ n the following applies:

It is extremely difficult to find d given e and n, , or even m with classical algorithms. In 
the algorithm, m is the message to be encrypted, e is the public key given to the person 
sending the message to be encrypted, and d is the private key to decrypt it that only the 
receiver of the message possesses.

The classical algorithm that solves the problem most efficiently is the general number 
field sieve (GNFS). It is the fastest algorithm that can factor numbers higher than 10100. 
The problem to be solved is, given the integer n, one must find prime integers p and q 
(related to e and d) so that:

Between 1991 and 2007, RSA Laboratories ran an active challenge where they finan-
cially rewarded people that were able to factor RSA numbers of different lengths [246]. 

(me)d ≡ m (mod n)

n=pq



92

QUANTUM TECHNOLOGIES

Appendices

RSA-768 is the longest known number to be factored, with 768 binary digits and 232 
decimal digits. The team responsible for factoring it -the team that won the challenge- 
had to perform more than 1020 operations to find the number. They used the GNFS 
algorithm and hundreds of computers with very powerful processors for two years to 
do so. In 2009, they received the 50,000 US dollar award. They said that using a single 
AMD Opteron processor at 2.2 GHz with 2 GB of RAM, it would have taken them 
1500 years to do the same thing and estimated that factoring a 1024-bit number would 
be 1,000 times more difficult [247].

In 2015, the NSA advised against continuing to use this encryption technique

Discreet Logarithms Problem (DLP) and Elliptic-
Curve Cryptography (ECC)

Given a finite cyclical group, G, and a group generator, the discreet logarithms prob-
lem on G entails finding the only d ϵ [0, |G| -1] which, given any element of the 
group β ϵ G, fulfils:

That is, finding the logarithm of β with base α:

There are certain groups G with specific properties that allow us to develop algorithms that 
solve this problem in polynomial time. For example G=ZN . However, for other groups G, 
the difficulty is exponential or sub-exponential, so that those groups are more appropriate 
in developing cryptographic algorithms because they will be harder to reverse.

Some popular algorithms, such as the ElGamal encryption [248], known as Digital 
Signature Algorithm (DSA), or the Diffie-Hellman key exchange, propose using the 
multiplicative group module p, G=(Zp)*. Others propose using finite abelian groups 
of elliptic curves G=GF(pn), as, for example, the Diffie-Hellman version on elliptic 
curves (ECDSA).17

In 1999, ANSI sponsored the use of elliptic curves and proposed the standard ANSI 
X9.62 [249]. A year later NIST also supported the use of elliptic curves proposed by 
ANSI and proposed additional elliptic curves to be used [250].

17.	 The elliptic algorithm is the additive formulation for the discreet algorithm. The elliptic algorithm 
has exponents and products while the discrete algorithm has products and sums.

αd=β

d=logα β
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ECDSA is slightly more sophisticated than RSA. It is also safer because it achieves the same 
complexity of RSA, but with shorter keys. For those readers interested in a more detailed 
comparison, we recommend the document by Al.I. Ali [251] where more information, 
including the following chart, may be found:

RSA key length (bits) ECDSA key length (bits)

1024 192

2048 256
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