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EXECUTIVE
SUMMARY

Quantum computing is an emerging field that leverages the
principles of quantum mechanics to revolutionize information
processing, offering computational capabilities that surpass
classical computers in handling specific complex problems.

At the heart of quantum computing is the quantum bit or qubit, a quantum analog of
the classical bit, which can exist in multiple states simultaneously due to a phenomenon
known as superposition. This unique ability enables quantum computers to perform
parallel computations, significantly enhancing their processing power for certain types
of problems. Quantum computing has the potential to drive breakthroughs across
various industries, from drug discovery and material science to cryptography and
financial modeling.

This report provides a comprehensive overview of quantum computing, including its
foundational principles, how quantum computers operate, and the key differences
between quantum and classical computing. The discussion extends to the current state
of quantum computing, covering recent advancements in hardware, software, and
research initiatives, as well as the various types of quantum computers currently being
developed.

Furthermore, the report explores the wide-ranging applications of quantum computing,
highlighting its potential to solve optimization problems, enhance machine learning
algorithms, accelerate drug discovery, and address climate change. Special attention

is given to the challenges facing quantum computing, such as qubit stability, error
correction, and the threat to current encryption methods. Finally, the report delves

into the ethical considerations, security concerns, and the future trajectory of quantum
computing, emphasizing the importance of responsible innovation and collaboration
among industry, academia, and government to overcome these hurdles and realize the
full potential of quantum technology.
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RELATED PUBLICATIONS
FROM IDB

It is worth noting that the Inter-American Development Bank (IDB) has previously
published two in-depth reports on quantum technologies. These specialized publications
provide extensive analysis and insights that complement the information presented

here. Readers are encouraged to consult these reports for a more detailed exploration of
guantum computing and its broader implications:

® Quantum Technologies: Digital Transformation, Social Impact, and Cross-sector
Disruption by Marcos Allende Lépez and Marcelo Madeira Da Silva.*

® Quantum-Resistance in Blockchain Networks by Marcos Allende Lépez, Marcelo
Madeira Da Silva, and others.4#
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@ DEFINITION

Quantum computing is an innovative approach to information processing that leverages
the principles of qguantum mechanics to tackle complex computations more efficiently
than classical computers. At its core is the quantum bit or qubit, a quantum analog of
the classical bit, which can exist in multiple states simultaneously, a phenomenon known
as superposition. This unique capability allows quantum computers to perform parallel
computations, offering the potential for exponential increases in processing power for
certain types of problems?.

KEY PRINCIPLES OF QUANTUM
MECHANICS

Understanding quantum computing requires a grasp of several fundamental principles of
guantum mechanics.

These principles are central to how quantum computers operate and distinguish them from
classical computing systems.

Superposition: A Unlike classical bits, which can only be in a state of O or
1, qubits can exist in a superposition of both states simultaneously? This
enables quantum computers to process multiple possibilities at once,
significantly enhancing their computational power.
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Entanglement: This phenomenon occurs when qubits become
interconnected, such that the state of one qubit instantly affects the state
of another, regardless of the distance between them? Entanglement
allows for rapid information sharing and coordination across qubits, a
feature that is crucial for many quantum algorithms. Einstein referred to
this as “spooky action at a distance” due to its non-local nature?

o Interference: Quantum computers utilize interference patterns
to amplify correct results and cancel out incorrect ones during
computations. This property is harnessed to enhance the accuracy and
speed of quantum processing?.

o Decoherence: Decoherence refers to the loss of quantum states due to
interactions with the environment, which causes qubits to behave more
like classical bits.. Managing decoherence is crucial for maintaining the
stability of quantum computations.

HOW QUANTUM COMPUTERS WORK

Quantum computers function differently from classical computers, using qubits instead
of classical bits'. Superposition, the ability to represent both 0 and 1 simultaneously, allows
guantum computers to perform many calculations at once'. The heart of a quantum
computer is the Quantum Processing Unit (QPU), which executes quantum algorithms
by manipulating qubits through quantum gates?.

The physical realization of qubits can vary — meaning that they can be represented in
various ways — including systems like superconducting circuits, trapped ions, or photonic
structures. Regardless of the technology, these qubits are designed to store and process
information in ways that are inaccessible to classical computers'. Through operations
like entanglement, quantum computers can apply specific transformations to groups of
qubits simultaneously, enabling them to solve certain complex problems more efficiently'.

COMPARISON WITH CLASSICAL
COMPUTING

To better understand the capabilities and limitations of quantum computing, it is useful
to compare it with classical computing across several key dimensions:
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Information Processing: Classical computers use bits that can be in
one of two states (0 or 1) at a time. In contrast, quantum computers use
qubits that can represent multiple states simultaneously, offering a
fundamentally different way to process information?3.

0

exponentially with the number of qubits [4]. For example, while a
classical computer might need to process each calculation sequentially, a
guantum computer with three qubits can handle eight (23) calculations
in parallel.

o 1%} Computational Power: The power of quantum computers scales

o Operating Environment: Classical computers operate effectively at room
temperature, while many quantum computers require extremely cold
environments to maintain qubit stability, often near absolute zero*“.

Y oo Problem-Solving Approach: Classical computers are deterministic,
—@ - typically focusing on calculating a specific result. Quantum computers,
IARe) however, use a probabilistic approach to find the most likely solution to a

problem, which can be advantageous in solving complex and ambiguous

problems.
o s — Data Copying and Circuit Reversibility: Classical computers can easily
i _L a—| copy data and typically operate using irreversible circuits. Quantum

computers, due to the no-cloning theorem — which states that it is
impossible to create a copy of an arbitrary unknown quantum state — rely
on reversible circuits, ensuring that the input state can be recovered from
its output”.

It's important to note that quantum computers are not expected to replace classical
computers entirely in the near future* they are best suited for processing tasks involving
huge amounts of data and computation, where they have a performance advantage over
classical computers®. For more mundane tasks, traditional computers will likely remain in
use“.

The future may see a hybrid approach, where quantum and classical computers work
together to solve complex problems efficiently.
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CURRENT STATE OF
QUANTUM COMPUTING

The field of quantum computing has made significant strides in recent years, with
advancements in hardware, software, and research initiatives. This section provides an
overview of the current state of quantum computing, including the types of quantum
computers, quantum software and programming, recent milestones, and government
and academic research efforts.

TYPES OF QUANTUM COMPUTERS

As previously mentioned, the core of quantum computers lies in their use of qubits as
the fundamental units of information, unlike classical computers that rely on traditional
bits [5]. Various physical systems can be used to realize qubits, resulting in different
approaches to building quantum computers. Several types of quantum computers are
currently being developed, each with its own unique architecture”:

This is one of the most widely used quantum computing technologies,
in which qubits are created using circuits made of superconducting
materials. These circuits can maintain quantum states at extremely
low temperatures, where electrical resistance vanishes, allowing for the
precise control of qubit states.
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2. Trapped lon In this approach, individual ions (charged atoms) are trapped and held
Qubits in place using electromagnetic fields. These ions are then manipulated
with lasers to perform quantum operations. Trapped ion qubits offer
high-fidelity operations and long coherence times.

3. Photonic This method uses photons as the fundamental units of information,
Qubits leveraging the unique properties of light to encode and process
quantum information.

4. Neutral Atom This emerging technology utilizes neutral atoms as qubits.
Qubits These atoms, which have no net electric charge, are trapped and
manipulated using laser beams and magnetic fields. Typically, the
atoms are arranged in optical lattices or held by optical tweezers.

5. Quantum This approach uses semiconductor structures to trap and manipulate
Dots individual electrons as qubits. The qubit states are represented by the
spin states or energy levels of these trapped electrons.

In addition to these well-established approaches, researchers are also exploring emerging
qubit technologies that are still largely theoretical. For example, concepts like electrons
on solid neon and electrons over superfluid helium have recently garnered attention as
potential candidates for qubit realization?*. However, the leading emerging technology is
Majorana fermions, which are produced at the phase boundary in a superconducting wire
or at the core of vortices in strong magnetic fields?*. Majorana fermions — particles that
are their own antiparticle — hold promise for creating high-fidelity, highly scalable qubits
with a quantum state protected by topological protection. Despite their potential, further
research breakthroughs are needed to make this technology a practical reality.

There is a significant amount of ongoing research in the field of quantum computing,
aimed at advancing the capabilities and applications of these technologies. For instance,
researchers at the University of California, Irvine, and Los Alamos National Laboratory
recently discovered a method to transform everyday materials,such as glass,intoconductors
suitable for use in quantum computers®. This breakthrough highlights the continuous
innovation and experimentation that are crucial to overcoming current limitations and
realizing the full potential of quantum computing.
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QUANTUM SOFTWARE AND
PROGRAMMING

As quantum hardware advances, the development of quantum software and
programming tools has become increasingly important. Several quantum programming
languages and software development kits (SDKs) have emerged to facilitate the creation
and execution of quantum algorithms®*:

6. Python Python has become the most popular quantum programming language
due to its ease of use and the availability of numerous quantum
computing packages.

7. Qiskit  Developed by IBM, Qiskit is an open-source SDK for working with
guantum computers at the level of circuits, pulses, and algorithms.

8. Q# Microsoft's domain-specific programming language for expressing
quantum algorithms, Q# supports general classical flow control during
the execution of an algorithm.

9.Cirq Google's open-source framework for noisy intermediate-scale quantum
(NISQ) computers, Cirg comes with built-in simulators for wave functions
and density matrices.

0. Julia  Gaining popularity in quantum computing, Julia offers faster
performance and better memory management for classical pre-
processing and post-processing, as well as for simulations.

These programming languages and SDKs provide tools for creating and manipulating
guantum programs, simulating quantum systems, and running algorithms on actual
guantum devices or simulators.

RECENT MILESTONES AND
ACHIEVEMENTS

The quantum computing landscape is rapidly evolving, marked by several key trends and
areas of focus. A major milestone in the field was achieving quantum supremacy, where
a quantum processor outperformed the most powerful classical supercomputers for
specific tasks®. Researchers and companies are also making significant strides in scaling
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up gquantum computers, with a steady increase in the number of qubits integrated

into quantum processors®. This is complemented by efforts to enhance the quality and
connectivity of qubits, leading to the development of modular quantum computers that
can link multiple processors together™.

Another crucial area of progress is error correction, where advancements are being made
to create error-correcting qubit ensembles that enhance the reliability and performance
of quantum computations®. To measure the capabilities of quantum computers, metrics
like quantum volume have been introduced, which assess performance by considering
both the quantity and quality of qubits [6]. These developments highlight the ongoing
efforts to overcome technical challenges and move closer to practical, large-scale
quantum computing.

GOVERNMENT AND ACADEMIC
RESEARCH

Quantum computing is experiencing rapid advancements driven by significant
government initiatives and academic research across the globe. Governments are
increasingly recognizing the transformative potential of quantum technologies, not
just in scientific research, but also in economic competitiveness, national security, and
infrastructure development. This recognition has led to a surge in funding, collaborative
programs, and strategic initiatives aimed at accelerating quantum computing research
and development.

Governments worldwide are ramping up their investments in quantum computing,
driven by the need to maintain and enhance national security, particularly in the face

of potential threats to cryptographic systems. The “harvest now, decrypt later” concern,
where encrypted data might be stored now and decrypted in the future using quantum
computers, has heightened the urgency of these investments. However, government
programs are not limited to national security; they also target economic competitiveness,
scientific leadership, and the development of a skilled workforce®.

Governments are adopting a holistic approach, funding research in hardware
development, software, and algorithm creation. These efforts aim to realize quantum
computers’ full potential, including achieving quantum supremacy and developing
practical applications that demonstrate quantum advantage. The European Union and
countries like the United States, Australia, and China are leading these initiatives, with
programs that foster collaboration across government, academia, and industry. This
collaborative approach is essential in driving forward the development and eventual
commercialization of quantum technologies®.

In the U.S, the Department of Energy (DoE)’'s Office of Science, has significantly
contributed to quantum computing research since 2017. The DoE's initiatives focus on
improving quantum hardware, developing sophisticated qubit control mechanisms, and
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advancing the foundational science needed to make quantum computers easier to use.
This research is not just theoretical but also extends to practical applications in areas like
nuclear and particle physics, chemistry, and materials science.

Similarly, academic research is at the forefront of quantum computing, supported by
government funding and institutional initiatives. Universities and research institutions
are exploring various aspects of quantum computing, including the development of
guantum algorithms, error correction techniques, and quantum software. These efforts
are crucial for making quantum computers more reliable and accessible, bridging the
gap between theoretical potential and practical application.

A notable trend in quantum computing research is the move towards modular quantum
computing, where multiple guantum processors can be connected to work together. This
approach is seen as a pathway to overcoming current limitations in qubit count and error
rates, paving the way for more powerful and scalable quantum systems. Additionally, the
development of quantum computing testbeds, such as those supported by the DoE, is
advancing the state of the art in quantum hardware, providing platforms for researchers
to experiment and innovate®™.
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APPLICATIONS OF
QUANTUM COMPUTING

T

Quantum computing is set to revolutionize various fields by offering unprecedented
computational capabilities that address some of humanity’'s most complex challenges.
As quantum computing integrates with technologies like generative artificial intelligence
(Al), it has the potential to transform business strategies and economic models by
enabling the analysis of market trends and consumer behavior with unmatched accuracy
and speed?®. The emergence of hybrid quantum-classical algorithms, expected to find
practical applications as early as 2025, further amplifies this potential®*.

OPTIMIZATION PROBLEMS

Quantum computers excel at solving optimization problems, which are prevalent in
many real-world scenarios. These problems involve finding the best solution from a set
of possible options, often with multiple conflicting objectives. Quantum algorithms, such
as the Quantum Approximate Optimization Algorithm (QAOA), can potentially solve
optimization problems more efficiently than classical algorithms™.

One classic example is the traveling salesman problem[46], where quantum computers
can explore a vast number of possible solutions simultaneously due to the unique
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properties of quantum mechanics, such as superposition and entanglement®. This
capability allows quantum computers to process massive datasets and solve complex
problems at high speeds'.

In the realm of mathematical optimization, quantum computing may solve problems
that are not practically feasible on classical computers or suggest a considerable speed
up with respect to the best-known classical algorithm™. While experts caution against
overblown claims, particularly regarding existing quantum optimization algorithms,
there is still potential for significant improvements in this field™.

From a more practical perspective, in the financial sector, quantum computing could
enhance portfolio optimization, risk management, and real-time market analysis®.
Quantum algorithms like QAOA, could potentially solve optimization problems more
efficiently than classical algorithms, leading to more strategic investment decisions and
potentially higher returns®. In portfolio optimization, quantum computing could help in
selecting the best possible portfolio based on a given risk-return trade-off [19]. This could
lead to more efficient allocation of resources and improved investment strategies. In the
automotive industry, companies are exploring how quantum computing can optimize
various applications, from manufacturing processes to vehicle design®.

MACHINE LEARNING AND Al

Quantum computing has the potential to significantly enhance machine learning and
Al algorithms. Quantum Machine Learning (QML) combines the principles of quantum
computing with machine learning, leveraging quantum algorithms to improve the
accuracy, effectiveness, and efficiency of existing machine learning algorithms'“.

QML brings forward new algorithmic paradigms, including Quantum Neural Networks
(QNNSs) and Quantum Support Vector Machines (QSVMs)™“ These quantum-enhanced
algorithms can potentially offer exponential speedups for training and inference,
enabling the development of more sophisticated machine learning models'“.

Moreover, quantum computers can address the curse of dimensionality in machine
learning, which refers to the challenges that arise when working with high-dimensional
datasets. As the number of features in a dataset increases, the data becomes sparse, and
the complexity of identifying meaningful patterns or relationships grows, often making
problems computationally intractable for classical systems. Techniques such as Quantum
Principal Component Analysis (QPCA) and Quantum Boltzmann Machines (QBM) offer
scalable solutions by efficiently handling these high-dimensional datasets, enabling
guantum computers to solve problems that are currently beyond the capabilities of
classical systems'“.
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DRUG DISCOVERY AND HEALTHCARE

Quantum computing holds immense promise for accelerating drug discovery and
advancing materials science®®. In the pharmaceutical industry, quantum algorithms can
simulate the behavior of molecules at the quantum level, revealing information about their
structure, dynamics, and interactions with other molecules'®.

This capability allows researchers to predict how potential drug candidates will interact
with target proteins, enabling more informed decisions during the drug development
process'®. Quantum computing can also help in exploring the vast chemical universe more
efficiently, identifying innovative therapeutic possibilities that might have been overlooked
using conventional methods®.

In molecular dynamics simulations, quantum algorithms can model the behavior of
biomolecules like proteins and nucleic acids with atomic-level precision®. This level of
accuracy can significantly enhance the rational design of drugs targeting specific biological
pathways'®.

Furthermore, quantum computing can improve virtual screening and drug design
processes. By efficiently determining the binding affinity of compounds to target proteins,
quantum algorithms can speed up the screening of vast libraries of commpounds to find
potential therapeutic candidates'®.

In healthcare, quantum computing could also facilitate the creation of virtual environments
to study variables such as skin temperature, electrolyte levels, blood circulation, body fluids,
and metabolism on digital human replicas, potentially leading to more personalized and
effective treatments®.

CLIMATE CHANGE AND
ENVIRONMENTAL SCIENCE

Quantum computing could play a pivotal role in addressing the climate crisis by driving
breakthroughs that enable significant reductions in pollutant emissions. The ability of
guantum computers to model complex environmental systems and optimize energy use
could lead to innovative solutions for sustainable development*®. These advancements
could have far-reaching effects on industries such as energy, transportation, and
agriculture, helping to mitigate the impacts of climate change.
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CHEMICAL INDUSTRY

The chemical industry is poised to be an early beneficiary of guantum computing'’s
expanded modeling and computational capabilities. Quantum algorithms can simulate
chemical reactions with unprecedented accuracy, enabling the discovery of new materials
and processes that could revolutionize manufacturing and product development®. This
could lead to more efficient production methods and the development of novel materials
with enhanced properties.

FINANCIAL MODELING AND SERVICES

In the financial sector, quantum computing could bring significant advancements in
portfolio optimization, risk management, and real-time market analysis. By enabling
more strategic investment decisions and improving returns, quantum algorithms
can optimize the selection of portfolios based on risk-return trade-offs™. The ability of
guantum computers to process and analyze vast amounts of data quickly could also
enhance risk management by providing more accurate and timely risk assessments,
potentially mitigating losses and maximizing returns®. Additionally, the speed of
guantum computing could facilitate real-time market analysis, allowing investors to
make decisions based on the most current data, which is crucial in volatile markets'™.
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Quantum computing is making significant strides in Latin America and the Caribbean
(LAC) and Spain, with various sectors beginning to realize its potential to address complex
challenges. The region is increasingly becoming a key player in the global quantum
landscape, with applications ranging from logistics optimization to environmental
sustainability. The examples in this chapter are a glimpse of the ongoing initiatives, and
this list is not exhaustive.

In Uruguay, qguantum computing is being applied to optimize logistics, particularly in air
and maritime cargo. Advanced quantum algorithms are used to improve cargo loading

plans, making operations more efficient and cost-effective. This application is crucial for

industries where maximizing space and minimizing costs are essential. The technology

has already demonstrated significant benefits in practical scenarios, such as optimizing

cargo placement in passenger aircraft, leading to better resource utilization®.

Brazil is harnessing quantum computing to revolutionize its agricultural sector.
Researchers are developing quantum algorithms designed to optimize the use of
resources such as water and fertilizers. These efforts aim to improve crop yields while
reducing their environmental impact, contributing to more sustainable agricultural
practices. Given Brazil's significant role in global agriculture, these developments
highlight how quantum computing can drive sustainability in critical industries®.

The LAC region is also focusing on developing quantum software engineering practices.
Researchers in countries like Brazil and Mexico are working on creating new software
architectures and tools specifically tailored to quantum computing. These advancements
are essential for the successful deployment of quantum algorithms in industries such as
finance, telecommunications, and logistics. By addressing challenges like noise reduction
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and economic costs, these initiatives are laying the groundwork for broader quantum
adoption in the region®.

In Spain, the government is taking a proactive approach to integrating quantum
computing with other disruptive technologies, such as Al. The Quantum Spain initiative
aims to establish the first public guantum computer in Southern Europe at the National
Supercomputing Center in Barcelona. This move is expected to boost Spain’s position as
a leader in quantum technology within Europe, enabling the country to tackle complex
challenges related to national security and economic competitiveness*.

Additionally, Spain is leveraging quantum computing to address environmental
challenges. The CUCO project®, one of the country’s largest quantum initiatives, focuses
on developing quantum algorithms that can accelerate the reduction of CO2 emissions.
This project exemplifies Spain’s commitment to using advanced technology to combat
climate change and promote sustainability*.
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CHALLENGES IN
QUANTUM COMPUTING

Although quantum computing holds immense promise for solving complex problems
beyond the capabilities of classical computers, the field faces several significant challenges
that need to be addressed to realize its full potential. This section explores the key hurdles
in quantum computing and the ongoing efforts to overcome them.

QUANTUM NOISE, QUBIT STABILITY
AND COHERENCE

Unlike classical bits, qubits are inherently fragile and susceptible to environmental
disturbances. This fragility poses a significant challenge in maintaining the stability and
coherence of quantum states.

Quantum systems are intrinsically noisy, making it difficult to build a quantum machine
without errors?®®. The interaction between qubits and their environment, including
thermal fluctuations and electromagnetic interference, can lead to quantum noise that
disrupts computations?. This noise can cause decoherence, a phenomenon where qubits
lose their quantum properties and the information they store?.

To address this challenge, researchers are focusing on improving qubit quality to achieve
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lower error rates and longer coherence times?:. This involves enhancing the physical
isolation of qubits and implementing precise control techniques?. Additionally, engineers
are developing low-noise power supplies and source measure units (SMUs) to provide
clean bias voltage, positioning them as close as possible to the cryostat to minimize
environmental interference®.

SCALING UP QUANTUM SYSTEMS

As quantum computing progresses, scaling up quantum systems to include more qubits
becomes increasingly challenging. The complexity of controlling individual qubits grows
with the number of qubits in the system, making it difficult to maintain high levels of
qubit quality or fidelity?.

One of the main obstacles in scaling quantum systems is the increase in error rates as the
number of qubits and successive gates grows?4. Current approaches related to control
electronics and calibration for superconducting qubits are not yet scalable to the degree
experts consider necessary?.

For trapped-ion systems, increasing the number of qubits is the most significant obstacle.
Creating entanglement across more than two qubits has proved challenging, and the
physical movement of ions is slow compared to changing electronic states?:. Moreover,
trapped-ion systems are limited in their achievable size because fidelity declines with the
distance ions must travel.

To address these scaling challenges, researchers are exploring modular approaches that
support error correction®. This involves developing quantum algorithms and system
architectures that can efficiently handle larger numbers of qubits while maintaining their
quality and coherence.

QUANTUM ERROR CORRECTION

Error correction is a central challenge in quantum computing. While some errors are
inevitable, the ability to detect and correct these errors is crucial for the development
of practical quantum computers?. However, the process of checking for errors can
introduce more errors, creating a complex cycle of error detection and correction?.

Recent advancements in quantum error correction show promise: researchers have
developed a method to monitor qubits during computation to detect errors in real time.
This technique causes qubits with errors to emit a flash of light, while qubits without
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errors remain dark and unaffected. This approach converts errors into a type, known as
erasure errors, which are simpler to correct than errors in unknown locations?.

In a recent demonstration, approximately 56 percent of one-qubit errors and 33 percent
of two-qubit errors were detectable before the end of the experiment. Importantly,

the act of checking for errors increased the error rate by less than 0.001 percent?s. With
further optimization, researchers believe that close to 98 percent of all errors could

be detectable, potentially reducing the computational costs of implementing error
correction by an order of magnitude or more?®.

MANUFACTURING AND ENGINEERING
HURDLES

As quantum systems scale up, the space requirements for control equipment become a
critical issue. Current electronics would require extremely large spaces to accommodate
a million qubits?. To address this, researchers are working on miniaturizing control
components through innovative control architecture, such as redesigning at the chip
level?.

Another challenge is the power consumption of control systems. Scaling existing systems
for one million qubits without changing their design would require a large power station
just to power up?. This has created the need for the development of more energy-
efficient control systems and architectures.

The manufacturing of quantum computing components also faces hurdles. While a
burgeoning supply chain for quantum computing hardware is emerging, with vendors
for dilution refrigerators, control systems, and other components based on relatively
mature technologies, there is a need for more specialized components?. This includes
electronics, attenuators, and amplifiers designed specifically for guantum systems?>.

To overcome these manufacturing and engineering challenges, increased collaboration
between industry, academia, and government is crucial. Many experts in the field
advocate for more government support to advance the quantum computing industry
and develop the necessary infrastructure and supply chains?.

As quantum computing continues to evolve, addressing these challenges will be critical
in realizing the technology’s full potential and bringing about practical, large-scale
guantum computers capable of solving complex real-world problems.
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RISKS AND CONCERNS

THREAT TO CURRENT ENCRYPTION
METHODS

The advent of quantum computing poses a significant threat to current encryption
methods, which form the bedrock of cybersecurity. Modern encryption algorithms rely
on the computational difficulty of certain mathematical problems, such as factoring
large numbers or solving discrete logarithm problems™ 27, Classical computers find these
problems challenging to crack within a reasonable time frame, providing the security
basis for much of today’s internet. However, quantum computers, thanks to their superior
computational capabilities, could potentially solve these problems efficiently, posing a
significant threat to these encryption methods?”. The potential for quantum computers
to break current encryption standards underscores the need for organizations to evaluate
their risk exposure and migrate to post-quantum cryptography?¢.

The impactofthisthreatis far-reaching. A hostile actor who possesses quantum capabilities
could read encrypted information transmitted over the internet and gain access to an
immeasurable amount of critically sensitive information, including personal medical
or criminal records, financial data, cutting-edge commercial research, and classified
national security information 223 The U.S. National Security Agency (NSA) has stated that
“the impact of adversarial use of a quantum computer could be devastating to [National
Security Systems] and our nation"?8,
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The cybersecurity protocols of widely used blockchain technologies, like Ethereum and
Bitcoin, would also be vulnerable to such attacks?®?, highlighting the need for blockchain
developers to update their platforms to use post-quantum cryptography.

However, quantum cryptography, also known as quantum encryption, offers a potential
solution to this challenge. Unlike traditional cryptography built on mathematics, quantum
cryptography is based on the laws of physics®. It relies on the unique principles of quantum
mechanics, such as the inherent uncertainty of particles, the ability to measure photons
randomly in binary positions, and the fact that a quantum system cannot be measured
without being altered®.

Quantum Key Distribution (QKD) is a prime example of quantum cryptography in action.
QKD allows for the secure distribution of secret keys known only by the authorized parties,
enabling the detection of any third-party attempts to intercept the key". This technology
could potentially provide unhackable communication channels, ensuring data security in
the quantum era'®,

ETHICAL CONSIDERATIONS

As quantum technologies advance, there is a growing emphasis on the ethical and
standardization aspects of qguantum computing. The need for standardization is
becoming increasingly critical to ensure interoperability across different systems. At
the same time, ethical guidelines are necessary to address concerns related to privacy,
security, and accessibility®.

The development of quantum computing brings forth several ethical challenges. One
significant issue is resource allocation and inequality. Quantum computing requires
substantial resources, both physical and human, which are currently accessible only to a
few nations and have the potential to widen global socio-economic divides®. Additionally,
the immense power of quantum computers could be misused, as they might be

capable of breaking existing encryption schemes, leading to significant breaches of
privacy and security®:. The complexity of quantum algorithms also raises concerns about
accountability and transparency; the intricate nature of these algorithms may result in

a lack of understanding about their actions or mistakes, making it difficult to ensure
responsible use*.

In response to these ethical concerns, organizations like the World Economic Forum

and the National Academies of Sciences have begun to develop frameworks aimed at
guiding the responsible development and use of quantum technologies®; and certain
governments are implementing preemptive measures to mitigate the risks associated
with quantum computing. For example, the U.S. National Institute of Standards and
Technology (NIST) is in the process of standardizing new post-quantum cryptography
(PQC) protocols designed to resist attacks from both classical and quantum computers?,
However, the transition to post-quantum cryptography will be a complex, lengthy, and
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costly endeavor, likely extending over many years?.

As quantum computing continues to evolve, it is imperative for organizations to
understand the potential risks it poses to their operations and security. Organizations that
handle and process data should carefully consider the lifetime value of their data and the
consequences of that data being compromised or misused by malicious actors®.
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THE FUTURE OF
QUANTUM COMPUTING

The future of quantum computing holds immense promise, with potential breakthroughs
and wide-ranging impacts across various industries. As the technology matures, experts
anticipate significant advancements in commercialization, scientific discoveries, and
industrial applications.

Significant leaps have already been achieved in error correction in recent years, with
practical progress surpassing earlier theoretical expectations®. This development is crucial
for achieving fault-tolerant quantum computing, which is essential for realizing the full
potential of this technology.

By 2025, development teams are expected to shift their focus from increasing raw
qubit count to enhancing qubit precision and performance®. This transition signifies a

maturation of the field, with a growing emphasis on the quality of qubits rather than mere
quantity?*.

PREDICTIONS FOR
COMMERCIALIZATION

As quantum computing continues to evolve, it is expected to create value worth trillions
of dollars within the next decade®,
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The commercialization of qguantum computing is expected to unfold in three distinct
phases. The first phase, known as the NISQ era, is projected to last until 2030. This period
has faced challenges due to technical hurdles in hardware development, particularly

in improving qubit fidelity while increasing qubit numbers?4. Despite these obstacles,
quantum machines leveraging analog methodologies are anticipated to deliver tangible
near-term value, especially in materials and chemicals simulations, with potential annual
revenues ranging from $100 million to $500 million during the NISQ era**.

The second phase, termed broad quantum advantage, is expected to occur between
2030 and 2040. During this period, quantum computers are likely to demonstrate clear
superiority over classical systems for specific tasks®. The final phase, full-scale fault
tolerance, is predicted to emerge after 20403,
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