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The objective of this brief is to examine 
how digital health interventions were 
used during past public health emergency 
situations from 2005-2020 to derive lessons 
learned and to analyze which types of 
digital health interventions were the most 
useful and relevant to deal with current and 
future situations. 

Digital health interventions are commonly 
used tools to improve efficiency and quality 
of healthcare (Nelson et al. 2019) and they 
are also proven to be effective during public 
health emergencies (Allen et al. 2019). The 
need for timely and accurate information 
during public health emergencies is well 
documented; based on a literature review 
of 28 peer-reviewed articles focused 
on digital intervention on public health 
emergencies from Ebola, Cholera, MERS, 
COVID-19, and others, Information was the 
most frequently encountered challenge 
among WHO’s Health System Challenges 
of Digital Health Interventions. Main 
specific challenges included the lack of 
quality and reliable data, communication 
roadblocks, lack of access to information 
or data and insufficient utilization of data 
and information. An important part of the 
literature emphasizes the importance of 
stronger information systems in times 
of public health emergencies, especially in 
community-based information system. 

Using the WHO Digital Intervention System 
Categories, four key types of systems 
categories -ICT applications and information 

systems- were most commonly found in 
literature:  Emergency response systems, 
Client communication systems, Public 
health and disease surveillance systems, 
and Geographic information systems (GIS). 
It should be noted that mHealth tools 
were commonly cited in the literature 
and were part of the solutions included 
in the majority of these categories (40% 
of studies mentioned mHealth tools). This 
result implies that effective measures to 
share information and communicate with 
the public are critical for responding to 
public health emergencies. According to 
available evidence, emergency response 
systems, client communication systems, and 
geographic information systems were the 
most effective digital interventions, due to 
improvements in public health surveillance 
and sharing information and communication 
with the public (Tambo et al. 2014; Tom-aba 
et al. 2015; Tom-aba et al. 2018). 

Most specific examples in literature were 
related to Ebola, Cholera, and Influenza A.  
For example, in Haiti, during the Cholera 
outbreak following the earthquake of 2010, 
mobile health and geospatial mapping 
technology were found to reduce the 
need for paper registries and manual 
data entry, which would have been costly, 
time consuming, and is known to increase 
error. Using Global Positioning System 
(GPS) coordinates, researchers mapped 
vaccine posts, population size, and vaccine 
coverage to understand the reach of oral 
cholera vaccination (OCV) campaign in 

1.
Executive 
Summary

https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
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rural Haiti (Teng et al. 2014). In Nigeria, 
front line workers who used mobile 
health tools for learning and training of 
frontline workers during the Ebola Virus 
Disease improved their knowledge of 
the disease1, with statistically significant 
improvements (p<.05) on questions about 
human transmission of the virus, common 
symptoms, and whether Ebola fever is 
preventable (Otu et al. 2016).

Existing literature also noted that the 
capacity of GIS to link disease information 
with environmental and spatial data 
makes it an asset in the progression of 
worldwide healthcare. Additionally, health 
organizations can now visualize, analyze, 
interpret and display multifaceted 
geo-location data with GIS tools, mapping 
applications and Big Data (Musa et al. 
2013). These new tools have unleashed 
new modeling techniques previously 
thought impossible (Chunara et al. 2012). 
However, some of these technologies have 
raised ethical issue related to privacy of 
citizens, which requires further analysis as 
technology advances.

The increased use in digital interventions 
for COVID-19 implies that digital 
interventions are here to stay and will 
continue to advance. Digital interventions 
for emergency preparedness will continue 
to be more valuable tools in terms of all 
the aforementioned areas. So far, a ICT 
tools and information systems that enable 
public health and disease surveillance, client 
communication and geographic information 
systems have been implemented.
 
We should be open to adopt newly 
developed technologies into emergency 

preparedness measures and expand the 
areas of usage. Additionally, it is important 
to note contextual differences may limit the 
applicability of certain digital interventions 
across regions, and each digital intervention 
should be carefully analyzed prior to 
replication.

Furthermore, information shared should be 
trustworthy and reliable, and new concepts 
should be taken into consideration to 
avoid chaos and misinformation. It is also 
important to note that the best way to 
be prepared for an emergency is to plan 
and develop communication strategies, 
infrastructure, and other measures to 
enhance information related emergency 
preparedness before the emergency, in 
order to respond in a timely way.

However, digital interventions alone are 
not enough. Often non-digital approaches 
–such as interviews for contact tracing- 
are either more important or need to be in 
place before digital approaches become 
useful. That being said, when digital 
interventions are incorporated in a coherent 
public health response, they can be very 
powerful and leverage substantial benefit. 
While doing so, we must actively monitor 
un-intended consequences that comes 
along with the rapid changes and updates 
with technology. Issues such as privacy, and 
security during public health emergencies, 
public perception, and ethical issues will 
be important areas of concern while using 
digital interventions. Thus, frameworks to 
guide policy makers and citizens navigate 
decisions during times of crisis should be in 
place prior to future outbreaks. 

1 The study noted reinforcement against risky behaviors 
such as contact with Ebola patients, eating bush meat, 
and risky burial practices
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2.
What are Digital Interventions 
for public health emergencies 
and why do they matter?

The objective of this brief is to examine 
how digital health interventions were 
used during past public health emergency 
situations from 2005-2020 to derive 
lessons learned to countermeasure 
current COVID-19 through digital health 
intervention, and to analyze which types of 
digital health interventions were the most 
useful and relevant.

WHO defines a Public Health Emergency 
as “an occurrence or imminent threat of an 
illness or health condition, caused by bio 
terrorism, epidemic or pandemic disease, or 
(a) novel and highly fatal infectious agent or 
biological toxin, that poses a substantial risk 
of a significant number of human facilities 
or incidents or permanent or long-term 
disability.”(WHO 2019)

A digital health intervention is defined as a 
“discrete functionality of digital technology 
that is applied to achieve health objectives 
and is implemented within digital health 
applications and ICT systems, including 
communication channels such as text 
messages.” (WHO 2019)

As we are all living in a more connected 
world than ever, we are exposed to a higher 
risk of pandemics. The case of COVID-19 
shows how a regional outbreak can become 
a global phenomenon that affects not 
only citizens’ well-being, but also global 
economy. As a countermeasure to combat 
the outbreak, countries are adopting various 
digital solutions. While we recognize that 

the current crisis is something that we have 
not seen in recent memory, this is not the 
first outbreak that employed digital tools. 
We looked at past and current research to 
discover lessons learned, best practices, and 
recommendations to apply them to current 
and future outbreaks.  
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3.
What can we learn 
from past experiences?

We conducted a literature review of studies 
with evidence regarding digital health and 
public health emergencies from 2005-
2020 found in Google Scholar. We started 
at 2005 given that major outbreaks prior 
to 2005 did not have sufficient digital 
technology to be implemented as digital 
interventions. We included studies that 
examined health outcomes and impacts; 
cost effectiveness; and social issues.  
Specific key words included “Digital 
technologies”; “ICT & public health”; “public 
health emergency response”; “pandemic”; 
“epidemic”; “surveillance”; and then looked 
at specific diseases (see below) and the 
words “digital”; “ICT tools”; and “response”. 

In order to select types of diseases to 
include in our study, we analyzed the most 
frequently reported disease in WHO’s 
emergency responses (WHO, n.d.) from 
2005 to 2020, and selected top 13 most 
frequently reported, which included: Avian 
influenza, Cholera, Ebola virus disease, 
Human infection with avian influenza 
A (H7N9), Influenza A (H1N1), Marburg 
virus disease, Measles, Meningococcal 
disease, Middle East Respiratory Syndrome 
Coronavirus (MERS-COV), Novel 
Coronavirus (COVID-19), Polio, Yellow Fever, 
and Zika virus infection. 

It is important to note that interventions 
during epidemic and pandemic situations 
vary depending on the disease. In this 
brief, we focus mainly on population-
based interventions including: Emergency 

response mechanisms; Risk communication 
and public engagement; Case finding; 
contact tracing and management (including 
quarantine and isolation); and Surveillance. 
We did not include case management 
and related ICT interventions, such as 
telemedicine or interventions for individual 
behavior change, as the focus on this brief 
is population level interventions.  In total, 
28 studies were found. 26 studies were 
included, while 2 were discarded due to 
difference in focus of the studies. 

We categorized the literature based on the 
following criteria for qualitative analysis: 
year of study, year of outbreak, region/
country of outbreak, name of the disease, 
number of population affected, description 
of issues/problems, digital intervention 
description, description of findings, WHO’s 
Classification of Digital Health Interventions 
(WHO 2018): Health system challenges, and 
System Categories, Type of results, Type of 
study, and WHO’s 8 pillars from COVID-19 
Strategic Preparedness and Response Plan 
(WHO 2020). 

WHO’s Classification of Digital Health 
Interventions categorize the “different ways 
in which digital and mobile technologies 
are being used to support health system 
needs” (WHO 2018). The interventions 
are organized into four groups based on 
targeted primary users: 
 

https://www.who.int/csr/don/archive/year/en/
https://www.who.int/csr/don/archive/year/en/
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
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1. Clients;
2. Healthcare providers;
3. Health system or resource manager; or
4. Data services.

These interventions are used to address 
one or multiple health system challenges. 
Health system challenges are used to 
“articulate how technology is addressing 
identified health needs, and they provide an 
overview of needs and challenges faced in 
health systems to assist program planners 
to express what they expect to achieve 
through implementation of a digital health 
intervention”(WHO 2018).  It consists of 8 
themes;

1. Information;
2. Availability;
3. Quality;
4. Acceptability;
5. Utilization;
6. Efficiency;
7. Cost; and
8. Accountability.

The types of ICT applications and 
information systems designed to deliver 
one or more digital health interventions 
are called System categories (WHO 2018). 
There are 25 different types of system 
categories. (Click here to see full list of 
System categories) In our analysis, we used 
health system challenges to categorize 
types of challenges during public health 
emergencies, and system categories to 
see which types of ICT applications and 
information systems were used to address 
these challenges. We did not use four 
types of digital intervention groups given 
that health system categories are the 
combination of various digital interventions. 
Based on the details of each study, we 
assigned WHO’s classifications. 

In order to support country preparedness 
and response in times of public health 
emergencies, especially targeting COVID-19, 
WHO provides operational planning and 
guidelines through WHO’s COVID-19 
Strategic Preparedness and Response Plan 
(WHO 2020). There are 8 pillars in this plan, 
which include:

1. Country-level coordination, planning, 
and monitoring;

2. Risk communication and community 
engagement;

3. Surveillance, rapid response teams, 
and case investigation;

4. Points of entry; 
5. National laboratories;
6. Infection prevention and control;
7. Case management; and
8. Operational support and logistics.

(Click here to see full definition of the 
pillars) Though this document is dedicated 
to strategic preparedness and response to 
COVID-19 specifically, we used these pillars 
to categorize how past digital interventions 
could apply to current COVID-19 
interventions.   

https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
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4.
What do we know 
from evidence? 

As seen in Table 1, among the 8 health 
system challenges listed by the WHO’s 
Classification of Digital Health Interventions 
(WHO 2018), Information was the most 
frequently encountered challenge (22 times 
out of 28 publications) in times of public 
health emergencies. Information related 
challenges were found especially  
infectious disease outbreaks such as Ebola 
(in West Africa), Cholera (in Haiti), Zika 

(in Latin America), Influenza A (global), 
and COVID-19.  Specific information 
challenges included: lack of quality and 
reliable data, communication roadblocks 
and lack of access to information or data. 
Furthermore, insufficient utilization of data 
and information was also an issue. Based on 
this result, it could be inferred that timely, 
quality information is vital during public 
health emergencies.

TABLE 1
Number of publications according to WHO Health system challenges 

WHO
Health System Challenges 

1.0 Information

2.0 Availability

3.0 Quality

4.0 Acceptability

5.0 Utilization

6.0 Efficiency

7.0 Cost

8.0 Accountability

Number of Publications 
(multiple selection is allowed) 

22

7

3

0

3

5

0

1

https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
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As seen in Table 2, using the digital 
intervention system categories of WHO, 
the most common types of systems 
studied included: emergency response 
systems (12 times), client communication 
systems (12 times), public health and 
disease surveillance systems (11 times), 
geographic information systems (7 times), 
community-based information systems 
(5 times), learning and training systems 
(3 times),  laboratory and diagnostics 
information system (1 time) and client 
applications (1 time). In addition, in Table 
2, there are two system categories that 
were not included in the WHO’s system 
categories: mHealth, and crowd-sourced 
information system. As mHealth could be 
used in many functionalities, the uses of 
mHealth were categorized into different 
systems categories of WHO depending 
on the purposes and functions of mHealth 
applications. However, we also included 
mHealth as a separate systems category 
in table 2 to show the frequent use of 
mHealth (11 times) in our study. Crowd-
sourced information gathering system 
was mentioned by 6 articles. The result 
implies that an effective measure to share 
information and communicate with the 
public are the key in responses to public 
health emergencies, and mHealth is a 
promising tool for emergencies.

Findings from the last two types of system 
categories provide an important insight. 
Mobile Health or mHealth, the use of mobile 
phone information technology in the health 
sector was a type of ICT application and 
information systems that was widely used 
to overcome difficulties in management and 
communication in times of public health 
emergencies. Client communication system 
(7 times), Emergency response system 
(6 times), and Public health and disease 
surveillance system (6 times) were the most 
frequently adopted types, and Community-

based information system, Geographic 
information system, and Learning and 
training systems were used 3 times. mHealth 
application was also used as crowd-sourced 
information system (1 time). Another 
category, the Crowd-sourced information 
gathering system emerged rather recently, 
but it has been a popular method to gather 
real-time information and map the outbreak. 
Instead of using traditional data gathering 
resources, this system uses data gathered 
from social media like Twitter, Facebook, 
blog posts, or other image sharing website. 
This type of information gathering offers 
more sensitive and timely gathering of data, 
which has an advantage over traditional 
data gathering methods. Furthermore, these 
systems are independent from healthcare-
seeking behavior biases and less costly 
(Wójcik et al. 2015).

It should be noted that it was common 
to have multiple challenges and multiple 
interventions per publication. For instance, 
in order to improve information challenges 
during Nigeria’s Ebola outbreak, the Open 
Data Kit and Form Hub Technology was 
used in combination with a dashboard and 
ArcGIS mapping for follow up for contact, 
identification of cases, case investigation 
and management and also for strategic 
planning during the response (Tom Aba 
et al. 2015). Furthermore, mHealth was a 
versatile application used to perform many 
different functionalities, such as mapping, 
surveillance, and communication.

Similar to WHO’s digital health intervention, 
WHO’s 8 pillars from COVID-19 Strategic 
Preparedness and Response Plan (WHO 
2020) also notes the importance of 
communication, surveillance, rapid response 
teams, and case investigation in times of 
public health crisis. Surveillance, rapid 
response teams, and case investigation 
were the most frequently used categories, 
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with 14 publications, and following was 
risk communication and community 
engagement. The following examples show 
how communication, surveillance, and 
other pillars were applied during the past 
outbreak.

Surveillance, rapid response teams, and case 
investigation: The earliest form of digital 
intervention found in our search for public 
health emergencies indicate the importance 
of public surveillance in controlling 
outbreaks. The Influenza A (H1N1) pandemic 
in 2009 showcased “non-traditional 
surveillance sources, such as  internet news, 
and social media posts, complemented 
traditional surveillance systems’ limitations 
such as delays in reporting, inconsistency in 

2 Not on WHO’s list
3 Mobile health is not on WHO’s list, and the usage of 
mhealth in the literatures were categorized into WHO’s 
systems categories depending on its usage. However, we 
included this here to show how frequently mHealth was 
used during our research. 

population coverage and poor sensitivity to 
detect emerging diseases” (Brownstein et 
al. 2010).

In Haiti, mobile health and geospatial 
mapping technologies were found to 
reduce the need for paper registries and 
manual data entry, which would have been 
costly, time consuming, and are known to 
increase errors. “Using GPS coordinates, 
the researchers mapped vaccine posts, 

TABLE 2
Number of publications according to WHO System categories findings 

WHO
Health System Catergories 

C. Client Applications

D. Client Communication System

F. Community-based information system

I. Emergency response system

L. Geographic information system (GIS)

R. Laboratory and diagnostics 
information system

S. Learning and training system

V. Public health and disease surveillance 
system

Crowd-sourced information system2

Mobile health (mHealth)3

Number of Publications 
(multiple selection is allowed) 

1

12

5

12

7

1

3

11

6

11
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population size, and vaccine coverage to 
understand gaps and increase efficiency of 
the reactive oral cholera vaccination (OCV) 
campaign in rural areas” (Teng et al. 2014).
 
Risk communication and community 
engagement: A case study on the Zika 
outbreak shows how better and timely 
public communication and engagement 
strategies are crucial to controlling outbreak 
effectively. “Applications of digital tools 
to share data and information on Zika 
outbreaks through social media- Twitter, 
Facebook, blog posts and other image 
sharing websites- were very useful to 
governments, and other stakeholders. 
These direct information channels shared 
transmission routes, new case reports, and 
helped mapping and early warning alert for 
the communities, which helped in logistics, 
setting priorities, timely intervention for 
support system and contingency measures” 
(Tambo et al. 2017).

Case management: In Nigeria, front line 
workers who used a mobile health tool 
for learning and training  during the Ebola 
Virus Disease improved their knowledge 
of the disease, with statistically significant 
improvements (p<.05) on questions about 
human transmission of the virus, common 
symptoms, and whether Ebola fever is 
preventable. The study noted that the 
use of mHealth learning courses provided 
reinforcement against risky behaviors, such 
as contact with Ebola patients, eating bush 
meat, and risky burial practices (Otu et al. 2016).

Country-level coordination, planning, 
and monitoring: These two examples 
demonstrate how these two countries 
have strengthened their country-level 
coordination, planning and monitoring after 
a past outbreak. After the MERS outbreak 
of 2015 in South Korea, the government 
introduced several reforms to the country’s 

infectious disease preparedness. Among 
those reforms were utilizing ICT applications 
and information systems to enhance 
the country’s capability in preventing, 
detecting, and rapidly responding to an 
outbreak (Jeong 2017). Similarly, Taiwan has 
strengthened its emergency preparedness 
after the SARS pandemic, applying 
enhanced country level communication, 
and surveillance systems to the current 
COVID-19 pandemic (Wang et al. 2020).

As mentioned above, mHealth is a versatile 
application during an outbreak, serving 
different functionalities from client 
communication to surveillance. Looking at 
different types of diseases, during Ebola 
outbreak in West Africa, mHealth was used 
as a learning and training system (Otu et 
al. 2016), a community-based information 
system (Sacks et al. 2015), and a public 
health and disease surveillance system 
(Sacks et al. 2015). When Influenza A 
pandemic occurred in 2009, mHealth tools 
were used to input data into the Geographic 
information system (GIS), and to collect 
data for a crowd-sourced information 
system (Freifeld et al. 2010). Most recently, 
mHealth tools were implemented as an 
emergency response tool and a client 
communication tool during Taiwan’s 
response to COVID-19 (Wang et al. 2020).

Though use of digital tools is promising 
in the times of public health emergencies, 
some of the articles raised issues related 
to use of these tools. An article on impact 
of technology and mobile applications 
during Ebola and Zika pointed out ethical, 
legal and medical issues when digital 
tools were used during these outbreaks. 
The paper also stated that the issues of 
informed consent, lack of trust, and security 
could be caused by the use of digital tools 
(Tambo et al. 2017). In addition, crowd-
sourced information systems could also 
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TABLE 3
Number of publications according to WHO Pillars findings 

WHO
Pillars 

1. Country-level coordination, planning, 
	 and monitoring

2.	 Risk communication and community 
	 engagement

3.	 Surveillance, rapid response teams,  
and case investigation

4.	Points of entry

5.	National laboratories

6.	 Infection prevention and control

7.	 Case management

8.	Operational support and logistics

Number of Publications 
(multiple selection is allowed) 

5

11

14

0

0

0

6

2

have challenges related to information 
verification and accuracy (Freifeld et al. 
2010), and lack of consistency in data as 
ensuring consistent participation is difficult 
for this type of information gathering 
(Wojcik et al. 2015).  Lastly, lack of universal 
design and accessibility when designing 
for ICT tools and platforms for emergency 
management (Chen et al. 2018) is another 
issue that needs an improvement.
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5.
What does this mean 
for current and future 
outbreaks? 

Importance of reliable and accurate 
information in times of outbreaks: 
Information was the most frequently 
encountered challenge among WHO’s 
Healthy System Challenges of Digital Health 
Interventions (WHO 2018). Specifically, 
the lack of quality and reliable data, 
communication roadblocks, lack of access 
to information or data, and insufficient 
utilization of data and information were 
the main challenges within information 
category.

Reliable information and efficient 
communication channels are critical, 
especially during the times of outbreaks, 
because information system allows not only 
detecting and reporting the current trend, 
but also helps identifying and containing the 
outbreak. However, too much information 
can also be problematic; according WHO, 
“the 2019-nCoV outbreak and response has 
been accompanied by a massive ‘infodemic’ 
- an over-abundance of information – some 
accurate and some not – that makes it 
hard for people to find trustworthy sources 
and reliable guidance when they need it.” 
(WHO 2020). This requires public health 
organizations to work harder on finding, 
detecting, and correcting rumors, myths, 
false prevention measures, and statistics 
that do more harm than good (D’Agostino 
et al. 2017).

Literature also emphasizes the importance 
of stronger information systems in times 
of public health emergencies, especially in 

community-based information system. It is 
also important to note that the best way 
to be prepared for an emergency is to plan 
and develop communication strategies, 
infrastructure, and other measures to 
enhance information related emergency 
preparedness before the emergency, in 
order to respond in a timely way.

Surveillance and communication related 
tools as key digital intervention system 
categories: Using the WHO Digital 
Intervention System Categories (WHO 
2018), there were four key systems 
categories that were most commonly found 
in literature: Emergency response systems, 
Client communication systems, Public 
health and disease surveillance systems, and 
Geographic Information systems (GIS). We 
cannot simply conclude that these systems 
categories were the most effective ICT 
tools and information systems. However, 
we can infer that these tools were used to 
strengthen communication with the public 
and enhance surveillance and monitoring 
in times of public health emergencies, and 
they were effective in some cases.

For instance, improvement in GIS allowed 
it to link disease information with 
environmental and spatial data, which 
makes it an asset in the progression of 
worldwide healthcare. Health organizations 
can now visualize, analyze, interpret and 
display multifaceted geo-location data 
using GIS tools, mapping applications and 
Big Data (Musa et al. 2013). These new tools 

https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
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have unleashed new modeling techniques 
previously thought impossible (Chunara et 
al. 2012). While we learned that digital tools 
may strengthen emergency preparedness, 
the use of digital technology also raises 
concerns related to ethical, privacy, and so 
on, which needs to be further analyzed as 
technology advances. 

Crowd-source information system as new 
form of surveillance and communication 
tools: A newly emerging surveillance 
and communication tool, Crowd-sourced 
information systems, have been gaining 
importance as they introduce new forms 
of surveillance and communication tools. 
Though their history is shorter than other 
digital tools, they have been a popular 
way to gather real-time information on 
outbreaks. Using social media- such as 
Twitter, Blog Post, Facebook, or other 
image sharing websites- citizens report 
and share data on the situation near them, 
allowing real-time information gathering. 
Nonetheless, we need to expand our efforts 
in using newly developed technology to 
improve surveillance and communication 
tools for countermeasures of current and 
future outbreaks.

Researchers recommend that public 
health practitioners are involved in design 
of ICT systems (Reeder et al. 2010). 
Literature also suggests that future studies 
explore universal design and accessibility 
of ICT tools and plans for emergency 
management (Chen et al. 2018) and an 
up-to date continuity of operations plan 
(COOP), an organizational guideline during 
a crisis that ensures continuous delivery 
of essential services (Reeder et al 2010). 
These suggestions are applicable to current 
interventions and future research from the 
COVID-19 outbreak.

Limitations

In general, there is a lack of research on 
specific digital interventions in times 
of public health emergencies. Also, the 
contexts and cultures in which these 
literatures were deployed were highly 
variable, making generalizations difficult. 
Furthermore, our analysis is limited, as 
we did not include case management 
and related ICT interventions, such as 
telemedicine, public health measures 
and behavior change, but focused on 
population-based interventions.
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6.
Specific applications 
for COVID-19 and 
Global Examples

As mentioned before, interventions during 
epidemic and pandemic situations vary 
depending on the disease. The WHO 
recommends 10 priority areas of work 
(WHO 2020) for Critical preparedness, 
readiness and response actions for 
COVID-19 including: Emergency response 
mechanisms; Risk communication and 
public engagement; Case finding, contact 
tracing and management (including 
quarantine and isolation); Surveillance; 
Public health measures; Laboratory 
testing; Case management strategy; 
Case management recommendations by 
case severity and risk factors (which for 
COVID-19 includes self-isolation at home for 
mild cases and Hospitalization (in-patient 
treatment), with appropriate isolation and 
cohorting for moderate and severe cases); 
infection prevention and control; and 
societal response. Our findings are most 
applicable to the use of digital technologies 
in the following categories: Emergency 
response mechanisms; Risk communication 
and public engagement; Case finding, 
contact tracing and management (including 
quarantine and isolation); and Surveillance.

Non-pharmaceutical interventions (NPI) are 
central for the management of COVID-19 
according to The Lancet’s article on 
COVID-19, especially in the absence of 
licensed vaccines or antivirals (Heymann 
et al. 2020). At this point, population wide 
social distancing, home isolation, and 
school closures have potentials to suppress 
transmission of the virus (Ferguson et 

al. 2020). Furthermore, the WHO has 
emphasized the importance of close 
monitoring, enhancing communication 
strategies, intensified active surveillance 
systems, and preparation for resilience of 
health systems (WHO 2020), all of which 
are areas were digital interventions are 
useful, and have been used in countries 
around the world.

Digital tools are promising surveillance, 
communication, and countermeasure tools 
to COVID-19 that have been widely applied 
globally.  OECD, in its recent policy brief 
on health systems policy during COVID-19, 
has emphasized the role of digital data 
and tools to improve surveillance and care; 
digital transformation is helping countries 
around the world to detect, prevent, and 
respond to the pandemic (OECD 2020). 

In Latin America and the Caribbean, 
informing citizens have been a priority 
for digital tools. Chatbots, mainly using 
Whatsapp, have been popular measure 
like countries in Uruguay, and Argentina. 
These chatbot answers questions and 
provide information on COVID-19 to citizens. 
Another priority is on following up with the 
countries’ situations. Colombia launched 
an informative platform to follow up with 
the evolution of COVID-19 in the country 
and launched an app to track COVID-19. 
(CoronApp). Peru (AutoEvalucionCoVID-19) 
and Costa Rica (Dashboard, EDUS App) 
operate similar platforms, featuring 
confirmed cases in each countries and 

https://www.who.int/publications-detail/critical-preparedness-readiness-and-response-actions-for-covid-19
https://www.who.int/publications-detail/critical-preparedness-readiness-and-response-actions-for-covid-19
https://www.who.int/publications-detail/critical-preparedness-readiness-and-response-actions-for-covid-19
https://www.who.int/publications-detail/critical-preparedness-readiness-and-response-actions-for-covid-19
https://www.who.int/publications-detail/critical-preparedness-readiness-and-response-actions-for-covid-19
https://www.gub.uy/agencia-gobierno-electronico-sociedad-informacion-conocimiento/
https://www.argentina.gob.ar/coronavirus/telefonos
https://www.minsalud.gov.co/portada-covid-19.html
https://www.aa.com.tr/en/americas/colombian-president-launches-app-to-track-covid-19/1759011
http://www.cmp.org.pe/auto-evaluacion-covid-19/
https://ccsscr.maps.arcgis.com/apps/opsdashboard/index.html#/c84003a204f64e259db02aa10336c5fc
https://play.google.com/store/apps/details?id=com.ccss.expedienteunico&hl=es_419
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dashboards. Furthermore, Argentina 
recently launched an app that tracks 
contacts with COVID-19, and another app 
for self-diagnosis. Uruguay also launched 
an an app to determine if a COVID-19 test 
is needed. You can access more solutions 
being used in Latin American at IDB’s 
+Digital.

There has been active development of 
digital tools in North America. One example 
is Healthmap, a digital map that tracks 
the spread of COVID-19 through media 
metworks, chatrooms, and other online 
crowdsouring efforts; BlueDot, a Canadian 
startup that uses AI to detect an outbreak; 
and Safe path, that tracks users’ movement 
and to see if they have come in contact 
with anyone carrying the virus, some of 
these apps are taking data privacy into 
consideration. In addition, Unacast created 
an interactive scoreboard to understand 
and assess the efficacy of social distancing 
activity at local level. 

In Asia, ICT tools were quickly deployed 
as these countries are equipped with 
high advanced technology. Digital 
interventions in these countries includes 
not only surveillance and monitoring, but 
also communication with the public and 
inventory control. Some examples include 
China’s contact detection app, which allows 
citizens to see if they were in contact 
with someone infected. South Korea 
has developed many tools for COVID-19, 
among them is an application to track 
mask inventories in pharmacies around the 
country, which was developed to address 
shortages of facial masks. Taiwan is using 
big data analytics to general real-time 
alerts during clinical visits based on travel 
history and clinical symptoms to aid case 
identification. Singapore uses a mobile app 
to trace contacts with confirm patients 
through short-distance Bluetooth signals. 

In Europe, various digital solutions have 
been introduced by both governments and 
private sector. From the government, self-
assessment apps are operated in countries 
like Austria (Home care app), Estonia 
(Coronatest), and Spain (CoronaMadrid, 
SaludResponde, Stop Covid 19 CAT). Some 
apps enable people to communicate with 
doctors, such as Italy’s Lazziodrcovid, 
and UK’s accuRx Fleming. Other types of 
digital solutions by governments in Europe 
include quarantined citizens tracking apps 
(Poland: Home quarantine); chatbots 
(Spain: Covid19AragonBot); and information 
sharing platforms (Spain: Ser+ Contra 
Covid, AppValéncia). From Private sectors, 
a company from Belgium developed an 
app that shares information on COVID-19, 
and self-assessment that could be shared 
with doctors (Andaman7: In app Pandemic 
Module). Mediktor, a Spanish application 
uses Artificial intelligence-based medical 
assistance to support clinical decision-
making.

In Middle East and Africa, Israel and South 
Africa have also implemented digital tools 
for COVID-19. In Israel, health startups have 
developed various tools using AI, and they 
have added functions related to COVID-19 
response; such as CLEW, a platform using 
AI based predictive analytics to expand 
ICU capacity and resources exponentially; 
and Sweetch; an AI powered mobile 
platform that enables remote monitoring, 
management and interventions for 
COVID-19 patients with chronic diseases. 
Israel has also developed Hamagen, an 
open-source solution for contract tracing. 
Furthermore, a robotic process automation 
solution was adopted to automate reporting 
of COVID-19 testing results to increase 
efficiency and minimize human made errors. 
In South Africa, a WhatsApp based tool, 
HealthAlert was introduced to disseminate 
information to the public. This tool was 

https://www.infotechnology.com/gadgets/Coronavirus-una-app-argentina-para-reducir-el-contagio-20200318-0005.html#_ga=2.150128054.1083772044.1584375036-1766124662.1569588925
https://cotrack.social/
https://cotrack.social/
https://www.argentina.gob.ar/coronavirus/app
https://www.argentina.gob.ar/coronavirus/app
https://play.google.com/store/apps/details?id=uy.gub.salud.plancovid19uy
http://socialdigital.iadb.org/
https://www.healthmap.org/covid-19/
https://bluedot.global
http://safepaths.mit.edu/
https://www.unacast.com/covid19/social-distancing-scoreboard
http://www.xinhuanet.com/english/2020-02/10/c_138770415.htm
https://www.zdnet.com/article/south-korea-launches-mask-inventory-apps-to-address-shortages-from-covid-19/
https://www.zdnet.com/article/south-korea-launches-mask-inventory-apps-to-address-shortages-from-covid-19/
https://jamanetwork.com/journals/jama/fullarticle/2762689
https://www.tech.gov.sg/media/technews/tracetogether-behind-the-scenes-look-at-its-development-process
https://www.tech.gov.sg/media/technews/tracetogether-behind-the-scenes-look-at-its-development-process
https://futurezone.at/apps/coronavirus-stadt-wien-ueberwacht-heimquarantaene-per-app/400780490
https://coronatest.ee/
https://www.coronamadrid.com/
http://www.sspa.juntadeandalucia.es/SaludResponde/AppMovil/
https://play.google.com/store/apps/details?id=cat.gencat.mobi.StopCovid19Cat
https://salutelazio.it/
https://fleming.accurx.com/login
https://www.gov.pl/web/koronawirus/kwarantanna-domowa
https://t.me/COVID19AragonBot
https://segundasvictimascovid19.umh.es/p/app-ser-contra-covid.html
https://segundasvictimascovid19.umh.es/p/app-ser-contra-covid.html
https://play.google.com/store/apps/details?id=es.valencia.lanzadera
https://webapp.andaman7.com/#/covid19
https://webapp.andaman7.com/#/covid19
http://www.mediktor.com/
https://clewmed.com/
https://sweetch.com/
https://medium.com/proferosec-osm/hamagen-application-fighiting-the-corona-virus-4ecf55eb4f7c
https://github.com/MohGovIL/hamagen-react-native
https://www.kryonsystems.com/
https://www.kryonsystems.com/
https://www.praekelt.org/covid-19-healthalert
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recently adopted by the WHO to increase 
global awareness of COVID-19.

It will be important to document the 
update of these tools in different contexts 
and lessons learned rapidly to share 
knowledge. Additionally, it is important to 
note contextual differences may limit the 
applicability of certain digital interventions 
across regions, and each digital intervention 
should be carefully analyzed prior to 
replication. The OECD notes that some of 
the technologies implemented for COVID-19, 
especially related to the use of smartphones 
and mobile data for detection and control, 
raise privacy and ethical concerts, noting 
that “while these approaches help with 
efforts to contain the spread of the virus, 
they can raise issues about the right to 
privacy and personal freedoms. In all of 
these countries,4 the tracking of movements 
is a privacy intrusion and it is crucial 
to ensure that such intrusions are both 
necessary and time limited so that the 
fundamental rights of people in democratic 
societies are not eroded” (OECD 2020).

4 Page 16 of the OECD document refers to specific
examples used in Korea and Israel

https://api.whatsapp.com/send?phone=41225017655&text=hi&source=&data=
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7.
Conclusion

Digital health interventions, which are 
commonly used tools to improve the 
efficiency and quality of healthcare are also 
proven to be effective during public health 
emergencies (Allen et al. 2019). In this brief, 
we examined the importance of digital 
intervention on public health emergencies 
from Ebola, cholera, MERS, COVID-19, and 
others between 2005-2020, categorized 
them by WHO’s Health System Challenges 
of Digital Health Interventions, and 
discussed applications to WHO’s 8 pillars 
from COVID-19 Strategic Preparedness and 
Response Plan (WHO 2020). We discovered 
that Information was the most frequently 
encountered challenges, and 4 interventions 
related to improving information sharing, 
communication with public, and surveillance 
and monitoring were most commonly 
found in the literature: Emergency response 
system, Client communication systems, 
Public health and disease surveillance 
systems, and Geographic information 
system (GIS). It should also be noted that 
mHealth tools were commonly cited in the 
literature and were part of the solutions 
included in the majority of these categories 
(40% of studies mentioned mHealth tools).

The increased use in digital interventions 
from COVID-19 implies that digital 
interventions are here to stay and will 
continue to advance. Digital interventions 
for emergency preparedness will continue 
to be more valuable tools in terms of 
all the aforementioned areas. So far, for 
the COVID-19 pandemic, ICT tools and 

information systems that enables public 
health and disease surveillance, client 
communication and geographic information 
systems were used.  We should be open to 
adopt newly developed technologies into 
emergency preparedness measures and 
expand the areas of usage.

Establishing reliable public health 
surveillance response systems and 
communication channels for general 
public is crucial for developing countries, 
(Tambo et al. 2017) but also in developed 
countries as demonstrated by the COVID-19 
crisis (Carinci 2020). It is also important 
to note that the best way to be prepared 
for an emergency is to plan and develop 
communication strategies, infrastructure, 
and other measures to enhance information 
related emergency preparedness before 
the emergency, in order to respond in a 
timely way. Moreover, Governments must 
strengthen primary health care systems, 
invest in disease surveillance, and share 
data in order to fully harness the use 
of digital technologies in public health 
emergencies (Gates 2020).  Future work 
on ICT tools and platforms for emergency 
management should also consider universal 
design and accessibility (Chen et al. 2018). 
Additionally, a specific taxonomy for digital 
interventions in public health emergencies 
could be expanded upon in the WHO Digital 
Intervention Taxonomy.

Information shared should be trustworthy 
and reliable, and new concepts should be 

https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D
https://scukcompassdatastore1.blob.core.windows.net/modules/6b0dd6b2-35b7-4866-a7c2-042a432ad389-6.0/COM_06_Operational Planning Guidelines.pdf?sv=2017-11-09&ss=b&srt=sco&sp=rl&se=2038-07-27T18:31:25Z&st=2018-07-27T10:31:25Z&spr=https&sig=8hOjvvxrZ01c2Kki%2BnRua9imM04qZrc3O4wu7WpzAy4%3D


20

taken into consideration to avoid chaos 
and misinformation. According WHO, “the 
2019-nCoV outbreak and response has been 
accompanied by a massive ‘infodemic’ - 
an over-abundance of information – some 
accurate and some not – that makes it 
hard for people to find trustworthy sources 
and reliable guidance when they need 
it.”(WHO 2020). It requires public health 
organizations to work harder on finding and 
detecting rumors, myths, false prevention 
measures, and statistics that do more harm 
than good (D’Agostino et al. 2017).

However, digital interventions alone are not 
sufficient. Often non-digital approaches – 
such as interviews for contact tracing- are 
either more important or need to be in 
place before digital approaches become 
useful. That being said, when digital 
interventions are incorporated in a coherent 
public health response, they can be very 
powerful and leverage substantial benefit. 
While doing so, we must actively monitor 
un-intended consequences that comes 
along with the rapid changes and updates 
with technology. Issues such as privacy, and 
security during public health emergencies, 
public perception, and ethical issues will 
be important areas of concern while using 
digital interventions. Thus, frameworks to 
guide policy makers and citizens navigate 
decisions during times of crisis should be in 
place prior to future outbreaks. 
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