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This report is for those who want to learn more about how arti-
ficial intelligence (AI) is used in health care, and particularly AI’s 
use in clinical care. The report describes the potential for AI to 
improve individual and public health through improved access, 
better clinical decision-making, and newly created efficiencies in 
clinical care and research. It then describes the differences be-
tween more traditional medical devices and products that use AI, 
discusses how countries are considering regulating these pro- 
ducts, and examines specifics risks in what are likely to be the 
most popular health care uses of AI. 

Key Takeaways
 
• AI is a broad category of software that performs tasks that 

have conventionally been done by humans. There are two 
main AI strands: symbolic AI uses knowledge-based software 
that relies on expert-derived rules to produce outputs, and 
subsymbolic AI, which includes machine-learning software, 
relies on algorithms to extract patterns from data. People 
commonly use “AI” as a shorthand for machine learning. 

• Software is used in many aspects of health care, and many of 
these products use AI or are beginning to add functionality 
based on AI. 

• Countries need to consider what risks exist with AI-enabled 
software products by assessing the potential impact on pa-
tient care and what regulations may be needed. Higher-risk 
products may need to meet higher standards and therefore 
be regulated as medical products, but other types of products 
with less risk may not. 

• AI depends heavily on digitized health data. The availability, 
coding (terminology), and reliability of health data are highly 
variable, which can slow the development of effective AI and 
cause performance issues when the AI is widely implemented. 
Accordingly, countries whose digital health data infrastructure 
is more standardized will have an advantage when working 
with AI. 

Executive Summary
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• AI has made health data simultaneously more valuable and 
easier to abuse. Countries need to consider how to balance 
privacy rights while promoting innovation. 
 

• Data can be biased, so AI-enabled health care products 
should be rigorously tested to understand their performance 
across populations with medical and demographic differences. 
 

• AI’s fast update cycles and its frequently “black box” nature 
(the software reaches conclusions that are so mathematically 
complex they cannot always be understood by humans) mean 
that traditional regulatory regimes for medical products may 
not be sufficiently risk-averse or timely. Governments should 
provide clarity on applicable laws and regulations and consi- 
der new methods of regulations that take these challenges 
into account. 

• Administrative and procedural systems also need to be es-
tablished to monitor these AI systems during and after their 
implementation to determine if the software’s performance 
in a particular real-world population meets expectations. The 
performance also needs to be examined periodically to ensure 
it does not degrade over time. 

• Broad education on AI’s potential and limitations is essential 
to safely deploying these products in health care systems. 
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AI has enormous potential to improve population health as well 
as increase efficiencies around health care delivery, and it is 
poised to be an important tool in the continued transformation 
of health care over the next decade. Funding for AI in health care 
reached $3 billion in 2018, $4.09 billion in 2019—with record-se- 
tting third-quarter funding of $1.6 billion—and $2.1 billion in the 
first half of 2020 (CB Insights, 2020). Companies are using AI 
throughout the health care sector, including to triage patients, 
screen and diagnose diseases, recommend treatments based 
on precision medicine, improve administrative workflows, find 
areas of fraud and waste in the system, and develop and test 
new drugs.

While there is no universal definition of AI, it can generally be 
considered a broad category of software that is able to perform 
tasks normally done by humans. This report focuses on the two 
large strands of AI known as symbolic and subsymbolic AI. 
Symbolic AI software is also called knowledge-based software. 
Symbolic AI software uses logical rules and axioms programmed 
into the software by people to make deductions, thereby rea- 
ching optimal decisions through predefined rules within a speci- 
fic domain (Pombo et al., 2020). Subsymbolic AI1 software sys-
tems learn automatically by extracting patterns and inferences. 
As such, subsymbolic AI, such as machine learning systems, may 
reach complex conclusions that cannot be obtained or explained 
by humans who are using the same inputs and parameters (Pom-
bo et al., 2020).

Applications from both strands of AI have been common in health 
care systems for quite some time. Such systems include familiar 
products such as hospital staffing software and electronic alerts 
about potential medication interactions. However, as more health 
data are digitized and computer hardware becomes more sophis-
ticated, much more powerful systems can be developed, and this 
potential is driving the renewed excitement around AI. In particu-
lar, machine learning systems, which can pull in more information 
about patients and be developed through algorithmic analysis of 
thousands of similar cases, have great potential to produce much 
more targeted and personalized health care recommendations. 

Introduction

1 Subsymbolic AI is also called connectionist 
AI.
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Figure 1 lists potential use cases in different areas of the health 
care ecosystem where AI is likely to have an impact in the near 
and medium terms, as will be discussed later in more detail. 

While the excitement about the potential for AI to improve popu-
lation and individual health is justified, more robust incorporation 
of AI into health care must be done carefully to protect patients 
from poorly performing products and avoid potentially worsening 
existing health disparities. The IDB is committed to bringing the 
public and private sectors together to ensure the responsible use 
of AI in Latin America and the Caribbean and is leading a plat-
form called fAIr LAC to help guide standard development, pilot 
use cases, and convene discussions on inclusive, person-centered 
uses of AI (IDB, 2020). This platform strives to support AI deve- 
lopment that is inclusive of vulnerable and excluded populations 
while respecting data privacy and people’s fundamental rights 
(including the right to informed consent, which means that peo-
ple know what data will be used and how) and building trust in 
AI systems. This report looks at the unique differences between 
AI-enabled software and traditional tools and medical devices, 
and it looks at the various categories of uses of AI in health care 
and considers what policies, regulations, and protocols may need 
to be developed to ensure the ethical development and adoption 
of AI in health care. 

Figure 1: AI Uses in Health Care

Source: USAID and the Rockefeller Foundation (n.d.).  
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Given the broad scope of use cases for AI in health care, a risk-
based framework should be used to understand which systems 
will require more evaluation and testing before and after imple-
mentation. Low-risk administrative software that does not direc- 
tly affect patient care can generally be evaluated from a purely 
business and labor perspective, although there may be regulatory 
considerations that need to be built in specifically for health (for 
example, compliance with legally required minimum staff-to-pa-
tient ratios for staffing software used in hospitals). Where 
there is the potential to affect patient care, such as when selec- 
ting regions or individuals for supplemental health support, more 
evidence may be required on the software’s performance, and 
adopters may need more information about how these systems 
were developed to understand whether biases may be present. 
For example, software products used to improve population 
health should be examined and tested carefully to ensure that 
they will not create or perpetuate health disparities through in-
advertent bias, as discussed in the “Disparities and Bias in Health 
Data” section.
 

2 “Software is a medical device if it is ‘inten-
ded by the manufacturer to be used, alone 
or in combination, for human beings, for 
one or more…medical purpose(s)’ such as 
‘diagnosis, prevention, monitoring, treatment 
or alleviation’ of a disease or injury.” (GHTF, 
2005)

“Software as a Medical Device (SaMD)’ is software intended to be used 
for one or more medical purposes that perform these purposes without 
being part of a hardware medical device.”

International Medical Device Regulators Forum (2014, p. 5)

The highest-risk software is that which is meant to be used for 
one or more medical purposes on individual patients. National 
governments will need to clarify when a product would be cate-
gorized and regulated as a medical device, in which case it may 
be called an SaMD (software as a medical device).2 Depending 
on the potential impact on patient care and the overall risk of the 
software, different regulations may be required for the product to 
enter the market and make advertising claims. It is helpful and en-
couraged to provide software manufacturers with clear guidelines 
about which regulations apply to which products.
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Using AI-Enabled 
Products in Health Care

Software—and particularly AI software—in health care differs in 
some key ways from traditional medical devices. This may affect 
how countries and providers think about how to best regulate, 
adopt, and use AI-enabled software products in health care. A 
recent paper from Duke University lists the three the major di- 
fferences: (1) AI-enabled health software is built from, tested on, 
and used with digital health data, which are not standardized or 
consistent and can be biased and change over time; (2) AI-en-
abled software often lacks an explanation for how decisions are 
reached; and (3) software has a much more rapid development 
cycle as compared to traditional medical devices, making tra-
ditional regulation processes difficult (Silcox, Sharma and Rai, 
2020). 

Health Software Acts on Health Data

One of the critical differences between traditional medical devi- 
ces and SaMD and other AI-enabled health care software is that 
software is applied to patients’ digital or digitized data rather 
than to the patients themselves. Countries with infrastructures 
that support digitized and interoperable health databases will, 
therefore, be best positioned to take advantage of AI’s potential 
to transform health care.
 
Knowledge-based software generally works on limited, structured 
input data that are often chosen specifically because those data 
elements are more standardized across institutions, such as age, 
weight, and specific lab values. In health care, knowledge-based 
systems generally rely on consensus-based data such as clinical 
guidelines or information approved by regulatory authorities like 
product labeling. In contrast, machine learning software often 
uses a much larger dataset as input, including free text from elec-
tronic health records (EHRs) and/or imaging, device, or lab data. 
Using larger amounts of data can be beneficial, as it allows novel 
associations to be discovered. For example, as detailed in Deep 
Medicine: How Artificial Intelligence Can Make Healthcare Human 

How AI Uses Health Data>>
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Again, a company named AliveCor used a deep neural network 
(a type of subsymbolic AI) to analyze electrocardiograms (ECGs) 
and detected high levels of potassium (hyperkalemia) in the 
blood. This discovery meant that a condition that normally re-
quires a blood test using an electrolyte panel can be continuously 
monitored noninvasively. Previous attempts to find a bloodless 
blood test used a single aspect of the ECG waveform rather than 
all the information in the waveform. The earlier attempts did not 
create clinically meaningful predictive values, but the inclusion of 
all information in the waveform produced a much more effective 
algorithm. 

Figure 2: Using AI to Improve Prediction of Hyperkalemia Using ECGs

Source: USAID y Rockefeller Foundation (s.f.).
Notes: The image depicts how taller T-waves often accompany hyperkalemia in electrocardiograms. Though commonly ob-
served, this feature was not predictive enough to be clinically meaningful until machine learning techniques applied to the full 
cardiac waveform significantly improved accuracy. A company called AliveCor then ran a machine learning analysis that used 
a deep neural network (subsymbolic AI) to produce a bloodless blood test. However, because of the complexity of the neural 
network, there is no way for humans to know exactly which features of the ECGs are being used in the test to make the hyper-
kalemia predictions.  
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Health data, however, can change substantially depending on 
where and when (and on whom and by whom and for what 
purpose) it was collected. Both structured and unstructured EHR 
data can be substantially different depending on national and 
regional standards, local workflow norms, insurance requirements, 
EHR template structures, and other factors. Imaging, device, and 
lab data can differ substantially depending on the test, make, and 
model of the equipment used and the skill of the operator. 
Therefore, the data can be quite heterogeneous, and at times, 
substantial changes must be made to a software program to 
accommodate how data is defined, formatted, and stored in 
different locations. 

As such, a deep understanding of the variability of input data 
availability, definitions, and reliability should be considered when 
developers are determining what information will be used as 
inputs and when adopters are considering whether a system will 
work for their specific context. Manufacturers and adopters of 
software products that combine data collected from disparate 
sources will also need to carefully consider this issue. However, 
in cases where recommendations or outputs are not needed in 
real-time, it may be possible to check, clean, and curate the data 
before use.

In addition to the variability discussed above, health data changes 
over time as new clinical practices and medical products come 
into use. For example, software products that use medication lists 
as an input will need to account for new medicines coming onto 
the market. Even improvements in sensor and imaging technology 
(for example, newer models of CT [computed tomography] and 
MRI [magnetic resonance imaging] machines that create shar- 
per contrasts) may cause software performance to significantly 
degrade if those improvements cause the data being entered to 
be significantly different than the data used to build and test the 
software. 

Disparities and Bias in Health Data

Health data can also be biased for multiple reasons. Cultural 
differences may make some patients less likely to report certain 
symptoms that may be used by the software as input factors. 
Prejudices may result in the person entering information into the 
EHR to discount some of the symptoms described by the patient. 
Language challenges may limit the information offered or cause 
incorrect information to be entered. Economic and accessibility 
factors may mean certain tests or treatments were not a possibi- 
lity for a particular patient—even though the software may rely on 
those results or use them as proxy information for disease states 
(particularly in machine learning). For example, a sudden change 
in blood pressure readings or the ordering of a certain blood test 
may be highly weighted by an algorithm that predicts patient 
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decomposition in a hospital ICU. For health care systems with 
fewer resources for equipment and staff, these blood pressure 
readings may be taken less frequently, and that lab test may not 
be available. Therefore, the absence of that data in the EHR could 
affect the accuracy of the software prediction for that patient. 

For AI-enabled population health tools, in particular, more infor-
mation than just health data may be required for the systems to 
perform adequately. For example, weather, population density, 
and local water system information may be critical to accurately 
predicting infectious disease outbreaks. This information may 
be more readily available and accurate in certain portions of a 
country.

Machine Learning Is Built with Health Data

For software developed with machine learning, the challenges 
around the availability, quality, and reliability of digital health data 
are even more critical. Knowledge-based systems use expert-de-
rived rules and consensus-based data such as clinical guidelines 
or information approved by regulatory authorities (e.g., product 
labeling) to come to decisions, so data are not required to de-
velop these products. Software based on supervised machine 
learning is built by feeding large numbers of input-output pairs, 
consisting of the patient health data that will be used as inputs in 
the final software and labeled with the desired output or reco- 
mmendation. For example, hundreds or thousands of images of 
the back of patients’ eyes will be labeled as showing evidence of 
diabetic retinopathy or not (see Text Box 3). A learning algorithm 
then finds the best mathematical equation to fit the data. 
This allows the AI-enabled algorithm to predict what the reco- 
mmendation should be when new input data are entered into the 
software. However, the algorithm can learn from only the data it 
was shown. If the data used to train the algorithm (the training 
data) do not contain sufficient numbers of patients with diverse 
demographic and medical characteristics, the resulting software 
may not work as well on those populations. One of the reasons 
that AI has not yet had a large impact in prediction, diagnosis, 
and treatment of COVID-19 is that, as a novel disease, there is not 
yet a base of data collected to use to train systems. What data 
has been collected, especially in the early months was not high 
quality or standardized, and may also be incomplete and biased.  
Researchers that have looked at AI-enabled systems that have 
been built report that the methodology around the training is 
often poorly explained but that the amount of data used to train 
the systems is generally not enough to build accurate models. 

Having sufficient representation of diverse populations in the 
dataset is only the first step to ensuring that the software will 
work well on all populations. As described above, the information 
in the recorded data may also be biased, often in ways that can 
be hard to predict or detect. When collecting training data, the 
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selection of a label that is biased can have serious consequences. 
As such, developers should carefully consider and disclose the 
methods used to select labels for the training data. For exam-
ple, in fall 2019, an algorithm used in the United States to predict 
high-risk patients with serious health needs was found to be 
racially biased. To train the system, developers used the costs 
of each patient to the health care system as a proxy for serious 
health needs (Obermeyer, Powers and Vogeli, 2019). Since Black 
patients historically use health care services at a lower rate than 
other Americans, particularly White patients, Black patients had 
to be much more ill than White patients before they were flagged 
as eligible for supportive services. This particular algorithm was 
not an isolated case either—the researchers noted that this 
approach to labeling is extremely common. Another example of 
how training data labels can be biased is in diagnosis. It is known 
that heart attacks are frequently initially misdiagnosed in wo- 
men because they are less common and often present differently 
than in men (Heim and Brunsell, 2000). Therefore, training data 
labeled with an initial clinical diagnosis of heart attacks will be 
biased if the initial diagnosis is wrong more often for women, and 
a software product trained with that data could end up exacer-
bating that bias. However, a software product trained on the same 
input data but more rigorously labeled could be used to combat 
that known bias by suggesting that diagnosis to a health care 
worker who might not otherwise have considered it. 

Regulators and adopters of Al-enabled software should incenti- 
vize careful development and rigorous testing by requiring details 
about how the software was developed, what patient characteris-
tics were used in the training data, and how that data was de-
fined, formatted, and labeled. This information will help to ensure 
that the software will continue to perform as expected when im-
plemented in new systems and used on a wider population. These 
systems must also be monitored over time as data collection 
methods change. Frequent updates may be needed to keep these 
products performing at the expected level. As these updates are 
put into place, careful attention must be made to ensure that the 
systems are retested and continue to work on diverse patient 
populations and health systems. 

Policymakers can support AI innovation in health care by incen-
tivizing digital data capture of health information, with careful 
attention to standardizing definitions and monitoring accuracy. A 
more universal data infrastructure will make developing and sca- 
ling software more efficient. At the same time, countries must 
examine how they protect the privacy of their citizen’s health 
data. This includes both data that have traditionally been consi- 
dered health data as well as new types of data such as personal 
activity trackers or geolocation data. Although the latter is not 
currently considered health data, AI is becoming increasingly 
effective at using it to predict future health outcomes. Countries 
will need to determine what sort of consent should be required to 



Artificial Intelligence in Health Care: Promises and Challenges15 / / /

collect this data for initial product development. Once a product 
is implemented into a health care system, ongoing performance 
tracking may be required to ensure that the software continues 
to work as expected in the changing data environment. Countries 
will need to consider who will be responsible for this performance 
tracking and when patient consent may be needed to access the 
data to allow these evaluations. Consideration will also be needed 
about whether developers can use the data to update the product 
or even create new products and how systems that collect health 
data can create appropriate data use agreements with developers 
to protect patients while also facilitating innovation. And policy-
makers will need to reflect on and develop regulating bodies and 
processes for answering these and other questions. 

As described in fAIr LAC’s publication Responsible and Wide-
spread Adoption of Artificial Intelligence in Latin America and the 
Caribbean, machine learning models may be so complex that it 
may not be possible for humans to understand how the models 
reach conclusions (Pombo et al., 2020). Software systems that 
produce outputs without explanation of how the output was 
reached are often referred to as black box models. The danger 
of a black box system is that the device may fail in unexpected 
ways or with certain populations, however this is not a situation 
that only occurs with AI-enabled software. There are medical 
devices and drugs whose mechanism or mode of action is un-
known or was unknown when the product was initially approved, 
and rigorous performance evaluation can sometimes substitute 
for this lack of knowledge. Note that this “black box” challenge is 
quite different from a situation where the user of a device doesn’t 
fully understand how the systems works, but the manufacturers 
and regulatory experts who do understand the mechanism have 
reviewed the device for known dangers and added appropriate 
warnings in the labeling.

With black box models, though, this expert understanding is 
lacking and the software may therefore fail in unusual and unpre-
dictable ways. This sometimes occurs because the training data 
included information (clues) that the developers did not recog-
nize as such, or because clinically relevant information was not 
included in the digital health data. There are several well-known 
examples of this happening, such as when an algorithm trained to 
predict whether moles were cancerous was heavily influenced by 
whether there was a ruler in the picture with the mole (see Fi- 
gure 3) (Esteva et al., 2017). Another is an algorithm that analyzed 
chest x-rays for signs of pneumonia and was found to depend 
on whether the x-ray machine used was a portable model or not 
(Couzin-Frankel, 2019). Additionally, an algorithm that predicted 
whether patients who present to the hospital with pneumonia 
would develop complications was never put into clinical use 

Explainability>>
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because it incorrectly assessed patients with a history of asthma 
as having a decreasedrisk of complications (Caruna et al., 2015). It 
is clinically well-known that asthma patients are at increased risk 
of pneumonia, and therefore, they receive higher-level care than 
nonasthmatic patients when they are admitted to a hospital. The 
higher level of care given to these patients prevents the poor out-
comes that would have been expected from this flawed machine 
learning algorithm had it been implemented, but the algorithm 
simply did not have the information required to “learn” about the 
importance of advanced care for these patients.

Figure 3: How Predictive Software May Misinterpret Medical Imagery

Notes: Image for illustrative purposes only, does not represent an image used in a study.
Developers of early software to predict which moles may be cancerous used clinical photographs to train their algorithms. 
However, clinicians are more likely to include a ruler in these clinical images if, in their clinical judgment, the mole was more 
likely to be cancerous. It was later determined that software developed with these types of photographs heavily weighed the 
presence or absence of a ruler in the photo to make the prediction rather than using features related to the mole. 

Often these types of mistakes are found when the software is 
tested with new data. Ideally, this sort of testing should occur 
with prospectively collected data in a situation where the AI is 
incorporated into a real-world workflow. When a medical pro- 
duct lacks an explanation for how it works, careful and extensive 
performance testing is the only way to discover its weaknesses. 
Manufacturers may also be able to give users information about 
how certain an algorithm’s prediction is or what factors were 
most important to the decision, which may give a user insight into 
when a particular recommendation should not be trusted—but 
that limited amount of information is still not a substitute for an 
explanation of how the software works. People are also working 
on systems that attempt to come to statistically likely expla-
nations of how an unexplainable algorithm is working, but that 
information should also not be considered the equivalent of a 
complete explanation (Rudin, 2019). 
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Because of the factors discussed above, black box algorithms 
may not be appropriate for every use, and they should always 
be considered higher risk than an understandable algorithm that 
performs the same function. Therefore, when choosing between 
black box software and its explainable equivalent software, it is 
optimal to choose the software whose functionality can be 
understood. Entities may also use AI-enabled software to select 
patients to receive certain services or allow additional benefits. If 
the results of such software prevent patients from gaining what 
they see as the services they require, the patients may under-
standably feel that they deserve an explanation for why the 
service was rejected. Concerns about bias and mistakes would 
be reasonable, and, depending on the applicable laws in that 
situation, the patients may have a right to appeal that decision—
something that would have no meaning without an understanding 
of the standards or rules that determine why the decision went 
against someone. However, in some circumstances, where the de-
cision is less critical or the carefully demonstrated performance of 
an unexplainable algorithm greatly exceeds that of other available 
options, these types of algorithms may still be a good choice. 

Liability is an additional consideration for adopters of black box 
algorithms. An article from the Journal of the American Medical 
Association discussed this issue, and the authors note that there 
is essentially no case law on this yet. However, they also note that 
if physicians follow a recommendation from AI software that con-
tradicts the typical standard of care, the physicians are opening 
themselves up to liability for any bad outcomes that may result 
from the recommendations (Price, Gerke and Cohen, 2019). If the 
software does not give a reason for why a physician should de- 
viate from the standard of care, it might be difficult for the physi-
cian to justify doing without having already planned to make that 
recommendation. However, as AI improves and becomes incorpo-
rated into standards of care, it is possible to conceive of a doctor 
being held liable for not following the advice of the software. 

Developers of AI-enabled software should keep this liability con-
sideration in mind, as it will likely affect the willingness of clini-
cians to adopt and use such software. Countries may also want to 
reexamine their laws regarding liability, particularly for black box 
software and explainable software whose users are not intended 
to have the expertise to evaluate the software’s predictions or 
recommendations. 
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Software is updated on a much more frequent schedule than tra-
ditional medical devices, especially since AI algorithms developed 
with machine learning have the ability to update continuously. 
This can be a benefit for systems that are designed to change 
to accommodate a user’s preferences (for example, a behavioral 
therapy app that learns what types of prompts are more likely 
to affect change for a particular user) or applications in areas 
where knowledge changes quickly (for example, cancer treatment 
options). But there are also obvious implications for evaluation 
or regulation as well as for making sure the user is informed of 
any changes that may affect the safe and effective use of the 
product. In most cases, changes to a medical device require the 
manufacturer to go back to the relevant authorities and show 
that the changes have either not affected or have improved the 
performance of the device. Continuous updating, or even monthly 
updating, would not be practical within a traditional regulatory 
paradigm. However, one of the strengths of machine learning is its 
ability to learn from real-world feedback. 

Also, as discussed below, performance can degrade over time 
without updates from manufacturers. The United States Food 
and Drug Administration (FDA) released a discussion paper 
that imagines a novel “total product lifecycle (TPLC) regulatory 
approach [for machine learning–based SaMD] that facilitates a 
rapid cycle of product improvement and allows these devices to 
continually improve while providing effective safeguards,” and 
for the past few years, the FDA has been exploring a manufactu- 
rer-based total product lifecycle option for regulating SaMD 
(FDA, 2019a, 2019b). For software that is not a medical device, 
best practices and standards on how manufacturers should 
communicate changes and how users should consider these 
changes as they continue to use the software will need to be 
developed. 

Faster Software Development Cycles >>

In the discussion regarding explainability above, we suggest that 
unexplainable (black box) software should be considered high-
er risk than explainable software. Multiple groups are working 
on best practices and risk frameworks around AI-enabled health 
care software, but there are no general-consensus standards yet. 
The International Medical Device Regulators Forum (IMDRF) has 
documented other factors that should be considered regarding 
SaMD, and these may help with thinking about AI-enabled health 
care software more generally as well. A 2014 IMDRF framework 
on risk categorization (IMDRF, 2014) and a 2017 IMDRF document 
on the clinical evaluation of SaMD (IMDRF, 2017) suggest that two 

How to Evaluate Risk Regarding AI-Enabled 
Software Products?

>>
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major factors should be used to categorize an SaMD product and 
its intended use. The first is the significance of the information 
provided by the SaMD to the health care decision. The second is 
the state of the health care situation or condition.

The first factor, the significance of the information provided, 
considers the level of influence that the software has on the next 
clinical intervention, the dependence of the user on that software, 
and the ability of the user to detect erroneous outputs. SaMD that 
causes an “immediate or near-term action,” through either direct 
connection to other medical devices or information provided to a 
user who does not have the expertise to evaluate that reco- 
mmendation would be higher risk. For example, there are soft-
ware products that allow health care technicians to photograph 
the eye of a diabetic patient to diagnose whether the patient has 
diabetic retinopathy, a diagnosis that normally must be done by a 
specialist (FDA, 2018). In contrast, SaMD that that acts to “guide 
next diagnostics or next treatment interventions” by providing 
enhanced support of medical products, analyzing relevant infor-
mation to predict risk or aid in making a definitive diagnosis, or 
triaging patients would be of medium risk. If the software sim-
ply triaged patients for final diagnosis by a specialist rather than 
making the diagnosis directly, it would be considered lower risk3, 
as would software that simply informs a user of available options 
or aggregates relevant information for clinicians. 

The second factor, state of the health care situation or condition, 
considers the clinical context, including a patient’s fragility and 
disease/condition progression. SaMD is higher risk in critical situa-
tions when “accurate and/or timely diagnosis or treatment action 
is vital to avoid death, long-term disability or other serious de-
terioration of health.” Next is serious situations, where “accurate 
diagnosis or treatment is of vital importance to avoid unnecessary 
interventions (e.g., biopsy) or timely interventions are important 
to mitigate long-term irreversible consequences.” Finally, non-se-
rious situations occur when “accurate diagnosis and treatment is 
important but not critical for interventions to mitigate long-term 
irreversible consequences.” 

These two factors act in relative significance to each other, and 
the IMDRF formulated a table (see Table 1) to show how the 
factors interact to inform the impact and risk of a software device.

3 However, regulators may want to examine 
how the software is likely to be used. Soft- 
ware that triages patients in a low-resource 
environment where access is an issue may 
result in images of patients categorized as 
“low-risk” by the software never making it to 
the “top of the pile” to be manually examined 
by over-burdened specialists.



Artificial Intelligence in Health Care: Promises and Challenges20 / / /

In addition to the considerations around explainability, clinical 
context, and how the information will be used, a final risk fac-
tor that should be considered is the software user and the in-
formation provided at the point of use, particularly when the 
information is meant to inform or drive decision-making. Is the 
information presented in a way that helps the user decide how 
to appropriately contextualize any recommendations? For exam-
ple, for a product that makes diagnosis or treatment recommen-
dations, such information could include the key input data that 
informed a recommendation, any missing data that might affect 
the recommendation, the certainty of the recommendation, or 
pointers to clinical guidelines or generally accepted literature that 
support such a recommendation. The usability of software pro- 
ducts can have a large effect on the risk of user error. 

While the IMDRF framework applies to medical devices, the same 
framework can be used to think about the risk of AI-enabled soft-
ware that is not categorized as a medical device. In general, these 
are low-risk software that drive better general health or increase 
administrative efficiencies. For example, the United States has 
determined that general wellness software (sleep tracking, nutri-
tion advice, etc.), EHRs, population health management tools, and 
simple clinical decision support tools that allow users to under-
stand the basis of the recommendation (for example, by identi-
fying the relevant published clinical guideline) are not medical 
devices (21st Century Cures Act, 2016). Because these software 
types do not meet the legal definition of a medical device, the 
FDA does not have authority over them. However, the United 
States Federal Trade Commission will still monitor claims made by 
the manufacturers when advertising products and methods the 
company uses to protects data privacy (FTC, 2016a). 

 

Table 1: IMDRF Categorization of Health Care Software Risks

State of Healthcare
situation or condition

Significance of information provided by SaMD
to healthcare decision

Treats or diagnoses

IV

III

II

Drives clinical management

III

II

I

Informs clinical management

II

I

I

Critical

Serious

Non-serious

Source: IMDRF (2014, p. 14).
Notes: Category IV risks have the highest impact and category I have the lowest.
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At the same time, these products can have an enormous effect on 
population health if deployed widely. For example, administrative 
software could drive health care resources to certain areas that, 
if it turns out users were misdirected, could have a substantial 
health effect. This framework, which considers how high a fac-
tor the software recommendation is in the ultimate decision, the 
immediacy and irreversibility of that decision, and the impact of 
inaccurate recommendations on the overall public health, can also 
serve as a guide in those cases when determining the benefit-risk 
ratio of implementing a particular AI-enabled software solution.

To encourage safe and effective innovation of nonmedical-de-
vice software, where the manufacturers are often new to medical 
product development, regulatory clarity should be encouraged. 
For example, several United States agencies worked together to 
create an online tool to help mobile app developers understand 
which federal laws may apply to their products based 
on use cases and types of data being entered (FTC, 2016b). 

https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool


Artificial Intelligence in Health Care: Promises and Challenges 22 / / /

Categories and Use 
Cases Involving 
AI-Enabled Software 

Despite the challenges facing stakeholders in developing, re- 
gulating, and scaling AI in health care, AI has the potential to 
expand access to care, improve health outcomes, create more 
efficient work processes, and lower health costs. Figura 4 shows 
a framework developed by the United States Agency for Inter-
national Development in spring 2019 to highlight many of the 
common use cases for AI in health care in the areas of population 
health, individual health, health systems, and pharmaceuticals and 
medtech. Below we describe each category, talk about risks with-
in each, and give examples of companies working on these issues 
in South America.

Source: USAID and the Rockefeller Foundation (n.d.).

POPULATION
HEALTH

1A Surveilance
and prediction

7A Medical records
7D Fraud prevention

3 Behavior
change
• Exercise
• Diet
• Wellness
• Education

4A Data-driven 
diagnosis
• symptom-
based
• lab-based

4B Image-based
diagnosis
• Radiology
• Pathology

7B Capacity planning and personnel
management
7E Quality assurance and training

8B Drug discovery
8E Process 
optimization

8C Drug safety and pharmacovigilance
8F Real world evidence and HEOR

7C Claims processing
7F Coding and biling

5B Monitoring: Inpatient monitoring, device monitoring 
5C AI-facilitated care: Self-care guidance, psych counseling
5D AI-facilitated care: Robotic surgery, robotic PT

5A Clinical decision 
support
• Treatment guidance
• Medication 
prescribing

5A Monitoreo de cumplimiento
• Cumplimiento de 
   medicamentos
• Cumplimiento de rehabilitación
• Cumplimiento de dieta

8A Clinical trial support
and recruitment
8D Supply chain and planning
optimization

Care
routing

2A Self-referral

Prevention Diagnosis Follow-up and chronic
treatment

Acute treatment

2B Triage 2B Personalized outreach

Care
services

1C Intervention
selection

1D Intervention
targeting

1B Population risk
management

INDIVIDUAL
HEALTH

HEALTH
SYSTEMS

PHARMA 
& MEDTECH

Figure 4: Framework for AI Use Cases in Health Care
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AI-enabled population health tools use AI to make predictions on 
the population as a whole to allow for resources to be transferred 
to appropriate areas or a subset of patients. Some products in 
this category can predict the emergence and spread of infectious 
disease outbreaks. For example, an algorithm developed at 
Boston Children’s Hospital uses news sources, official reports, 
social media, and other sources to detect emerging infectious dis-
eases—and it raised one of the first alarms about the novel coro-
navirus COVID-19 in December 2019 (Cho, 2020). Another 
AI-based health monitoring program called BlueDot predicted 
the outbreak early and predicted where the virus would move 
next using global airline ticketing data (Niiler, 2020).

Other products in the population health category include tools 
that can be used to predict which patients may shortly be at 
higher risk of needing costly interventions that may be prevented 
with earlier intervention. End-users of such products would, for 
example, be administrators redirecting workers or resources or 
clinicians receiving notes about their patients who require scree- 
nings or vaccinations. 

Because these tools are working on a population level, these 
types of products are generally considered to be lower risk than 
products that affect decisions regarding individual patients. How-
ever, as resources are not limitless, mistaken predictions may di-
vert attention from where it may be needed most, and users may 
be able to learn to game the systems to their benefit. The latter is 
easier to do in knowledge-based systems, where the basis of how 
decisions are made is clearly defined, although the exact process 
may be proprietary. However, machine learning methods can also 
be exploited, as demonstrated by industries being created to help 
people and companies optimize their position in search results 
and timelines on Google, Twitter, and YouTube. 
 
If a computer system will manage populations across multiple 
health systems, the interoperability of the data and the potential 
for bias should be examined carefully before implementation. 
As discussed above, adopters should carefully examine how the 
product performs differently across regions and subpopulations 
and think through how the software recommendations will factor 
into final decisions. For example, software that makes recommen-
dations about resource allocation can be used by administrators 
to work more efficiently, with the software recommendation 
considered as one factor in their decision-making. In this case, it is 
still important for the users to be trained on both well-understood 
and potential limitations of the software product, and continuing 
education should be encouraged as the product is updated. 

Population Health >>
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However, another use case may involve software recommenda-
tions being implemented automatically without additional over-
sight. In that case, will the communities affected be informed that 
specific resources are being managed through AI-enabled soft-
ware? Will they be given information regarding any differential 
performance of the software across regions and subpopulations 
and an explanation of how the software works (if known)? Will 
there be an opportunity for people to suggest alternative soft-
ware products or appeal decisions that affect them? 

Tools that affect individual health are the most likely products to 
be considered as medical devices, but there are low-risk contexts 
where the products give general health and wellness information 
or supply scientifically accepted health information that may not 
be categorized as such. If a software is considered to be a me- 
dical device, different levels of regulation might be considered 
based on the risk of the device and depending on the laws within 
individual countries. As explained below, an aspect of risk consi- 
deration should focus on whether the device’s intended user is a 
patient, a frontline health care worker, or a physician. 

Individual Health >>

Patient as User

One common type of health software directed at patients is 
virtual health assistant “chatbots.” These products can vary 
enormously in function, with some serving as information sour- 
ces, wellness coaches, providers of chronic care management 
assistance, or even first-line contacts advising patients on when 
to seek professional assistance. Note that these systems are not 
meant to replace doctors or other health care workers but to help 
patients appropriately decide when to seek care and to augment 
the care provided by the health systems already in place. Such 
chatbots have been used extensively in the COVID pandemic to 
help patients understand what symptoms may indicate they may 
have the disease and what steps to take next (Miner, Laranjo and 
Kocaballi, 2020).

For these systems to be effective, it is very important to provide 
information at the health literacy level of the population to whom 
the product is marketed. In countries with more than one co- 
mmon language, these apps may need to offer multiple language 
options and potentially even certain dialect options to be broadly 
usable by the population. These apps can also be customized and 
targeted to certain underserved populations as a way of redu- 
cing health disparities. However, if these apps need to be online 
to work or regularly update themselves, regional internet access 
and cellphone network coverage may limit usefulness.
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That said, these can be enormously valuable tools—particularly 
in countries or regions where access to doctors and other health 
care workers is especially limited—by triaging patients and freeing 
up health care workers’ time for patients that truly need the help 
(see Box 1 for example). In this way, even software products that 
may not be accessible for all populations can benefit everyone. 
These software systems may also be bundled with telemedicine 
services. 

The risk posed by these types of products can vary dramatically. 
Wellness-type apps that only provide guidance on healthy life-
style behaviors are considered relatively low risk, while a software 
program that recommends whether a patient should see a doctor 
for a particular health concern is higher risk. Creating a product 
that can be trusted is critical given the amount of erroneous in-
formation available for free on the internet. We may begin to see 
“free” (i.e., ad-supported) AI decision-support tools, and schools 
and doctors may need to start to teach students and patients 
what type of information they should research about a tool before 
trusting the result. For tools that are not regulated as medical de-
vices, countries may want to consider if other entities should have 
some regulatory authority regarding false claims and advertising 
to help protect their citizens. Trusted health or patient organiza-
tions may wish to consider becoming a trusted source of informa-
tion about which software products work well. 

Box 1. Brazil’s Vitalk Chatbot
TNT Health in Brazil has created a virtual chatbot for patients called Vitalk that provides 
mental health screening and emotional therapy. Patients enter data through structured 
forms and then can ask the chatbot questions and tell it how they are feeling. Through 
a combination of knowledge-based and machine learning–based natural language 
processing, the chatbot is able to determine what the patient is saying and deliver evi-
dence-based information on specific topics or guide the patient through simple behavioral 
therapy exercises. More serious concerns can be flagged so healthcare professionals are 
alerted or the chatbot advises the patient to see a doctor. 

Other versions of this software have been used to help patients at pharmacies, municipali-
ties, and health insurance companies to manage and triage health care questions. 
 
More information can be found at www.vitalk.health.

Patients should also ask questions about data privacy and sharing 
before entering their health information into a software product. 
The collection of health-related data outside of clinical visits is 
a major potential benefit of these applications. Such data may 
be able to be used by a patient or their clinician to help manage 
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their health and wellness. However, the data are also valuable for 
research and development of medical products (both AI-related 
and not). Depending on a particular country or region’s laws, data 
entered into a commercial website or app may not be protected 
the same way more traditionally collected health data is. (In the 
United States, for example, data collected by software programs 
unaffiliated with a patient’s doctors or insurers is not covered by 
federal laws such as the Health Insurance Portability and Accoun- 
tability Act of 1996 [HIPAA]). Patients should not expect the in-
formation they enter to be kept confidential or even de-identified 
before it is shared unless this stipulation is written in the app’s 
terms of service. The terms of service of any trustworthy app 
should clearly state how the data collected will be used and by 
whom, exactly what data will be shared, and if and how it will be 
de-identified. Patients should also be given the ability to opt out. 

Frontline Health Care Workers as Users
 
Another common use case of AI-enabled software is virtual 
assistant products for frontline health care workers. These 
tools are meant to assist with real-time triage and clinical de-
cision-making to reduce unnecessary visits to health facilities 
whose staff may be overburdened and save patients from 
unnecessary travel. These software products can also be paired 
with simple hardware to allow diagnostic testing in the field. 
One such example is a machine learning algorithm that runs on 
a smartphone fixed to a microscope to quickly detect malaria 
parasites in a blood smear (Yang et al., 2019). These applications 
are meant to extend frontline health workers’ ability to advise and 
treat patients, and the risk of using these devices depends on the 
functionality of the software and whether the software output is a 
recommendation meant to inform decision-making or make re- 
commendations the frontline worker is not trained to do. The 
latter involves much higher risk. Some people may fear that this 
type of AI will take away jobs, but these types of systems may 
increase job opportunities by increasing the types of screening 
tests that frontline workers can perform while also increasing the 
likelihood that the patients referred to overburdened specialists 
will truly have a diagnosis that requires specialized treatment. 
 
These software systems for frontline workers may be know- 
ledge-based, developed with machine learning, or both. Challen- 
ges around interoperability and common data definitions are 
greatly lessened if frontline health care workers are trained on 
data entry and information is generally entered to receive AI 
recommendations, although bias can still be a concern. 
However, if the system is intended to pull in a patient’s medical 
history, interoperability and data completeness in the patient 
population should be carefully considered before the system is 
adopted. Patient privacy should also be a concern. Patients 
should be told how the data being entered about them may be 
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used by the software company, either internally for product deve- 
lopment and improvement or sold externally, and given the ability 
to opt out of such data use.
 
Furthermore, frontline health care workers will need to be carefu- 
lly trained on the circumstances in which the software system 
may break down. For example, workers should be told what types 
of patients may not have been well represented in the training 
dataset or whether certain subgroups of patients showed lower 
predictive performance when the software was tested. If the soft-
ware can diagnose multiple conditions, frontline workers should 
be reminded regularly of which diseases are not part of the 
system so they can keep those options in mind when performing 
differential diagnoses. Patients should also be informed when 
the frontline health care worker is relying on their training versus 
depending on AI-enabled software and, in the latter case, 
informed about the system’s potential limitations so they can 
make informed decisions for themselves. 
 
Physicians as Users 

The final clinical use case for AI-enabled software is decision 
support tools for physicians. These tools are not meant to 
replace a physician but to automate simple tasks and augment 
decision-making. These clinical decision support tools may act to 
triage patients, highlight pertinent information in images or EHRs, 
create differential diagnosis lists, present potential treatment 
plans, or predict emerging health issues. 
 

Box 2. Brazil’s Portal Telemedicina System
Portal Telemedicina in Brazil has created software that directly integrates with medical de-
vices such as ECGs and electroencephalograms (EEGs) as well as and imagers like X-rays 
and MRIs. This data is combined with medical reports from EHRs and manual information 
from field workers to a cloud-based telemedicine platform that uses AI to detect the type 
of information entering the system. The AI triages the patients according to their test re-
sults to prioritize emergencies in the queue and predict the diagnosis and medical finding 
to preformat buttons to minimize the need for typing. 

This software increases access to physician and specialist care, as field health care wor- 
kers can collect information and send it on to the physician. It also increases physicians’ 
productivity by eliminating administrative tasks from the daily routine that contribute to 
backlogs, and less administrative work makes for more time with patients. A consistent 
absence of backlogs also means that additional physicians do not have be keep up with 
the department’s workload. This system is in use in over 300 cities in Brazil and Angola 
across 500 clinics and hospitals, with a focus on rural and underserved areas. 

More information can be found at http://portaltelemedicina.com.br/es.
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These tools have the potential to make routine tasks more effi- 
cient, freeing up clinicians’ time to see more patients and/or 
engage more deeply with patients during visits (see Box 2 for 
example). This software can also remind doctors of the results 
of new studies and changes in clinical guidelines, which can help 
busy doctors stay current. However, we are far from AI tools being 
able to replace physicians, as each of these tools is designed to 
perform only specific tasks rather than consider a patient holisti-
cally as clinicians do. As such, and just as with frontline workers, 
doctors will need to understand the intended use and limitations 
of the software. And again, decisions that depend on AI-enabled 
software should be discussed with patients so they can be in-
formed, active participants in their own care. 
 
All adopters of AI-enabled software systems are likely to require a 
lot of proof of value from these systems, but doctors may require 
more than most, especially from software products that perform 
tasks that they are used to performing and consider themselves 
experts in. These proofs need to include evidence that these tools 
will improve patient outcomes and effectively fit into the work-
flow of a physician’s day. For example, Does the software tool 
allow physicians to review a diagnostic image or an EHR chart 
faster? Does the software give them actionable insights or just 
information that they need to somehow interpret themselves? In 
particular, physicians should honestly evaluate whether software 
that makes diagnostic or treatment recommendations will change 
their minds about their diagnoses because any software that they 
pay attention to only when they already agree with it does not 
add value. Does the software give enough information about the 
recommendation and/or demonstrate a high enough performance 
that the clinician is willing to take on the risk that they will be 
held liable for an incorrect recommendation? Physicians must also 
manage their expenditures wisely, so will a third party pay for the 
use of this software? If not, does the software create enough effi- 
ciencies that the doctor is willing to independently fund the use 
of the software? Developers will need to carefully consider these 
questions as they are developing and marketing their products. 
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Health systems, like other areas of health care, can benefit from 
efficiencies created through AI-enabled tools and insights. 
Examples of this type of software are tools used to predict likely 
bed utilization in hospitals and staffing needs and analyze data 
to detect fraud or abuse, such as flagging unusual prescribing 
practices. AI tools can be used to create efficiencies in administra-
tive tasks such as using maintenance data to predict machine or 
equipment failures and order replacement parts, or to use natural 
language processing to extract data from reports to automatically 
fill in registry reports, potentially reducing labor costs (Hosny and 
Aerts, 2019).

Because these tools are working on a population level, the safety 
challenges with this sort of software sometimes mirror those 
described in the population health section above. As resources 
are not limitless, mistaken conclusions or flags may divert atten- 
tion from where it may most be needed, and people may be able 
to learn to game the systems to their own benefit. Yet, these 
types of systems do not involve clinical decisions on the indi-
vidual patient level, so the risk is lower. But because these soft-
ware products can affect decision-making throughout the entire 
health system, careful attention to performance is still important. 
Adopters should carefully test the performance of a product 
with their system’s data and in their patient population. Both the 
interoperability of the data being entered into the system and the 
potential for bias within that data need to be carefully examined 
and tested. Because these products are trained with historical 
data, historical inequities in resource allocation and health system 
needs can be perpetuated if developers do not involve people 
who understand the hospital systems and their data. 

Box 3. Chile’s DART System
TeleDx in Chile has developed an AI-enabled software system called DART that uses AI to 
detect and prevent diabetic retinopathy, the fastest growing cause of blindness worldwide. 
Trained technicians take specialized digital images of the eye and input them into DART, 
which uses machine learning to screen for diabetic retinopathy. The software flags ima- 
ges with features that are potentially indicative of the disease and sends them to a remote 
monitoring site where specialist physicians review the images and make a diagnosis. 

This system makes the screening process for diabetic retinopathy much more efficient, 
and it has created jobs for imaging technicians, as more patients can be screened because 
of the automated technology. The software has been deployed in Brazil, Chile, Colombia, 
Mexico, Peru, and Uruguay.

More information can be found at www.teledx.org.

Health Systems>>
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However, careful programming can do the opposite, allowing the 
introduction of more evidence-based decision-making.  

Pharmaceuticals and Medtech

The final category of use cases for AI in health involves the use of 
AI in the research, development, testing, and surveillance of phar-
maceuticals and medical devices. 

AI is being used to search medical literature and clinical trial data 
to discover novel uses for existing drugs and quickly analyze 
enormous amounts of genetic and cellular data to create hypo- 
theses on new compounds that may be able to combat diseas-
es (Fleming, 2018). Some of the drugs in trials to treat COVID-19 
were identified using machine learning techniques (Harrison, 
2020). As these techniques become more common, students 
studying biology and chemistry will increasingly need training 
in these techniques to be able to use these tools and effectively 
understand the findings. 

AI can also be used to help with more efficient clinical trials 
(Taylor et al., 2020). AI tools can improve patient recruitment by 
shuffling through health records to find trial sites that have sig-
nificant numbers of patients with the correct digital phenotype 
(characteristics that indicate patients that will respond to the 
treatment). Some AI tools can then rank those trial sites as more 
or less likely to run high-quality trials, and others can be used to 
monitor patient adherence and progress through mHealth and 
data analytics. All tools need to be carefully validated to un-
derstand how they may affect clinical trials. For example, many 
countries are concerned that clinical trials are not widely avai- 
lable outside of academic medical centers, and AI tools can be 
designed to help find sites that may not have previously been 
considered as a potential trial site, but tools that rely heavily 
on system performance in previous trials may increase this 
challenge rather than solve it. Most importantly, patient selec-
tion characteristics need to be clearly understood to understand 
how to label a medical product that makes it through trials and is 
approved, but that can be a challenge if the AI tool is a black box 
with AI that cannot be explained. 

Finally, AI can be used for medical-product surveillance. Survei- 
llance includes more administrative tasks such as analyzing su- 
pply chain data to optimize supply chain movement (Hutchinson, 
2020). But it also includes the potential to mine health records 
and social media to look for adverse reaction signals (Basile and 
Yahi, 2019). The latter is still in the early stages of development, 
so it is currently used only to identify potential concerns. These 
issues can then be examined with more traditional methods to un-
derstand if there is an actual risk to patients. These tools have the 
potential to identify issues with drugs faster, protecting patients 
by removing dangerous drugs from the market, or identifying 

>>
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subpopulations more likely to have an adverse event. However, if 
these tools end up finding a lot of false signals, patients may be 
scared and stop taking their drugs unnecessarily, and regulators 
and manufacturers may be forced to waste time and resources 
showing that the signal was false. Regulators need to start con-
sidering how they will evaluate these tools and responsibly in-
corporate the most effective tools into their pharmacovigilance 
strategies.
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Conclusion 
and Recommendations

AI-enabled health care software has the potential to significan- 
tly improve patient outcomes, relieve burdens for health care 
workers, and create efficiencies in health care administration and 
delivery. To capture this value while safeguarding patients, there 
are key opportunities and responsibilities for national and regional 
governments and organizations.

First, having a digital data infrastructure is critical. For truly 
efficient creation and use of AI-enabled software, data should 
be structured and standardized—including data definitions—and 
be accessible to innovators. Complete longitudinal histories can 
often add accuracy to these products, so national registries or 
other centralized databases can be valuable. At the same time, 
the privacy concerns around digitalizing and consolidating health 
information should be seriously considered, and data should be 
protected both legally and technically from cyberattacks. Special 
attention should be given to ensure that all patient populations 
have complete and unbiased health records. In the interim, coun-
tries should support research to understand how health data may 
be biased so stakeholders can take that information into account 
as they design, test, and evaluate AI products. 

Another important requirement for safely implementing this type 
of innovative software is detailed clarity around applicable laws 
and regulations. In particular, authorities will need to clarify how 
they address risk when a product uses black box algorithms. 
Clear frameworks of how manufacturers should categorize the 
risk of their products and the presence of applicable legal and 
regulatory authorities are crucial, especially since many pro- 
duct developers may not have extensive experience in health 
care product development. This clarity will also help adopters 
of these technologies know what sort of certifications to expect 
and where their legal liability may be. This is particularly true for 
AI products that are automated rather than just informing deci-
sion-making.
 
Education on AI generally and on how to evaluate AI-enabled 
health care software and recommendations will be essential to 
deploying AI safely and using it to augment human intelligence. 
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And best practices need to be developed then systematically put 
into place so that a) systems are monitored both as they are im-
plemented and over time to determine if performance in a parti- 
cular real-world population meets expectations, and b) it is possi-
ble to ensure that performance does not degrade over time. 

Countries around the world are grappling with these issues, and 
there are multiple approaches to these challenges. The European 
Commission has put out a series of papers on AI, emphasizing 
when and how AI decision-making should be trusted (European 
Commission, 2020). The National Academy of Medicine in the 
United States recently released a special report titled “Artificial 
Intelligence in Health Care: The Hope, the Hype, the Promise, 
the Peril” (Matheny et al., 2020). China’s Ministry of Science and 
Technology has been promoting a culture of AI innovation with an 
emphasis on the use of AI in health and has indicated a desire to 
be a leader in these technologies (Webster et al., 2017). 

Every country will need to determine its own path to using AI 
in health care, consistent with its values, resources, and specific 
health care challenges. However, all countries should prioritize the 
development and implementation of AI tools that can be used to 
promote ethical, equitable, and more inclusive health care that 
respects and involves patients in their health and well-being. If 
basic research is freely shared and lessons learned along the way 
are broadly disseminated, advancement will happen more quickly 
and safety issues can be more effectively addressed. In this way, 
AI’s potential for improving human health can be fully realized in 
transparent and trustworthy ways. 
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