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Foreword

oday, countries around the world are fac-
ing new economic challenges posed by
the rapid pace of change in innovative
technologies.
ways to enter and benefit from the digital econo-
my, but also to become or remain competitive as
the importance of technology continues to grow.

Latin America and the Caribbean is no excep-
tion: the region is the fourth largest mobile market
in the world, half the population uses the internet,
and certain countries process 100 percent of their
government purchases electronically. These suc-
cesses are not uniform across the region however,
and countries still face challenges to expand con-
nectivity, information and communication technol-
ogy infrastructure, and modernization efforts to be
key competitors in the digital economy.

Adopting cloud-based services is one way
countries in the region can enable this type of
progress and growth, and foster the development
of new ventures and a new economy. Aimed at
cost savings and promoting innovation, the move
from traditional IT hardware to cloud services can
empower and liberate governments from outdat-
ed, inefficient, and slow technology processes that

Governments must find

require millions of dollars’ worth of investments
year after year. Together, the Inter-American
Development Bank and leading technology com-
panies can help regional economies realize the
benefits of cloud services, including cost savings,
security, elasticity, transparency, and economic
opportunity.

To leverage the benefits of cloud services
and new technology developments, governments
need to develop policy frameworks that seek
to build trust in new technologies and address
concerns about data protection, cybersecurity,
financial market regulation, cross-border data
transfers, data privacy, and how to provide citi-
zens with the skills for the future world of work.
This paper seeks to illuminate these opportuni-
ties and highlight practical economic and policy
considerations that should be made to realize this
potential.

Juan Ketterer

Division Chief

Connectivity, Markets, and Finance Division
Institutions for Development Sector
Inter-American Development Bank






Introduction”

he Fourth Industrial Revolution. Digital
transformation. Information economy.

Digital trade. These are some of the tech-

nological trends emerging in the global
marketplace today. Governments must determine
the extent to which they will embrace these trends,
since these technologies permeate nearly every
area of daily life. Individuals, organizations, and
industries are using technology in revolutionary
ways to develop more operational efficiency, ex-
pand reach, and improve the economy and society.
Although they occur within national borders, these
activities are global in scope.

The main challenge to governments in this
aspect is how to adopt and promote the use of
innovative technologies to remain globally com-
petitive. The Latin America and Caribbean (LAC)
region is no exception. Many LAC governments
have made concerted efforts to increase access to
and usage of emerging technologies, particularly
cloud services. The diffusion of information and
communications technologies (ICT) in the region
has grown steadily over the past 10 years, reach-
ing between 80 and 100 percent of small- and
medium-sized enterprises (SMEs) (CEO Summit
of the Americas, 2015). In 2015, 56 percent of the
population in the LAC region had access to the

Cloud computing is a forward-
thinking, enabling technology:

it is the foundation of key digital
technologies, such as big data
analytics, artificial intelligence,
and the Internet of Things.

internet, a figure projected to grow to 60 percent
by 2019. Broadband penetration, access to mo-
bile phones, and the size of the ICT sector have
increased significantly in a relatively short peri-
od, and critical investments to strengthen infra-
structure continue. However, a significant digital
divide persists in the region. Future global com-
petitiveness and development of the LAC region
will be contingent on shrinking this divide so that

" The editors greatly appreciate the valuable input
from Daniel Korn, Director of Corporate Affairs at
Microsoft Latin America; Andres Maz, Public Policy
Expert at Amazon Web Services; and Marcel Leon-
ardi, Public Policy Expert at Google Brazil. They also
extend their gratitude to Sarah Schineller, Produc-
tion Editor at A&S Information Partners, who effi-
ciently and thoughtfully managed the production
process for this publication.



individuals and organizations can readily take ad-
vantage of ICT innovations (Fredrikkson, 2013).
Considering that a mere 10 percent increase in
broadband penetration in the region could boost
GDP by 3.2 percent and increase productivity by
2.6 percent (Fredrikkson, 2013), efforts to pro-
mote and diffuse ICT goods and services are
imperative.

An economy’s adoption and use of cloud com-
puting is one vehicle to reduce the divide, because
of its ability to reinvent enterprise IT and democ-
ratize leading-edge decisions. The economics of
cloud computing is such that the unhappy distinc-
tion between those that could make the major cap-
ital cost investment required to access and update
the latest computing technologies and those that
couldn’t make that investment will largely fade
away. With cloud computing, regular interaction
with the latest computing technologies should be-
come much more of a reality to the larger com-
munity (Gutierrez and Korn, 2014). Economies
embracing cloud computing experience the bene-
fits of scalability, lower costs, an improved security
posture, and opportunities for innovation. Citizens
can leverage cloud services, such as data storage
and processing, and compute in ways that were
previously cash- or cost-intensive. SMEs can now
harness a wide array of capabilities through the
cloud to provide information, goods, and services
to the global marketplace.

To create cloud-computing capabilities, gov-
ernments will need to support infrastructure re-
quired to extend connectivity, ensure businesses
have the right incentives to invest and innovate,
and develop the digital skills of the workforce,
including in data analytics (Access Partnership,
2017). Over half a million of today’s job vacan-
cies in LAC are in technology fields, with demand
expected to grow. To meet this demand, training
programs in ICT technologies must become more
prevalent and accessible. The private sector uses
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cloud computing to drive exceptional results in
manufacturing, banking, and transportation, while
the public sector uses it to deliver healthcare, edu-
cation, and public safety more equitably. It seems
that the opportunities to deliver results and drive
innovation using cloud computing are limitless.
The LAC region is at a critical juncture in its
socioeconomic development: economies in the
region must seize opportunities to advance ro-
bust digital strategies, including cloud comput-
ing. Countries that fail to do so will fall behind
more advanced economies and will be disadvan-
taged in terms of innovation, performance, pro-
ductivity, and competitiveness. To stay ahead,
governments should develop policy frameworks
that seek to build trust in technology and ad-
dress concerns about data protection, cyberse-
curity, financial market regulation, cross-border
data transfers, and data privacy; boost entrepre-
neurship, efficiency, and cost savings; maintain
flexibility and foresight with respect to emerg-
ing technologies; and deliver education and train-
ing systems capable of preparing people for the

To leverage the benefits of cloud
services and new technology
developments, governments need
to develop policy frameworks

that seek to build trust in new
technologies and address
concerns around data protection,
cybersecurity, financial market
regulation, cross-border data
transfers, data privacy, and how to
skill people for the future world of
work.




future world of work. Governments should part-
ner with civil society and industry to create an
environment capable of responding to these chal-
lenges (Microsoft, 2018a).

Governments should also consider the types
of assurances that cloud computing and cloud ser-
vice providers can give their agencies and public-
sector organizations to deliver constituent services

with cutting-edge technologies and user-friendly
features. Recent economic activity and growth
forecasts suggest that the LAC region is well po-
sitioned to compete in the digitally enhanced
economy. This paper seeks to illuminate these op-
portunities and highlight practical economic and
policy considerations that should be taken to real-
ize this potential.

INTRODUCTION






CHAPTER1

Cloud Technology



THE CLOUD: A NEW FORM OF
INFORMATION TECHNOLOGY

There are many advantages of cloud computing
over traditional forms of information technology
(IT). These include the financial model that evolves
from capital expenditure (capex) to operating ex-
penditure (opex), and simplification of the IT infra-
structure. With cloud computing, developers and
IT managers no longer need to plan for capacity
and development tools.

Cloud versus Traditional Information
Technology

According to the U.S. National Institute of Stan-
dards and Technology (NIST), cloud computing
is the “model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of
configurable computing resources (networks, ser-
vices, storage, applications, and services) that can
be rapidly provisioned and released with minimal
management effort or service provider interac-
tion” (NIST, 2016). On-demand, rapid provisioning
and resource access are critical features of cloud
usage. With traditional IT, end users interested in
scaling up their IT resources would need to provi-
sion for and buy software and hardware, such as

In addition to maximizing
investments and avoiding
investing in and maintaining
legacy IT infrastructure, cloud
computing enables public sector
organizations and government
agencies to meet mission-critical
objectives and to innovate.
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physical servers, network equipment, cabling, fa-
cilities, cooling, and others, to create additional
infrastructure and enhanced capabilities to meet
projected demands. Organizations and individu-
als must anticipate their projected IT demand and
frontload significant investments to acquire re-
sources to meet the demand. This is one of the
main challenges of IT teams, especially in organi-
zations where priorities change and IT must adapt
to meet new requirements. Provisioning new serv-
ers and getting them installed and ready for devel-
opment take time and require additional financial
resources. This is an ongoing challenge that cloud
service providers seek to overcome.

Cloud service providers (CSPs) manage IT re-
sources and services on behalf of the consumer,
and the consumer can acquire services such as
storage and computer power on an as-needed
basis. Users only pay for what they use—by the
compute-hour or storage gigabyte—similar to a
utility model used for electricity consumption,
for example. The pay-as-you go model serves
public sector enterprises and governments well,
particularly those with strict budget processes.
Government agencies can trade capital expendi-
tures, which can cost millions of dollars, for vari-
able expenses. Those expenses are lower if the
user provides its own IT service. With inherent
economies of scale, the cloud is simply more ef-
ficient than anything a user could build and oper-
ate for itself. This fosters agility within the agency
and across government, promoting innovation
and modern citizen services, as well as greater re-
source and cost management.

Various government and nongovernmental en-
tities have studied the U.S. government’s potential
costs savings associated with adoption and use of
cloud computing. With such a great variety of sys-
tems currently in place, however, projecting a true
estimate is challenging. In 2015, the Congressional
Research Service estimated that federal agencies




could save approximately 50 percent or more by
using cloud services (CRS, 2015). This is signifi-
cant given the exorbitant amount of money spent
by the U.S. government annually to maintain and
routinely upgrade legacy IT systems. In the 2018
budget request, the U.S. Office of Management
and Budget stated that “from FY 2015 to FY 2018,
government-wide legacy spending as a percent-
age of total IT spending rose slightly from 68
percent to 70.3 percent.” This represents approxi-
mately US$39 billion, of which the U.S. govern-
ment could recoup 50 percent simply by migrating
to the cloud. These numbers reinforce the argu-
ments made in the “2017 Report to the President
on Federal IT Modernization” (U.S. Government,
2017), that unifying and streamlining federal IT sys-
tems with particular emphasis on the adoption and
use of cloud services can increase the efficiency
and efficacy of the federal government.

At the state level, governments are taking
bold steps to evaluate how state agencies can
fully operationalize cloud services. For example,
the Texas Department of Information Resources
(DIR) conducted a comprehensive study and pi-
lot program to understand what benefits could be
realized through the adoption of cloud comput-
ing. The study recommended that Texas adopt a
cloud-focused IT policy strategy. This recommen-
dation states that for state agencies, “to fully lever-
age the potential savings of cloud services, Texas
should require agencies to evaluate and consid-
er commercial cloud computing services before
making any new information technology or tele-
communications investment” (House Committee,
2016). Requiring agencies to evaluate cloud com-
puting constitutes a significant change from the
previous policy, which merely directed state agen-
cies to consider cloud computing as an option. Key
drivers to this language change included the sig-
nificant cost savings, security features, and agility
associated with cloud computing.

Countries around the world have already iden-
tified the cost savings that governments could re-
alize by leveraging cloud services and have taken
steps to implement procurement policies that re-
quire the use of cloud services. One example of a
national government adopting and implementing
a cloud-native strategy is the United Kingdom. In
early 2017, the U.K. government clarified its Digital
Strategy, announcing that it would be both “pub-
lic cloud first” and “cloud-native.” The government
directed all public sector organizations “to consid-
er and fully evaluate potential cloud solutions first
before considering any other options,” and added
that this would be a mandatory approach for “the
central government and strongly recommended to
the wider public sector” (U.K. Government, 2017).
Further, the government specified that a public
cloud, rather than a community, hybrid, or private
deployment, would be the preferred model, as
“the primary benefits for government come when
we embrace the public cloud” (U.K. Government,
2017). The government also clarified that, by itself,
a cloud-first policy would be insufficient to meet
what it needs against what is emerging or com-
ing new, and as a result, it would employ a “cloud-
native” framework. In doing so, the government
confirmed that the policy was focused less on di-
recting how it considers IT solutions, and more
on the government’s ability to organize itself and
adapt. Adaptability and responsiveness will be
critical for governments, such as that of the United
Kingdom, to succeed in today’s digital economy.

The vehicle in which it was enacted was the
federal guidance issued by Government Digital
Service as part of the Technology Code of Practice
(U.K. Government, 2017). The Technology Code of
Practice sets the standard for ways that government
organizations design, build, and buy technology.
They are mandatory requirements and standards.

In addition to maximizing investments, utility-
based cloud computing enables public sector
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organizations and government agencies to meet
mission-critical objectives and to innovate.

e Mission-critical objectives: Organizations op-
erating in digital space are increasingly fo-
cusing on data security and data protection.
The convergence of IT modernization and cy-
bersecurity relies extensively on the use of
the cloud to ensure the utmost protection for
citizen and government data. In the cloud, se-
curity threats can be addressed in real time,
where cloud service providers work constant-
ly to combat risks to customer data. Visibility,
homogeneity, and automation—all inherent
features—greatly benefit security. Unlike tra-
ditional IT, where it is seldom achieved, the
cloud enables full integration of compliance
and security systems. For example, the lat-
est breach of the ransomware “Wannacry”
showed the vulnerability of unpatched legacy
infrastructure.

e Innovation: Cloud computing dramatically in-
creases the speed and agility of user innovation
and can lower barriers to entry to previously
locked markets. Instead of waiting many weeks
to obtain IT infrastructure, users can access vir-
tually unlimited capacity within minutes. Cloud
computing allows a user’s scarce technical tal-
ent to focus on its core mission rather than on
maintaining basic computer and storage infra-
structure to support it. With the budget chal-
lenges that agencies face today, that focus is of
great value to government users.

Implications of Ignoring Cloud
Computing

Today’s most exciting technologies, such as the in-
ternet of Things (loT), autonomous transportation,
innovations in healthcare and financial services,
mobile applications, and social media, are built into
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and powered by cloud services. The public sector
seeks to capitalize on this dynamism. Throughout
the world, businesses, educational institutions, and
nongovernmental organizations are increasingly
adopting cloud services. The advantages in terms
of cost savings, efficiency, cybersecurity, and inno-
vation are becoming hard to ignore. Countries such
as the United Kingdom and Bahrain are making
great strides to fully realize these benefits, taking
cloud migration to the next level and formalizing it
within policies (e.g., cloud-native or cloud-first) to
further leverage the benefits.

The success of cloud migration and cloud
adoption depends on government policies on the
treatment of data, procurement, digital strategy,
and trade, and other regulations governing the use
of IT in various sectors. Governments struggle to
keep pace with technology development and in-
novation. It is more critical than ever that govern-
ments develop political, regulatory, and economic
strategies that embrace innovation in computing
technology.

With this scenario in mind, this section poses
the question, “can an economy ignore cloud ser-
vices?” While the answer seems clear, the reality
today is that most governments are struggling to
establish the types of policies needed to adopt
cloud computing. Each economy may be within
its own unique stage of technology development,
but there is a reality today that those economies
that fail to develop a forward thinking approach to
technology, inclusive of the use of cloud services,
and promote its adoption across all sectors and in-
dustries will lose out on a range of social and eco-
nomic benefits necessary to remain competitive.

Models for Cloud Deployment

Cloud computing manifests as one or more of
the following types of services: Infrastructure as
a Service (laaS), Platform as a Service (PaaS),



or Software as a Service (SaaS). Together, these
cloud computing models function like a tradition-
al IT environment, with infrastructure supporting
platforms and services. Individually, the models
are unique despite some commonalities.

NIST defines these cloud computing models
as follows:

e Infrastructure as a Service: CSPs offer con-
sumers the capability to provision process-
ing, storage, networks, and other essential
computing resources where the consumer
can deploy and run arbitrary software. This
includes operating systems and applications.
The CSP, and not the consumer, manages and
controls the underlying infrastructure, but the
consumer has control over operating systems,
storage, and deployed applications (Mell and
Grance, 2011).

e Platform as a Service: CSPs offer the consumer
the capability to deploy consumer-developed
or acquired applications onto the cloud infra-
structure using the CSP’s various tools. The
CSP, and not the consumer, manages and
controls the underlying infrastructure, but the
consumer has control over the deployed ap-
plications and possibly its configuration set-
tings for the application hosting environment
(Mell and Grance, 2011).

e Software as a Service: CSPs offer the con-
sumer the capability to use the CSP’s applica-
tions running on the cloud infrastructure. The
applications are accessible from various client
devices through a client interface, such as a
web browser, or a program interface. The CSP
manages most aspects of the SaaS offering,
except limited user-specific application con-
figuration settings (Mell and Grance, 2011).

Different cloud environments host these mod-
els, and users use them in a variety of ways:

e Public cloud: the cloud infrastructure is de-
signed for open use by the public. Users—
individuals, businesses, academic institutions,
or government organizations—own, manage,
and operate it. The infrastructure exists on the
CSP’s premises (Mell and Grance, 2011).

e Private cloud: the cloud infrastructure is de-
signed for exclusive use by a single organi-
zation composed of multiple consumers, or
business units. It is typically owned, managed,
and operated by the organization, a third par-
ty, or a combination of the two, and may exist
on or off the premises (Mell and Grance, 2011).

e Community cloud: the cloud infrastructure is
designed for an exclusive community’s use,
where consumers across the community have
specific concerns and requirements regarding
mission, security, or compliance. Members of
this community, a third party, or a combina-
tion of the two own, manage, and operate the
infrastructure, and it may exist on or off the
premises (Mell and Grance, 2011).

e Hybrid cloud: the cloud infrastructure is de-
signed combining two or more of the above
infrastructures while maintaining their unique
entities. Here, they are bound together by
standardized or proprietary technology that
enables data and application portability (Mell
and Grance, 2011).

Regardless of the model or environment in
which they are deployed, cloud services allow us-
ers to enjoy various degrees of on-demand self-
service, broad network access, resource pooling,
rapid elasticity, and measured service. Government
users can take advantage of the same benefits en-
joyed by private commercial entities, according to
their own needs and specific requirements.

By using public cloud services, governments
will be able to leverage existing cloud infrastruc-
ture, dedicating all resources to the development
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of new solutions and the active use of existing ser-
vices without investing in infrastructure and its de-
sign. While there could be a perception of greater
control and security by building a private cloud,
the reality is that a private cloud requires signifi-
cant investment in designing the private cloud in-
frastructure. Additional budget resources will be
required to maintain the infrastructure, including
equipment replacement and upgrades, and securi-
ty, both physical and in the information systems. In
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addition to incremental investment, cloud models
require an additional level of knowhow to design
and operate. However, the additional investment,
does not necessarily make the environment more
secure, as commercial cloud providers generally
invest more resources in security than any other
organization. This study recommends that gov-
ernment organizations opting to develop a private
cloud should justify the need for the additional
investment.




CHAPTER 2

Dependencies, Blockers,
and Current Foundation for
Cloud Infrastructure



hile the transformational

power
of cloud computing is evident, an
economy’s ability to migrate to
the cloud is not straightforward. In
addition to the policy enablers mentioned in this
paper, major infrastructure dependencies are re-
quired to foster adoption and enable the build-out
of cloud infrastructure.

To understand the adoption dependencies,
they must be considered from both the demand
and the supply perspective. From the supply per-
spective and referring just to the ability to use
cloud services, adoption will depend in the un-
derlying infrastructure, specifically high-speed
broadband connectivity. While the internet is flat,
distance still matters, and to effectively use cloud
applications, all broadband metrics matter, includ-
ing download and upload speed and, most impor-
tantly, latency. If a country’s broadband networks
are unreliable and slow, users will not be able to
adopt cloud computing. In regulated industries
such as financial services and healthcare, regula-
tions regarding the use of technology could also
become an obstacle to adopting cloud computing
if they have not been updated to account for tech-
nological advances.

Cloud computing is a relatively new develop-
ment in IT. Even within the IT community, how to
develop IT services in the cloud environment is not
well understood. One of the major challenges of
organizations is how to migrate legacy IT systems
to a new environment. This requires knowledge of
both environments and the organizations’ IT infra-
structure and systems. This expertise is critical and
largely absent in the LAC region.

In terms of supply, specifically from the user
perspective, a high-speed broadband connection
in theory is the bridge to any cloud service pro-
vider. However, as mentioned above, distance is
still important, and critical applications and work-
loads have low latency requirements. Therefore,
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proximity to cloud infrastructure can be an impor-
tant factor to deliver cloud services. Improving the
availability and quality of national networks in the
LAC region along with regional and international
connectivity can help significantly lower the laten-
cy of broadband services.

There have been also efforts to locate infra-
structure closer to the consumers. Companies have
been investing in cloud infrastructure around the
world, including in the LAC region. For example,
the Curie Subsea Cable, promoted by Google, will
connect Los Angeles to Valparaiso, enabling a sub-
stantial reduction in latency, or the American data
center operator EdgeConneX, which announced in
January 2018 a plan to build a TOMW Data Center
facility in Buenos Aires, Argentina (EdgeConneX,
2018). However, the size of an economy, the sta-
bility of its government, the soundness of its eco-
nomic policies, economic growth, and low inflation
are not enough to enable the build-out of cloud in-
frastructure in a particular country. A number of in-
frastructure dependencies on the supply side must
be taken into account.

CHALLENGES OF REGIONAL
INFRASTRUCTURE THAT MAY
IMPEDE PROGRESS OF CLOUD
ADOPTION

One of the critical factors in determining the fea-
sibility and successful use of cloud computing and
the build-out of cloud infrastructure in a coun-
try is the availability of underlying infrastructure
required by the cloud service providers. The un-
derlying infrastructure encompasses high-speed
broadband networks both for national
port and local access, redundant access to inter-
national capacity, internet exchange points and
peering agreements, affordability of service, and
renewable energy, as cloud service providers have

trans-




robust green commitments. This section examines
the current regional infrastructure vis-a-vis inter-
national backbones, which aggregate user data for
transmission between the cloud and end-users.

Increasing Broadband Penetration: A Top
Priority for Governments
Since 2010, broadband access has become a gov-
ernment priority globally and has been considered
a critical factor in socioeconomic development.
Broadband access correlates directly with net pos-
itive impact on GDP growth, job creation, and in-
crease in average household income. As a result,
strategic initiatives to drive broader broadband ac-
cess have been implemented nearly everywhere,
and broadband penetration has grown significant-
ly as a result. By the end of 2015, global broadband
penetration reached 47 percent, with upward of
3.2 billion users (GSMA Intelligence, 2016).
Countries in Latin America are attempting to
tap into this economic potential. In 2010, for exam-
ple, Brazil launched the first National Broadband
Initiative in the region. In 2012, Mexico announced
an initiative, AgendaDigital.mx, to increase mo-
bile and fixed broadband, exemplifying a shift in
policy and perspective. In 2013, telecommunica-
tions reform in Mexico established broadband and
internet access as a constitutional right. Colombia
followed suit, targeting low-income populations,
education systems, and rural areas as priorities for
IT sector investment and enhancement. While the
comprehensive outcome of these initiatives has
contributed to achieving a fixed broadband pen-
etration of 9.2 percent across the region, there is
still a significant challenge ahead (Casanova, 2016).
Broadband penetration will likely continue to grow
as demand surges, particularly in developing coun-
tries, where demand is highest. Cloud services have
driven this demand as users consume more appli-
cations and data and leverage platforms located

internationally, such as those within social media
networks. As more applications and IT infrastruc-
ture migrate to the cloud, the quality and speed of
broadband connections will become more critical,
particularly with respect to upload speed and la-
tency. High-speed, next-generation networks will
be required to support cloud-based services.
Broadband expansion efforts in the LAC region
have been challenging due to the high cost to de-
ploy infrastructure, exacerbated in some countries
by high tariffs and import costs, lengthy processes
to obtain rights of way and construction permits,
lack of passive infrastructure, an onerous regulatory
regime, additional telecom levies, lack of competi-
tive national transport networks, peering, and ac-
cess to international capacity. In some countries,
there is considerable uncertainty in the legal and
regulatory framework. As a result, the deployment
of next-generation networks and additional high-
speed broadband networks is not sufficient to meet
the needs of LAC countries to enable to them to
fully leverage the digital economy. Thus, investment
in broadband networks has never been so urgent.

Governments must continue

to pursue policies that address
the challenges of broadband
expansion. These include more
funding for infrastructure,
incentives for telecom operators
to invest in new or updated
infrastructure, and modernization
of the regulatory regime, including
to take advantage of underutilized
broadcast spectrum to expand
internet connectivity.
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To foster the development and adoption of

cloud services in an economy, this study recom-
mends that governments continue to pursue poli-
cies that address the challenges of broadband
expansion, ensuring that investments in infrastruc-
ture grant internet access for all, as opposed to
local data center investments, which tend to ben-
efit only a few (Access Partnership, 2017). These
include more funding for infrastructure, incentives
for telecom operators to invest in new or updated
infrastructure, and modernization of the regulato-
ry regime, including to take advantage of under-
utilized broadcast spectrum for wireless use on
an unlicensed basis to expand internet connectiv-
ity (lvanschitz and Korn, 2018; Microsoft, 2017).
Notably, Colombia and Trinidad and Tobago are
the first countries in LAC to have published spec-
trum regulations in this regard.

Government policies need to focus on facili-
tating investment in high-quality broadband ac-
cess systems. They also need to ensure that this
infrastructure is inclusive and supports affordable
access for all (Access Partnership, 2017).

Availability of Broadband, internet
Access, and High-Speed Connectivity
There are significant differences among the coun-
tries in the region with respect to internet access,
despite increases in broadband penetration gener-
ally. In 2015, only Chile, Costa Rica, and Uruguay
boasted 60 percent household internet penetra-
tion rates, while most of the region fell somewhere
between 15 and 45 percent (ECLAC, 2016). More-
over, within countries, the rural-urban divide in in-
ternet penetration can be up to 41 percent. Still,
broadband access does not necessarily correlate
to high internet connectivity. No country in the
region has even 5 percent of its connections op-
erating at speeds of 15 Mbps (ECLAC, 2016). This
generalized lag ininternet speeds is another reason
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to pursue underutilized broadcast spectrum for
wireless use given its low cost and relatively quick
deployment of 18-22 Mbps speeds with only two
channels (Smith, 2017).

A number of factors implicit in broader in-
ternet access development affect connectivity.
Economies of scale, for example, do not typically
exist in the region. Some of the reasons for this
are total population size, income distribution, and
per capita income in relation to intrinsic broad-
band costs. Costs to connect to Tier 1 Internet
service providers outside the region are higher
because of the capacity required for such con-
nections. Users also incur additional transmission
costs due to imperfect direct regional connectiv-
ity both among and within countries; increasing
the number of internet exchange points (IXPs)
within countries may be a viable solution in this
regard. Therefore, this study recommends con-
sidering this solution as a policy priority.

IXPs and international/national backbones are
integral to data transmission and fundamental for
the ability for users, government agencies, and
companies to use cloud-based applications. If the
backbone is not robust, users cannot achieve the
full speed of their local connection. This is the case
in both rural and urban areas. IXPs can help reduce
the cost of international bandwidth by routing and
managing internet traffic domestically as opposed
to internationally, and reduce latency, a critical net-
work metric that impacts time-sensitive applica-
tions (Fredrikkson, et al. 2013). The cost of IXPs fell
in Chile, where the high rate of connectivity makes
it possible to differentiate wholesale prices be-
tween national and international traffic (such that
national traffic has become considerably cheaper).
IXPs allow content providers to cache data in the
country once traffic reaches a certain volume. This
improves latency and creates a better user expe-
rience with stronger performance (Fredrikkson,
2013). Therefore, developing IXPs across the LAC




IXPs and international/national
backbones are integral to data
transmission and fundamental for
the ability for users, government
agencies, and companies to

use cloud-based applications.
Therefore, developing IXPs across
the LAC region is fundamental
for the development of cloud
computing.

region is fundamental for the development of
cloud computing.

The quality of the user experience will also de-
pend on the type of connection available, whether
a digital subscriber line, cable modem, or fiber op-
tics—all considered fixed broadband. Each offers
different speeds, with fiber optics being the fast-
est, but speed depends on many factors related
to how the connection is established. DSL remains
the prominent fixed broadband connection avail-
able and used around the globe, but it fails to de-
liver the speed and quality of service required in
the world of cloud and loT (Fredrikkson, 2013).
Next-generation and 4G wireless networks are
best suited to support cloud service usage, which
allows more proportional upload and download
exchange, and low latency (Fredrikkson, 2013).

Without the proper backbone in place, how-
ever, bottlenecks can emerge. Download speed is
a key metricin assessing broadband performance,
and a typical user of broadband downloads more
data or content than they upload. Video content,
where cloud services offer movies in high qual-
ity, for example, increases the ratio of down-
loaded content significantly. In 2012 alone, some
1.3 billion internet users watched an average of

162 online videos per month (Fredrikkson, 2013).
Cloud services require consideration of both
download and upload speed, as well as low laten-
cy. Offline storage, file sharing, and back-up ser-
vices require that users upload data to the cloud
(a remote server).

Next-generation and 4G wireless
networks are best suited to
support cloud service usage, as
they allow more proportional
upload and download exchange
and low latency.

Policies related to broadband offers are also
critical to foster internet usage and cloud-based
services. Limited bandwidth and data caps could
limit users’ adoption. They are critical consider-
ations for regulators in evaluating the benefits of
such pricing models. While they might encourage
adoption, they could also limit the use of applica-
tions that bring the most benefits to consumers.

The challenges in LAC go beyond the metro-
politan and national transport networks. The re-
gion also lacks international capacity, and countries
have few submarine cables and cable landing sta-
tions to connect to the rest of the world (ITU, 2013).

Growth of Mobile Broadband Penetration
Mobile broadband, in contrast to fixed broadband,
is a single-user technology and its speed depends
on the type of connection used. Mobile typically
suffers from higher latency than fixed broadband,
and most mobile broadband in the region operates
across 3G networks (GSMA, 2016). In 2017, 80 per-
cent of the region had access to 4G and there
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were only 64 live 4G networks currently available
(GSMA, 2016). Individuals access mobile broad-
band through smart phones; by 2020, 79 percent
of the region will enjoy mobile broadband con-
nection through some 577 million smartphones
(GSMA, 2016).

As smartphone adoption continues to grow,
network providers will likely seek ways to ex-
pand network coverage. Brazil is a case in point:
Brazil leads in 4G adoption, with projected adop-
tion rates to hit 50 percent by 2020 (GSMA, 2016).
Network operators have invested heavily in 4G
networks and are driving commercial efforts to in-
centivize consumers to make the switch (GSMA,
2016). However, despite this effort, the availability
of 4G and 5G services across the LAC region is be-
hind that of most developed countries.

HIGH TAXES ON UTILITIES
AS A DETERRENT TO
FOREIGN INVESTMENT IN
INFRASTRUCTURE

Tax schemes in the LAC region related to utilities
impose exorbitantly high rates. For CSPs and other
technology companies hoping to make infrastruc-
ture investments in the region, this can be a de-
terrent to investment. CSPs seek to maintain lower
cost structures and price points for their custom-
ers, an approach applied uniformly throughout
every facet of the supply, from use of services to
consumption of energy. Where taxes are higher,
service providers are forced to offset higher costs
by passing them on to consumers. The inability to
maintain a lower cost structure and price points for
consumers may discourage technology companies
from operating domestically.

Governments should consider various forms
of tax waivers for cloud infrastructure investment,
particularly on energy utilities supporting cloud
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services. Cloud infrastructure investment will stim-
ulate economic activity in myriad ways, and the
potential economic growth will offset lost revenue
from previously taxed utilities. Where moderniza-
tion and digitization efforts continue to expand,
technology companies and CSPs may be govern-
ments’ best customers, particularly when they are
situated to invest in infrastructure.

FUTURE ENERGY CAPACITY: A
CHALLENGE TO PROGRESS ON
CLOUD ADOPTION

Another challenge in the satisfaction of the region’s
demand for IT is electricity and energy supply. Mi-
grating to the cloud can help address both. Cloud
computing is greener, both in how CSPs run and
manage data center operations and by eliminating
upfront investments in IT infrastructure that con-
sume exorbitant amounts of energy. Today, IT ser-
vices consume more than 2 percent of total global
energy use. In an energy-volatile region like LAC,
this has the potential to be extremely costly finan-
cially and environmentally. This is why the move to
cloud computing is imperative for countries suffer-
ing from this lack of energy security.

Cloud Services as a Greener Solution

for IT

Governments that outsource IT management to
a commercial CSP reduce energy consumption.
This translates into reduced carbon emissions, as
a result of which cloud computing has been called
“green IT” (Gutierrez and Korn, 2014). The Mexi-
can Institute for Competitiveness estimates that
Mexico’s medium and large-sized business sector
would in the aggregate reduce carbon emissions
equivalent to removing 90,000 cars from circula-
tion by migrating to the cloud. Cloud computing




addresses energy inefficiencies by reducing ex-
cess capacity, flattening peak loads, employing
large-scale virtualization, and optimizing data cen-
ters. Underutilization of servers is a major problem
for organizations wishing to undertake their own
IT resource management. With commercial cloud
computing, servers are powered on an as-needed
basis, which helps eliminate energy waste. Global
models of cloud computing most commonly de-
ployed by large-scale commercial CSPs maximize
hardware utilization by diversifying where work-
loads are processed or stored. Scale and flexibility
also help to contain energy costs for both CSPs
and their customers, particularly because manag-
ing virtual environments is easier and cheaper than
managing physical
CSPs are also experts in data center design: they
have developed rooms and server cooling tech-
nigues that address energy waste and increase en-
ergy efficiency.

infrastructure. Commercial

The Need for a Robust Power
Infrastructure

A robust power infrastructure is critical for cloud
services. Countries that experience regular pow-
er outages and intermittent access to electric-
ity struggle to provide cloud services and to
attract CSPs. A reliable power supply is essential
for hosting cloud infrastructure, including data
centers.

IT infrastructure, including servers, routers,
and switches, consumes significant amounts of en-
ergy. CSPs make an important contribution by ra-
tionalizing IT energy consumption. They increase
the utilization of IT infrastructure and reduce idle
capacity and redundant infrastructure across the
IT ecosystem in a given country. Nevertheless, en-
ergy consumption by a data center, even in a de-
veloped country with strong energy infrastructure,
can be enormous. A 2008 report found that the

amount of energy consumed by data centers, on
average, has doubled every five years (Chao, 2016).
At that rate, this would amount to nearly 2 per-
cent of total U.S. electricity supply (Fehrenbacher,
2016). IT energy consumption would grow at an
even higher rate if CSPs did not exist.

Since the cost and the impact on the envi-
ronment can be considerable, CSPs have made
concerted efforts to implement best practices in
the area of efficiency and use of renewable en-
ergy to curb excess consumption. In the United
States, data centers consumed 70 billion kilo-
watt hours in 2014 (or roughly 1.8 percent of to-
tal U.S. electricity consumption) (Fehrenbacher,
2016). This represents a decline in the overall rate
of growth of electricity consumption, but it is
still significant. Due to these efforts, cumulative
costs savings were estimated at US$60 billion
(Fehrenbacher, 2016).

Securing the capacity to support data cen-
ter infrastructure in the LAC region could be
challenging, as the increase in energy needs to
power data centers remains in the double digits
(Fehrenbacher, 2016). This is due in part to growth
in the data center market in the region, but also to
electricity challenges and weak implementation of
energy efficiency practices (Fehrenbacher, 2016).

To attract cloud infrastructure

to the region, it is critical that
governments in LAC develop
policies to address the expected
demand by fostering new green
energy generation projects,
investing in transmission networks,
and developing a competitive
market place.
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Generally, the Latin American region suffers
from energy insecurity amidst increasing demand.
Growing populations, limitations to infrastructure,
and climate change affect this situation. Electricity
demand grows in tandem with population growth,
particularly as technology becomes a basic need.
Thus, the region’s power consumption is likely to
double between 2010 and 2030 (Levine, 2014).

Building out the necessary infrastructure for
electricity generation capacity to meet this de-
mand has been difficult. Common experiences
exemplifying this challenge include prospective
projects stalling amid human rights and environ-
mental concerns, over-dependence on fossil fu-
els, and domestic terrorism destroying existing
infrastructure (Levine, 2014). At this time, near-
ly US$430 billion in investments to the electri-
cal grid are needed to revitalize infrastructure to
meet anticipated demand (Levine, 2014). Research
suggests that even the best outcomes in supply
generation will be insufficient to meet demand.

To attract cloud infrastructure to the region,
it is critical that governments in LAC develop poli-
cies to address the expected demand by fostering
new green energy generation projects, investing in
transmission networks, and developing a competi-
tive market place.

Impact of Climate Change on Projected
Electricity Supply and Demand

Climate change has called into question previous
electricity and power strategies and projects and
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forced governments to consider alternative sourc-
es for energy. Some countries have experienced
heat-related blackouts and peak power demand
during frequent heat waves, while others have lost
dam-generated electricity where rain and water
supplies have diminished.

New solutions are necessary to promote re-
liability and efficiency in the regional electric
grid amid social changes.
Renewable, or green, energy across the region
could potentially address the current lack of sup-
ply. Argentina, Brazil, Chile, and Mexico are consid-
ered to have some of the most attractive renewable
energy sites in the world, and the Dominican
Republic, Panama, Peru, and Uruguay are generat-
ing similar buzz among investors in renewable en-
ergy (Bokor, 2017). The region’s total endowment
of renewable resources is estimated to be approxi-
mately 93 Petawatts per hour, comprising a variety
of sources, including hydro, solar, wind, and geo-
thermal (Bokor, 2017).

and environmental

The region’s total endowment of
renewable resources is estimated
to be approximately 93 Petawatts
per hour, comprising a variety of
sources, including hydro, solar,
wind, and geothermal.




CHAPTER 3

Education and Workforce
Development in the New
Digital Economy



here is consensus on how the skills gap in
the ICT space is slowing down technology
adoption and thus economic growth and

competitiveness. IDC, an ICT research
firm, estimates that in 10 LAC countries, demand
for personnel with networking skills in 2016 sur-
passed supply by over 470,000 FTEs (full-time
equivalents), and by 2019 there will be a gap of
628,000 (IDB 2016).

Two questions shape strategies for education
and workforce development in a growing digital
economy: (i) How can government, business, and
society leverage technology to better educate
populations, for students of all ages? and (ii) How
can we educate and train people to have the nec-
essary skills to compete for the jobs of the future?

These questions are not new. While this pa-
per develops some of the key points, it also seeks
to bring a new perspective to how cloud technol-
ogy can contribute to the policymaking process. As
new cloud-based education systems and applica-
tions are adopted in the region, there will be more
data that can be used in new ways. Big data, espe-
cially artificial intelligence (Al), could play a key role
in contributing to the development and adoption of
adaptive learning and efforts to personalize educa-
tion. The successful implementation of Al in the edu-
cation system will depend on the determination of
government leaders to enter into partnerships with
startups. In this regard, opening up space to mine
data and bring new ideas as well as the support from
CSPs could make available the computing capacity
to leverage the vast amount of data that an educa-
tion system could provide.

STATE OF EDUCATION IN LATIN
AMERICA TODAY

In Latin America, efforts to improve the educa-
tion system have focused on access to education,
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enrollment, and increasing human and physical re-
sources. Educational attainment rates have im-
proved significantly as a result. Today, the average
individuals in the region progress through 12 years of
schooling (Inter-American Dialogue, 2016). Skill lev-
els remain poor, however. More than half of students
in Latin America do not have basic-level proficiency
in reading, math, or science, and less than 1 percent
perform at the highest levels of proficiency in each
category. This extends throughout the education
system and more than two-thirds of youth in the re-
gion are low-skilled and lack tertiary education.
Educational attainment determines labor mar-
ket outcomes for individuals and broader popula-
tions. With a low supply of highly educated workers,
it will be difficult to fill jobs. This is already occur-
ring; 50 percent of firms in the region do not find
candidates with the necessary skills. This is signifi-
cant across science, technology, engineering, and
math fields in the region, where shortages of engi-
neers, technicians, and skilled trade workers are felt
across all sectors and industries. There are already
150,000 ICT jobs left unfilled in the region today.
By 2019, Latin America will have a shortage of
almost half a million technology professionals. By
2025, approximately 1.25 million software develop-
ers will be needed (Laboratoria, 2017). Moreover,
demand for low-skilled, manual labor is likely to
change. There have been minor shifts of unskilled la-
bor into higher quality jobs in more productive sec-
tors. Today, even those jobs require a component
of skills training, as job functions across the supply
chain incorporate more technology and, in some
cases, are replaced by technology. Targeted invest-
ments and strategic remediation to elevate educa-
tion, train workers, and redesign job functions for
the future are necessary to address this skills gap.
This information has been documented in
numerous reports about the challenges of ICT in
LAC, yet governments in the region have not taken
decisive action. This paper echoes these findings




and recommends that governments in the region
take action.

BRINGING TECHNOLOGY INTO
THE CLASSROOM

There is significant evidence that the use of tech-
nology in the classroom can revolutionize educa-
tion (IDB, 2011). Digitizing education can provide
access to innovative technologies, new skillsets,
global content, and information. Students, in turn,
have more opportunities to gain practical experi-
ences with new technologies and to develop skills
for the workforce. Teachers who use these tech-
nologies can have opportunities for professional
development and can gain access to global con-
tent to drive educational attainment and meet cur-
riculum objectives.

In several parts of the region, this is as simple
as improving infrastructure for schools, namely, in-
creasing the number of computers, laptops, and
tablets available to students, leveraging education
applications, and improving internet connectivity
in the classroom. Students and teachers can en-
gage with technology and access content relevant
to basic and more technical curricula. Cloud ser-
vices are a vehicle to deliver critical content to
schools. Students and teachers can access a va-
riety of educational materials and programming
available on the internet, in the form of software,
platforms, or web-hosted materials from cities in
the country as well as global institutions. This can
have a phenomenal impact for programs seeking
to improve literacy, develop stronger content in
the classroom, and increase awareness while re-
ducing social isolation for students in some of the
poorest and most remote areas of the region.

Many economies in the region have strug-
gled to incorporate IT skill development into the
classroom. Cloud services can deliver this type of

specialized content. ICT courses delivered over a
network can help students to build, operate, and
troubleshoot networks; develop programs and
applications for desktop and mobile; and experi-
ence the use of cloud for cybersecurity, 10T, or Al.
Learning and content are available through cloud
services, and innovation and invention is possible
with the cloud. The scalable, on-demand, and low-
cost nature of the cloud allows students to develop
and experiment with new ideas with minimal risk.

This paper recommends that ICT leaders ap-
proach ministries of education and work together
to immerse students in technology. A comprehen-
sive education plan should include the following
elements:

e High-speed connectivity in schools (1 Gbps
per 100 students)
Connectivity to the classroom
Online education content
An ICT curriculum that requires computer sci-
ence classes with coding
Devices
A cloud education platform to host the con-
tent to guarantee quality of service and
performance

e Teacher training

THE ROLE OF TECHNOLOGY IN
FUTURE JOBS AND ECONOMIC
COMPETITIVENESS

LAC countries and regional industries feel the im-
pact of shortages of skilled labor. Among the top
ten countries where employers face the most dif-
ficulties meeting job demand, five are in the LAC
region: Argentina, Brazil, Colombia, Panama, and
Peru (Pezzini and Schleicher, 2015). Organizations
with operations in these countries are three times
more likely to face operational challenges due to
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the shortage of human capital. This will test the
ability of industries to thrive regionally and with-
in countries, creating serious economic shortfalls
around competitiveness and profitability.

Industries are evolving to accommodate in-
novative approaches to work, production, manu-
facturing, and management of human capital. This
is driven by new advancements in technology,
which requires a workforce with technology skills
and experience, and retooling of the current work-
force. Pemex, Mexico’s state oil and gas compa-
ny, recently announced that it will need to replace
one-third of its workforce in the next ten years (ap-
proximately 50,000 workers) with individuals with
different skills (Pezzini and Schleicher, 2015).

Workforce changes will be in demand to
match the new ways that technology is being used.
Technologies such as cloud computing, loT, and Al
are nearly ubiquitous across industries. Among
manufacturers, cloud-hosted services will ac-
count for nearly half of all organization-level soft-
ware usage by 2023 (Ezell and Swanson, 2017).
Cloud-application usage within manufacturing will
stretch from enterprises to production. The auto-
motive industry will leverage cloud, loT, and ma-
chine learning to develop innovations in car safety,
self-driving vehicles, and fuel efficiency.

An economy that relies heavily on technology
will also need human expertise on its use and de-
ployment. There will also be demand for a work-
force skilled in cybersecurity, containerization,
enterprise application development, enterprise mi-
gration, database technologies, analytics, machine
learning, and big data. The U.S. Bureau of Labor
Statistics (2017) reports that forecasted demand
for jobs in the realm of information security is ex-
pected to grow at a rate of 37 percent annually in
the decade from 2012 to 2022. Additionally, there
will be demand for this type of expertise in finan-
cial services, healthcare, defense, and other niche
industries.
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Creating a skilled workforce mirroring job de-
mand and an evolving technology will be impera-
tive to economic competitiveness for countries in
the future. Innovation and technology translate
into investment in fixed capital and workforce,
which will create higher productivity. For the most
part, economies are hedging and driving skills at-
tainment for jobs that do not yet exist. Low-income
and developing countries will need to stay ahead
and narrow the digital divide where possible.

RETHINKING EDUCATION TO
REMEDY THE SKILLS SHORTAGE

Technology professions lead to enhanced individu-
al economic opportunities. In Mexico, for example,
web development is a top-paying profession across
all industries. Average salaries have increased
25 percent within five years (Laboratoria, 2017). In
Peru, systems engineers’ salaries are some of the
most competitive nationally. Degrees in these tech-
nologies also translate into fast employment. In
Chile, nearly 100 percent of individuals with com-
puter science degrees obtain jobs in the field within
one year of graduation (Laboratoria, 2017).

Formal education programs at universities or
colleges for technology-based skills development
and degrees reinforce national interests and broad-
er development strategies around digital inclusion
and the digital economy. However, alternative path-
ways for professional development and skills train-
ing exist outside of these programs as well.

Training programs, vocational training, and
certification programs offer students at all phas-
es of their careers a chance to develop new skills
in relevant technology fields. Public, private, and
public-private initiatives of this type globally and
across the region have been established to ad-
dress skill shortages in the ICT sector. Cibertec
in Peru, a leading technical-vocational institution




with over 14,000 students, is an example. It deliv-
ers training programs in ICT, business, and design,
with content tailored to help enrolled individuals
obtain jobs in Peru’s job market (Guagueta Ospina,
undated). Cibertec is managed by Laureate, an in-
ternational network of private universities, with the
support of Cisco, Microsoft, and Oracle (Guagueta
Ospina, undated). Amazon Web Services delivers
AWS Educate, a personalized development pro-
gram for cloud-based learning that includes con-
tent, knowledge checks, and badging that guides
students through the learning process, through a
network of public sector partners. Individuals who
successfully complete the program have access
to the AWS Job Board, which connects job seek-
ers to employers looking for individuals with cloud
skills. Through the Microsoft Professional Program
(MPP), Microsoft has begun training people direct-
ly in skills needed to work with cloud technologies,
Big Data, and internet development. As of August
2017, 70,000 people had enrolled in the program,
with more than 30,000 from the United States
and Canada, and over 5,400 from Latin America.
The first MPP certificates for Data Science were is-
sued in February 2017, and programs in Big Data
Engineering and Front-End Web Development
were launched in June 2017 (lvanschitz and Korn,
2018). In addition, Microsoft Azure offers free on-
line training and certification programs.

Without an adequately skilled workforce,
countries will face enormous difficulty thriving in
the new digital economy. Opportunities for de-
veloping relevant skills, from early education and
onward, in technology will be essential to main-
taining a strong workforce and encouraging eco-
nomic growth and competitiveness. Some ways to
approach this include increasing connectivity and
access to broadband and mobile for schools, pro-
moting procurement frameworks that allow school
systems to obtain and utilize new technologies like
the cloud, and encouraging schools to incorporate

Training programs, vocational
training, and certification
programs offer people at all
phases of their careers a chance
to develop new skills in relevant
technology fields. Public, private,
and public-private initiatives of
this type globally and across the
region have been established to
address skill shortages in the ICT
sector.

technology-based curricula. Governments must be
strategic in preparing young people for jobs of the
future and in preparing the existing workforce with
opportunities for retraining, career repositioning,
and jobs. They should focus on labor market reg-
ulations that can promote competitiveness while
balancing workers’ rights. Governments can also
incentivize organizations to take on employment
policies that promote training and encourage en-
trepreneurship, for example through tax breaks.
Governments should also look to help create a
skills-based marketplace, moving away from a
system based on traditional degrees to one based
on recognizable credentials that are portable,
stackable, and valued by employers (Microsoft,
2018b).

However, it is important to recognize that
governments alone will not be able to resolve the
skills shortage and it is critical that the private sec-
tor invests and partners with governments in this
journey.

1 https://azure.microsoft.com/en-us/training/.
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INNOVATION IN THE DIGITAL
ECONOMY: NEW OPPORTUNITIES
FOR SMEs

Over the past several decades, the global economy
has witnessed the rapid pace of innovation, which
has reshaped the way people operate in almost ev-
ery aspect of life. Key to that rapid innovation has
been the way we use, process, analyze, and store
data. IT has been the key enabler behind most of
the important innovations in our society. In addi-
tion to cloud computing, other innovations include
loT and machine learning. Connected devices are
quintessentially |oT. By exchanging data at incredi-
ble velocity, individuals can communicate with one
another and devices can communicate directly
with one another. This collected data is processed
in the cloud to serve loT consumers to improve ef-
ficiency within the home through smart devices;
in business to streamline production and manu-
facturing processes; and even among government
entities for research and development in fields like
space exploration or to aid in emergency/disaster
recovery assistance. Al works much the same way:
it is being harnessed in fields from healthcare to
supply-chain management.

With respect to micro- and macro-level eco-
nomics, cloud computing has driven economic
activity for organizations and entities of all types
and sizes and across all sectors. Startups as well as
SMEs have truly gained value from the inclusivity
and accessibility of commercial public cloud ser-
vices. Traditionally in years past, SMEs were dis-
advantaged in comparison with large enterprises
because they could not acquire the necessary IT
capacity because of its complexity and cost. The
low-cost and low-risk investment in cloud comput-
ing makes it an attractive resource for SMEs. They
can manage their IT needs in real time without
having to make significant upfront investments for
infrastructure and capability. This way, SMEs can
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meet their IT needs against business demand and
overall business wealth without facing sunk costs.
SMEs can also have access to various IT services
for storage, computing, and processing that can
carry out thousands of functions.

SMEs also benefit from the cloud’s scalabil-
ity: they can harness the cloud to manage larger
workloads as business evolves. This can be accom-
plished without having to hire an arsenal of skilled
IT professionals to support potential growth. A crit-
ical component of scalability is scope. SMEs that
embrace cloud technology can scale and compete
beyond their local marketplace. The cloud serves
as a gateway to the global marketplace, whether
through social media, email, or web hosting.

Thus, cloud services eliminate economic barri-
ers to entry. According to the World Bank (2017), it
takes an average of 83.6 days to build a new busi-
ness and roughly 4.3 percent of per capita income.
This makes the value proposition for cloud comput-
ing even more compelling, particularly for a start-
up or SME in the first few years of the business.
Individuals with new ideas can build a business or
concept almost on demand and with minimal in-
vestment to launch. Organizations can focus on
their business objectives and core competency,
while accessing supercomputing capabilities and
managing potentially impressive amounts of data.
A Boston Consulting Group survey of SMEs in five
countries, including the United States and Brazil,
found that SMEs using cloud technologies grew
jobs nearly twice as fast as SMEs not in the cloud
(Boston Consulting Group, 2013).

Startups in the healthcare, financial technol-
ogy (FinTech), and production sectors that rely on
heavy data analytics and computation capabilities
benefit from using the cloud. These are the sec-
tors where some of the most dynamic startup ac-
tivity in the LAC region is occurring. In 2016, Latin
American FinTech startups totaled nearly 1,000
(Lustig, 2017). They also received more investment




in 2015 than any other startup sector in the region,
accounting for almost 30 percent of the IT sector’s
total investment in 2015 and 40 percent in 2016.
A sizeable part of the regional population remains
unbanked;? the opportunities for startups to dis-
rupt the market and create impact are numerous.
Strategic partners from the private and public sec-
tors and harmonization of regulations are needed
to get these startups off the ground.

What has led to the creation of Latin America’s
startup culture? Increased access to technology, ur-
banization, economic tumult, and a large youth de-
mographic have spurred new dynamism. The cities
of Buenos Aires, Medellin, Sao Paulo, and Santiago
are generating buzz around the globe for their start-
up culture and growth in the startup economy. The
region has many success stories, such as Mercado
Libre,* NuBank,* and IguanaFix.® Governments,
with the aid of strategic partnerships with the pri-
vate sector, continue to encourage and invest in en-
trepreneurship and startup culture. Buenos Aires
created Academia Buenos Aires Emprende, an ini-
tiative to educate citizens about building enterpris-
es and businesses (Egusa, 2017). AreaTres, also in
Argentina and one of the largest co-working spaces
in LAC with over 220 members and more than 65
companies, recently announced a strategic partner-
ship with Google (Egusa, 2017). Visa and IBM invest-
ed US$100 million in StartUp Farm (Brazil) to fund
over 200 startups (Egusa and Carter, 2017). Amazon
Web Services has sponsored startup competitions
in Chile and Argentina, and is providing grants in
the form of cloud services training to entrepreneurs
through accelerators such as Start-up Chile (2014).
Microsoft for Startups is a program that provides
free resources and access to Azure in the form of
grants and coding resources. The program also con-
nects startups with Fortune 500 customers through
co-selling to help them scale, with more than 20,000
startups involved regarding cloud technologies
(Baboo, 2018).

Beyond strategic partnerships and increased
investment and promotion of startups, govern-
ments can continue to encourage startups by
eliminating the red tape and barriers to market en-
try. Complex regulatory frameworks for licensing,
registration, and permitting, and policies favoring
incumbent companies are typical for the region
and are substantially more onerous in LAC than in
OECD countries (OECD, 2016). These barriers de-
ter young firms, which drive growth and job cre-
ation, limit the potential for innovation, and stymie
investment prospects. Governments should recog-
nize the dynamic link between access to technolo-
gies, startup culture and innovation, and economic
growth and should facilitate economic and politi-
cal incentives to encourage it.

EDUCATION, BIG DATA, AND
ARTIFICIAL INTELLIGENCE

Big data, specifically Al, enabled by CSPs, could
play a key role in the development and adoption
of adaptive learning, the efforts to personalize
education, and the resolution of some of the chal-
lenges of the education system itself. There are no

2 |In Latin America and the Caribbean, 51 percent of
adults had an account in 2014, up from 39 percent
in 2011. Across the region, 28 percent of adults make
payments directly from their account using a debit
card, as compared to 14 percent in developing coun-
tries on average (World Bank, 2014).

s MercadolLlbre Inc. is an Argentine company incor-
porated in the United States that operates online
marketplaces dedicated to e-commerce and online
auctions, including mercadolibre.com.

4 Nubank is the leading digital finance company in
Brazil.

5 |guanaFix is an online on-demand home improve-
ment and car repair marketplace and service pro-
vider. It connects professionals such as plumbers
and electricians with individual consumers and cli-
ent companies.
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limits to the opportunities, and most ideas may
come only after Al initiatives move forward. Teach-
Thought, an organization dedicated to innovation
in education, recently published a post providing
some examples of how Al could be leveraged in
education (TeachThought, 2017). The ideas include
the automation of basic activities in education,
such as grading, adaptive learning, tools to help
students find the right tutors, curriculum improve-
ment, feedback to teachers and students, new

CLOUD COMPUTING

ways to find and interact with information, and ex-

perimentation, among others.

The successful implementation of Al in the
education system will depend on the determina-
tion of government leaders to enter into partner-
ship with startups. Startups need space to mine
data and bring new ideas. Support from CSPs can
make the computing capacity available to leverage
the vast amount of data that an education system
could provide.




CHAPTER 4

Government Adoption of
Technology and Use of
Cloud Computing



f the global and regional economies are em-

bracing digital, and the benefits around cloud

adoption are apparent, why have more orga-

nizations, particularly in the public sector, not
moved to the cloud? What prevents these entities
from modernizing when there is ample evidence
that cloud computing improves efficiency and se-
curity and saves money?

Two main themes prevent governments from
considering the technology: (i) misinformation
about cloud computing, specifically, how the use
of the cloud might affect cybersecurity, data pro-
tection, and privacy; and (ii) a lack of strategy or
policy framework in place to address critical is-
sues and empower organizations to use and adopt
cloud services. These themes hinder progress on
broader modernization efforts.

The reality for many governments is not
whether to modernize, but when and how to do so.
Against the rate of innovation and the prevalence
of digital exchange, where data transmission is oc-
curring over expansive networks across the globe,
governments who do not modernize will be left be-
hind. This will have an impact on their populations,
national security, and economic competitiveness.

To address misinformation, more education
and awareness are needed about how cloud ser-
vices can truly serve governments’ and citizens’
needs. Clarifying how the use of cloud services can
best help the government meet mission-critical
objectives around cybersecurity, data protec-
tion, and data privacy is essential. Policy trends
on these topics suggest that there is still limited

In 2015, the U.S. Congressional
Research Service estimated that
federal agencies could expect cost
savings of 50 percent or more by
using cloud services.
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understanding of cloud services and their impact
on personal data and potential cyber-threats.
Policy frameworks must be developed with
new technologies, such as cloud, in the baseline.
Whether these frameworks relate to procurement,
data protection and privacy, energy and infra-
structure, information security, banking and health
regulation, telecommunications, or trade, policy-
makers should promote legal and regulatory flex-
ibility that facilitates the free flow of data across
borders and empowers public sector organiza-
tions to access and gain utility from the cloud.

THE ROLE OF CLOUD SERVICES
IN PROMOTING A MORE
RESPONSIVE, EFFICIENT, AND
INNOVATIVE GOVERNMENT

Modernizing government, digitizing government
processes, promoting e-government, and digi-
tizing constituent services are common justifica-
tions by governments to incorporate ICT tools.
The theme of governments “going digital” signals
a keenness to improve government functioning,
including enhanced cybersecurity, operating in a
green, less energy-intensive environment, or facili-
tating interactions with citizens.

Cloud services are a critical component of
these processes. The OECD describes cloud servic-
es as “underpin[ning] digital transformation of the
economy and society, and increasingly of govern-
ment” (OECD, 2017a). This is because cloud com-
puting allows government customers to access
industry-shaping technology at a speed, cost, and
scale previously reserved for the largest companies
in the private sector. Governments can essentially
do more with less and use newly freed resources
to address key challenges. Opportunities to develop
solutions are greater in the cloud as well; cloud ca-
pacity can be scaled up or down to meet project




Cloud computing allows
government customers to access
industry-shaping technology at

a speed, cost, and scale typically
reserved for the private sector.
Governments can essentially do
more with less and use newly
freed resources to address key
challenges.

objectives or citizens’ demands without having to
invest in additional hardware or software. Citizen
registration services, such as for voting or schools,
that are cyclical or subject to periodic changes are
a perfect example of where government can ben-
efit from the cloud. Digitizing these services across
e-platforms hosted on the cloud is another way gov-
ernments can capitalize on innovative approaches.
Smart cities are defined as cities that use data
collection and analysis to facilitate better man-
agement and greater efficiency of city resources
as well as a better city experience for citizens and
tourists. Cities such as Rio de Janeiro are beginning
to implement smart solutions to improve urban
planning and operations. The following examples
are common features of smart-city architecture:

e Smart transportation systems that use data,
applications, and technology to help people
and goods move more quickly, cheaply, and
efficiently

e Connected intersections that help connect
and manage traffic signals and traffic networks

e Fleet management systems that enable pub-
lic transit and city fleet vehicles to communi-
cate with their home agency when it is time for
maintenance or replacement

e Delivering
centers

e Operationalizing networks of connected ve-
hicles, including taxis, trash collection trucks,
and public bus fleets

increased connectivity to city

Cloud services make these activities pos-
sible and help generate the value they offer.
Governments and citizens alike generate millions
of data points in their city life, whether those oc-
cur over digital networks and technologies or in
human-to-human, or human-to-organizational ex-
changes. These data points can be collected and
stored in the cloud and subsequently analyzed
through the cloud—as is or through additional
technologies—to generate critical information for
governments to innovate and solve basic problems
for city dwellers.

Panama City leveraged the cloud to address
traffic and parking congestion in its Casco Viejo
neighborhood. By developing a centralized valet
parking scheme where electronic tags stored in the
cloud allow drivers to park and pick up cars from
anywhere in the neighborhood, visitors to Casco
Viejo have better access in and out of the city and
parking is streamlined. By switching to the cloud,
Miami’s municipal government enabled building in-
spectors to issue permits while onsite by accessing
documents remotely, thus speeding development
(lvanschitz and Korn, 2018). Peru’s government
used the cloud to increase citizen engagement
by providing an app that located the nearest poll-
ing station for voters. The result was a reduc-
tion of nearly 60 percent in voter absenteeism in
2016 compared to the 2011 presidential elections.
The government of Antigua and Barbuda created
a Citizen’s Portal that, in the words of Minister of
Information, Broadcasting, Telecommunications
and Information Technology Melford W. Nicholas,
delivered increased citizen engagement and pro-
vision of services online to include the renewal of
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driver’s licenses, applications for entry visas, and
access to the land and company registries at a
“reduced cost in terms of total cost of ownership
[and with] the additional benefit of it being scal-
able based on demand”. And, the Tax Authority of
Mexico (SAT) optimized one of its most important
functions: processing electronic invoices. In 2012,
SAT processed 25 million invoices a month. After
moving to the cloud in March 2015, SAT achieved
the processing of 35 million invoices in one day.

Big Data/Open Data

Cloud services help to facilitate open data ini-
tiatives, making large government data sets ac-
cessible to individuals and entities for a variety
of purposes. These initiatives promote govern-
ment transparency, but also facilitate the use of
government-collected data for data analytics

Cloud services help facilitate

open data initiatives, making large
government datasets accessible
to individuals and entities for

a variety of purposes. These
initiatives promote government
transparency, but also facilitate the
use of government-collected data
for data analytics and enhanced
research and development.

Open data sets can provide
various parties a transparent

view on government activity and
can establish benchmarks on
government accountability.
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and enhanced research and development. Open
data sets can provide various parties a transpar-
ent view of government activity and can estab-
lish benchmarks on government accountability.
Chile, for example, created an open data initiative
that allows visibility of the public sector budget
through its Open Budget platform (OECD, 2017b).
Brazil publishes all government expenditures on-
line on its Transparency Portal (OECD, 2017b).
Creating a central and open repository of public
data can also contribute to output across govern-
ment, the economy, and society and can improve
productivity and efficiency within the public sec-
tor. Open data sets are stored and hosted on a
government-procured cloud services platform
where government agencies, public sector orga-
nizations, or individuals can access the data sets
for use or re-use. Entities using these data sets
can then use cloud computation capabilities to
locate, download, customize, and analyze data
more quickly than with traditional IT. The cloud
facilitates a highly elastic, computational environ-
ment where datasets such as satellite imagery or
genomic data would have taken hours, days, and
even weeks to interact with.

Colombia’s Big Data Strategy, a partnership
with the Massachusetts Institute of Technology, is
an example of an initiative capitalizing on the big
data analytics potential within the public sector.
This initiative focuses on how big or open data sets
can be leveraged to address challenges in urban-
ization, transportation, healthcare, education, and
crime. Individuals and organizations generate data
intentionally or unintentionally all the time; the
point of open data initiatives such as the Big Data
Strategy is to understand patterns, draw similari-
ties, and develop awareness through the aggrega-
tion and use of these pieces of information. With
respect to crime, data generated from phone calls,
credit card payments, online interactions, and app
usage can be uploaded to the cloud, processed,




and analyzed in real time to identify likely times,

locations, and occurrences for criminal activity.
While the technology and the data sets are

available to harness big data-analytic potential,

this potential will be limited unless governments
can develop a broader ecosystem to fuel it. This
involves building the technical and technological
capacity of the government and communities and
a workforce to do so.

FREEING GOVERNMENT TO
ADOPT NEW INITIATIVES

The utility-based pricing model—pay as you go or
use—offered by many CSPs leads to substantial
cost reductions compared to traditional IT bud-
geting demands. This is particularly important for
public sector enterprises that are constrained by
strict IT budget processes. Traditional IT budgets
for most countries can reach well into the millions
and sometimes into the billions of dollars. There are
also significant cost implications associated with
traditional IT expenditures, particularly for upfront
investments (initial and maintenance) and the costs
associated with unused or underutilized hardware
and software. Public sector enterprises in need of
ICT resources must often anticipate their IT needs
at the outset of a budget process. They then pur-
chase those resources. However, these resources
are often underutilized or not utilized. Servers used
in traditional, on-premises schemes typically de-
liver between 5 and 15 percent of their maximum
computing output over the course of a year. The
underutilization of these servers is compounded
over time and contributes to comatose servers (i.e.,
servers that have not delivered information or com-
puting services in six months or more). Estimates
suggest that there are nearly 10 million comatose
servers worldwide; therefore, budget dollars dedi-
cated for future needs are wasted.

The cloud eliminates the need for anticipato-
ry budgeting. Government agencies working with
CSPs can exercise more control throughout the
budget year or political cycle. These entities have
greater agility under the utility-based pricing mod-
el to execute, scale, or even terminate programs
and services without being tied to large capital
IT expenditures. If a program or project does fail,
agencies can pivot and better contain immediate
and sunk costs. The aggregation of demand in the
cloud also means greater efficiency in CSP services,
enabling greater economies of scale (OECD, 2016).

However, in some countries in the region, there
is almost no regulatory framework for contracting
computing services in a consumption model, which
can lead to an inefficient allocation of public funds.

Cost savings of this magnitude frees gov-
ernments and government budgets to dedi-
cate resources to new projects and endeavors.
Transitioning to cloud services allows organiza-
tions to divert capital expenditures to operational
expenditures, making it feasible to do more with
less. This is particularly important for developing
countries that have limited financial resources.

The cloud eliminates the need

for anticipatory budgeting.
Government agencies working with
CSPs can exercise more control
throughout the budget year or
political cycle. These entities have
greater agility under the utility-
based pricing model to execute,
scale, or even terminate programs
and services without being tied to
large capital IT expenditures.
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Improving Exchange with Citizens
Migration to the cloud offers opportunities for
government to deliver public and constituent ser-
vices in new and innovative ways. Governments
across the region are developing e-government
platforms that provide data and information, allow
constituents to submit documents and forms, and
facilitate the exchange of information between
inter-government agencies and offices. This in-
cludes enabling citizens to pay taxes online, submit
forms, and register to vote or even to vote online.

Colombia has made many of its government
services available through the internet, in an effort
to reduce paper. Colombian citizens can track and
update their civil registration, medical records, aca-
demic or military documents, or apply for a pass-
port. The net effect is efficiency: going digital means
that the “paperwork” is simpler than before. It also
encourages the government and citizens to engage
with technology, increasing technology literacy and
creating additional demand for technology.

Access and transparency are added benefits:
nearly all governments in the LAC region have
websites that share relevant information and even
data sets about government functions. Through
these e-platforms, citizens gain greater awareness
about the functions of their government and how
they can best engage with it more substantively.

There are still opportunities to enhance inter-
actions between citizens and the government over
digital platforms. The OECD finds that only 35 per-
cent of total OECD internet users submit electronic
forms through e-government services. Conducting
business registration, licensing, and compliance
transactions online eliminates significant costs
to individual entrepreneurs, obviating the need
to physically engage a government office. Public
procurement is another great example; conduct-
ing public procurement online in a single platform
makes procurement fairer and more transparent
for buyers and sellers.

CLOUD COMPUTING

Fostering Transparency and
Accountability

The use of cloud services facilitates increased
transparency and accountability, which can assist
in the fight against political corruption. Access to
information is a key tool in addressing corruption
in institutions of all types. Governments that lever-
age cloud services signal to constituents their will-
ingness to combat corruption.

Open data initiatives and public-sector mod-
ernization efforts are emblematic of this trend
toward greater transparency and accountabil-
ity. Historically, the inability to gain access to and
compute efficiently large and closely held datas-
ets have made it difficult for citizens/institutions
to expose corruption. The cloud’s computing and
processing capabilities revolutionize the ways that
corruption detection, prevention, and analysis can
be conducted, and encourage new data manage-
ment techniques to prevent fraud and address
abuse. Forensic tools can be deployed in the cloud
to conduct evaluations of suspicious transactions
or activities in payments and procurement. Where
technology leads to automation, human discre-
tion is eliminated; this helps make processes more
transparent and reduces opportunities for cor-
ruption and reputational risk to the government
(Silveira, 2016).

Security in the Cloud

The transformational quality of cloud computing
extends beyond its efficiency, agility, and poten-
tial for innovation to the quality of the security
that large-scale CSPs provide. They operate and
protect services that address security risks across
multiple sectors (commercial, public, regulated),
with customers of all sizes and while facing threats
that constantly evolve. The security capabilities
that are native to CSPs empower customers to cre-
ate novel architectures for mitigating access risks.




On-premise and similar facilities lack the homoge-
neity, economies of scale, visibility, and automa-
tion that can bring major security advancements.
These advances are necessary to construct highly
secure systems that can counter evolving threats
seen both externally and internally. On-premises
facilities struggle to employ these new operating
concepts due to the resource requirements for
network refactoring and new system procurement,
as well as the human labor required due to the lack
of software-defined infrastructure. In a 2012 study
of 70,000 security breaches at 1,600 compa-
nies, AlertLogic found that on-premises comput-
ing systems were more vulnerable to attacks than
cloud applications. Forty-six percent of corporate
servers were hit with “brute force” attacks, com-
pared to 39 percent of cloud systems (Gutierrez
and Korn, 2014). CSPs build a level of agility and
adaptability into their infrastructure to organical-
ly implement these security advancements. This
means that customers can use new advancements
more readily since they are natively integrated into
the CSP’s platform. The result is that customers
can craft systems using novel architectures such
as micro-segmentation, polymorphic designs, and
multi-level deception networks.

Cloud consumers rely on these services to
embody security practices that are responsive to
real-time threats. Used properly, customers dra-
matically improve their security posture using
modern cloud platforms. Cheap and easy access
to massive amounts of storage and processing
enables users to leverage the cloud to secure it.
Running big data analytics on security data or log
data, for example, can provide more insight into
an organization’s security posture. This type of vis-
ibility is superior to that provided by traditional
systems and enables much faster remediation of
security threats and attacks.

CSPs, for their part, have all the right incen-
tives to maintain world-class cybersecurity. A

security failure impacting customer data in a com-
mercial cloud service carries severe, long-term
consequences, including the impacts associated
with a system compromise, loss of customer trust,
and brand damage. Thus, best-of-breed security is
mandatory for a successful CSP. It must be fully in-
tegrated into the design, development, and opera-
tions of cloud services.

Data Protection and Privacy in the Cloud
Several questions emerge in the area of data pro-
tection and data privacy in a virtualized environ-
ment.6 For government, healthcare institutions,
and academia, datasets and workloads that de-
pend on ICT solutions will likely involve data
considered personal, sensitive, or confidential.
When transitioning to cloud services and operat-
ing across more digital and interconnected plat-
forms, governments will demand more assurances
around data protection and data privacy to pro-
tect citizens.

While CSPs offer assurances with respect to
enhanced security in the cloud, technically ensur-
ing greater data protection and privacy within the
cloud is considered a joint responsibility of data
processors and data controllers. Most data pro-
tection schemes differentiate between the data
controller (also referred to as “user”) and the data
processer and divide responsibilities between them.
The data controller is responsible for implementing

6 Data protection is the safeguarding of personal data
(i.e., personally identifiable information, or PIl) that
is processed or stored in a system. According to
the International Standards Organization, Pll is any
information that (i) can be used to identify the PII
principal to whom such information relates, or (ii) is
or might be directly or indirectly linked to a Pl prin-
cipal. Data protection is a responsibility that CSPs
perform using technical, operational, and manage-
rial security controls applied to implement privacy
policies.
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appropriate technical and organizational measures
to protect personal data against unlawful destruc-
tion or accidental loss, alteration, or unauthorized
disclosure. When a data processor carries out pro-
cessing on the data controller’s behalf, the data
controller is also responsible for choosing a proces-
sor that provides sufficient technical and organiza-
tional measures governing the processing. These
distinctions help delineate responsibilities between
outsource providers and their customers.

Where visibility of data is a concern, users of
cloud services are encouraged and empowered to
use encryption as a tool to further safeguard their
data. Encryption renders the content unintelligible
to any entity other than the one with the encryption
keys. In this case, a data processor transmitting data
would not be able to “see” or gain additional knowl-
edge from the datasets or workloads processed.
Data controllers should consider the sensitivity of
their data, accounting for encryption wherever per-
sonal, sensitive, or confidential data are concerned.
Additionally, organizations should establish clear
guidelines for those individuals responsible for han-
dling data internally. Who owns the keys can mat-
ter just as much as the security of the infrastructure
where data is being processed and hosted.

The location of stored or processed data has
become a recurring theme of debate in the context
of data protection, infiltrating policy, and legal de-
bates. CSPs and security experts emphasize that
the physical location of data has little or no impact
on the threats propagated over the internet and the
security of the data. Proponents of data localiza-
tion argue without substantial evidence that with-
out physical control or the ability to identify/control
where data are located, data are at greater risk.

The vast majority of major data compromises
have occurred through erroneous, manipulated,
or malicious behavior by users who had the right
to access the data. The high-profile breaches of
the last few years were largely attributed to poor
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cyber hygiene practices. The most common insid-
er threat scenarios include:

e |nadvertent: credentials that are lost or mis-
managed such that an attacker can act within
a system as a valid user.

e Social engineering: phishing and social engi-
neering attacks that trick users or administra-
tors into disclosing credentials to attackers.

e Malicious: classic insider threat—bad actors
within the organization with nefarious intent.

These realities have shown that storing data
on an organization’s private servers in a private
datacenter does not guarantee more security in
the cloud. Additionally, data localization can make
a company less resilient (e.g., a more resilient ap-
proach would be to have backups in different geo-
graphic locations).

POLICY FRAMEWORKS
FOR CLOUD AND FUTURE
TECHNOLOGIES

A key question for governments and government
organizations is how best to manage adoption of
emerging technologies in their everyday systems
and processes. Whether |0oT, big data analytics, or
Al, governments must enable the vehicles to de-
liver these tools and their associated services to

CSPs and security experts
emphasize that the physical
location of data has little to no
impact on the threats propagated
over the internet and the security
of the data.




citizens. Governments should also educate rele-
vant organizations through the adoption process
with the goal of promoting a uniform, cohesive ap-
proach to IT.

Cloud-Native Policy Approach
Cloud computing for business (has delivered op-
timal results against traditional IT infrastructure,
in terms of cost, scalability, and security. However,
the lack of uniform adoption across government
agencies can affect how effectively and efficient-
ly government can achieve those results. Policy
frameworks focused on directing government
agencies to become cloud native can accelerate
the realization of these benefits and modernize
government institutions as technology evolves.
Policymakers use various terms to help direct
government to adopt cloud computing: cloud en-
abled, cloud first, cloud preferred, and cloud native.
With the exception of cloud native, the previous
examples are only recommendations and lack en-
forceability or accountability particularly if policy
language conditions cloud adoption on budget-
ary funds. The outcome under these policy frame-
works is a lack of uniformity across government

Adopting a cloud-native policy
approach represents a full
embrace of the future. Policy
frameworks focused on directing
government agencies to become
cloud native can deliver a solution
that accelerates the realization of
these benefits and modernizes
government institutions as
technology evolves.

agencies that creates several negative outcomes.
First, governments adopting varied amounts of
traditional IT versus cloud will have limited interop-
erability between IT systems, which inevitably hin-
ders the delivery of services. Second, costs will be
difficult to control, as traditional IT requires signifi-
cant upfront investment whereas cloud services
do not. Third, this leaves governments susceptible
to cyber threats, which will require several unique
strategies and considerable resources to actively
combat them.

A cloud-native policy framework eliminates
the disparate usage of IT solutions facing many
governments. A cloud-native framework incor-
porates accountability and enforceability into a
cloud-first directive and propels institutions to
adopt and utilize cloud-based services that repre-
sent the most innovative, capable, and adaptable
IT solutions available in the market. It changes the
evaluation construct from “How about cloud?” to
“Why anything other than cloud?” which can rev-
olutionize the way governments operate. Under
this framework, government is empowered, driv-
en to procure cloud computing, and situated with
a new set of resources, tools, and strategies to
confront new technological complexities and citi-
zen challenges. While cloud contracts generally
provide regulatory authorities the opportunity to
audit data center policies and facilities, regula-
tors concerns are most frequently addressed re-
motely through various audit and access tools that
cloud companies provide to their regulated cus-
tomers. Additionally, much of the cloud is based
on open-source technology, which is more resil-
ient and transparent and facilitates both data and
workload portability in the event of a systemic is-
sue with an IT provider. Finally cloud computing
brings tools to spur economic development by
making both core infrastructure and advanced ca-
pabilities like Al more accessible to developers and
companies of all sizes.
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Of note, even as governments increasingly
adopt cloud-first policies, many public-sector
decision makers understandably remain cautious
about moving to the cloud, making the uptake
of cloud services slower in the public sector than
in the private sector. This is largely due to gov-
ernments’ unique role as stewards of data that
impact national security or national sovereignty
(Mutkoski, 2016). In this regard, data classifica-
tion can be a valuable starting point for govern-
ments as they chart their migration to the cloud.
Data classification allows public sector authori-
ties to assign relative values to data so that they
don’t need to treat all of their data in the same
way. With data classification, governments may
identify the workloads that may be immediately
suitable for migration to the cloud, as opposed to
data that for national security or national sover-
eignty reasons the government may never move
to the cloud (Mutkoski, 2016). With data clas-
sification, governments can see that while they
hold some highly sensitive information, the vast
majority of the information they create and store
is not highly sensitive. It turns out that much of
the data that governments create and store is ei-
ther not sensitive or of low or moderate sensitiv-
ity (Mutkoski, 2016). While there is no doubt that
for a government’s most sensitive national secu-
rity data the increased costs of keeping data on
premises are worthwhile and governments may
be unwilling to experiment with new technolo-
gies like cloud computing for such highly sensi-
tive information. However, governments should
take advantage of the major cost reductions of-
fered by the cloud for the bulk of government
data that is less sensitive (Mutkoski, 2016). Hybrid
cloud options allow on-premises systems to in-
teract seamlessly with the cloud so that, from the
government’s perspective, managing data both
on-premises and in the cloud is one integrated
experience.
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A cloud-native policy framework
eliminates the disparate usage
of IT solutions facing many
governments.

LAC governments have yet to implement a
cloud-native approach to their ICT strategies, but
governments around the globe are already imple-
menting and benefiting from this type of policy.
These countries can serve as models of the feasi-
bility of adopting a cloud-native directive for gov-
ernments of all types and sizes.

United Kingdom

One example of a national government adopting
and implementing a cloud-native strategy is the
United Kingdom. In early 2017, the government clar-
ified its digital strategy to announce that it would
be both “public cloud first” and “cloud-native”
(U.K. Government, 2017). The government di-
rected all public sector organizations “to con-
sider and fully evaluate potential cloud solutions
first before considering any other options,” and
that this would be a mandatory approach for “cen-
tral government and strongly recommended to
the wider public sector.” Further, the government
specified that a public cloud, “rather than a com-
munity, hybrid, or private deployment” would be
the preferred model as, “the primary benefits for
government come when we embrace the public
cloud.” The government also clarified that a cloud
first policy by itself would be insufficient to meet-
ing what it needs against what is emerging, and as
a result would employ a cloud native framework
(U.K. Government, 2017). In doing so, the govern-
ment confirmed that the policy was focused less
on directing how it considers IT solutions, than on
the ability of the government to organize itself and




adapt. Adaptability and responsiveness are quali-
ties that will be critical for governments to operate
and succeed in today’s digital economy.

Australia

A cloud-centered ICT policy framework often
emerges from both demand and need. The Aus-
tralian government recognized both when it im-
plemented its cloud policy directive, stating that
innovative ICT is transformative for society and
that citizens expect their government to be re-
sponsive, particularly considering these transfor-
mations. Cloud services offered a solution that was
both innovative and responsive, and the Australian
government executed a new ICT directive focused
on the use of cloud computing. In the words of the
government, “the availability of cloud services of-
fers an opportunity for government to deliver ser-
vices more efficiently, as well as providing services
that are more responsive to business and commu-
nity needs” (Australian Government, 2014).

Under the government’s cloud policy, agen-
cies were told they must adopt cloud computing
where it is fit for purpose, provides adequate data
protection, and delivers value for money. Value for
money was a major opportunity for government
in this situation: the Australian government pro-
cured roughly US$6 billion in ICT services across
all levels in 2014 when this policy was first initiated
(Australian Government, 2014).

Philiopines

The government of the Philippines is developing
a comprehensive approach to facilitate the wide-
spread adoption and use of the cloud across all
organizations. Eager to reduce the cost of govern-
ment ICT by eliminating duplication and fragmen-
tation, the government instituted a cloud policy
across all levels. The government prioritizes the

cloud as the preferred ICT strategy, and the use of
an alternative strategy must be justified by its cost
effectiveness and satisfactory compliance with
government requirements. All departments, gov-
ernment agencies, and government-owned and
controlled corporations, including state universi-
ties and colleges, are encouraged to adopt cloud
computing as the preferred ICT deployment strat-
egy for their own administrative use and delivery
of government services, except:

1) When it can be shown that an al-
ternative ICT deployment strategy meets
special requirements of a government
agency; and 2) when it can be shown
that an alternative ICT deployment strat-
egy is more cost effective from a total
cost of ownership (TCO) perspective, and
demonstrates at least the same level of
security assurance that a cloud comput-
ing deployment offers (Republic of the
Philippines, 2017: 5).

The government went further to clarify poli-
cy around procurement, data classification, data
migration, data ownership, and data security, in-
corporating critical features and consideration
for the use of cloud services. In this way, govern-
ment entities would have established guidelines
and best practices to make the transition to cloud
computing.

Bahrain

In 2017, Bahrain’s Information and e-Government
Authority (IGA) implemented a cloud-first policy
that empowered its various government offices to
migrate to the cloud. At the time of the announce-
ment in late September, the government had
already migrated workloads from the IGA, the Min-
istry of Education, the Bahrain Institute of Public
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Administration, and the Ministry of Justice and Is-
lamic Affairs. The policy directive is transformative,
not only because of the technology it embraces,
but also with respect to the country itself. Bah-
rain is the first country in the Middle East to imple-
ment a cloud-first policy directive, and the first to
embrace commercial cloud computing across its
public-sector institutions. Implementing the policy
is one step in a broader government strategic plan
to modernize institutions and deliver higher quality
services to citizens at lower cost. According to the
IGA, the move to the cloud would help to reduce IT
costs from 30 to 90 percent.

Promoting Cross-Border Data Flows for
Economic Competitiveness

Governments must consider how their national pol-
icies work to advance or impede economic growth
and workforce development opportunities em-
powered by cloud computing. Cloud technology is
the enabler for commercial and public-sector ad-
vancements, and the extent to which governments
promote or oppose the principle of cross-border
data flows will impact the strength of their local
economies as well as their global competitiveness.

Enabling the free flow of data across bor-
ders has a significant net positive impact on the
global economy. Recent studies emphasize this
impact, and others highlight the cost of estab-
lishing barriers to data flows. A February 2016
report by McKinsey Global Institute estimated
that cross-border data flows contributed nearly
US$2.8 trillion to the global economy in 20147 by
enabling the flow of goods, services, and other re-
sources. The reports estimate that this figure could
reach US$11 trillion by 2025.

Countries that seek to limit cross-border data
flows through localization policies or data sover-
eignty requirements face negative economic con-
sequences. The European Centre for International
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Political Economy (ECIPE), an independent policy
think tank, issued a study on the economic impact
of data localization requirements that discriminate
against foreign suppliers in seven jurisdictions:
Brazil, China, the European Union, India, Indonesia,
South Korea, and Vietnam (ECIPE, undated). Their
research concluded that unilateral restrictions on
cross-border data flows and access to foreign mar-
kets negatively impact economic growth and re-
covery because they limit access to competitive
pricing, job growth in many sectors, and investment
opportunities. The study noted that data residency
requirements not only impact data flow proper but
also a broader set of commercial expansion oppor-
tunities that rely on cross-border data flows.

Self-regulation mechanisms for cross-border
data flows have proven to be quite successful.
Thus, countries should consider the possibility of
adopting them, especially since several countries
do not have legislation or authorities specialized in
data protection. They do, however, have consumer
protection or similar authorities. For example, the
Cross Border Privacy Rules System of Asia-Pacific
Economic Cooperation, in which several countries
of the hemisphere already participate, is a collabor-
ative mechanism that allows the free flow of data in
an informed and safe manner, and includes efficient
redress mechanisms for data subjects.

The World Bank studied six developing coun-
tries and the 28 Member States of the European
Union and found that data localization require-
ments can reduce GDP by up to 1.7 percent, in-
vestments up to 4.2 percent, and exports by 1.7
percent.® This impact is most felt by small busi-
nesses and startups.

7 http://www.mckinsey.com/business-functions/digi-
tal-mckinsey/our-insights/digital-globalization-the-
new-era-of-global-flows.

8 http://documents.worldbank.org/curated/en/961
621467994698644/pdf/102724-WDR-WDR20160Ov-
erview-ENGLISH-WebResBox-394840B-OUO-9.pdf.




Enabling the free flow of data
across borders has a significant
net positive impact on the global
economy. A February 2016 report
by McKinsey Global Institute
estimated that cross-border data
flows contributed nearly US$2.8
trillion to the global economy in
2014 by enabling the flow of goods,
services, and other resources.

Through the cloud, individuals and SMEs can
access IT resources at a cost and scale once acces-
sible only to entities with far greater capitalization.
SMEs are primary drivers for new job creation.
Cloud computing lowers barriers to business cre-
ation and market access, enabling more startups
to form and ultimately create more jobs. According
to the European Commission, firms facing signifi-
cant costs to adapt to various national laws believe
that the costs of selling online outweigh the ben-
efits. Most recently, in May 2017, the Information
Technology and Foundation, a
non-partisan research institute, independently ar-
rived at similar findings (Cory, 2017).

Innovation

ECIPE concluded that unilateral
restrictions on cross-border data
flow and access to foreign markets
negatively impact economic
growth and recovery because they
limit access to competitive pricing,
Jjob growth in many sectors, and
investment opportunities.

A key conclusion consistent across these stud-
ies is that prohibiting cross-border data flows in the
form of data residency requirements can impact lo-
cal and regional economic growth and global com-
petitiveness, with the greatest impact borne by
SMEs. Governments misunderstand that data pro-
tection does not generally depend on where the in-
formation is stored, but rather what measures are
used to secure it. In other words, a secure system in
the European Union is no more or less secure than a
server in Latin America. Physical location generally
has no relevance. Because data centers are almost
always connected to broadly accessible networks.
Thus, real security depends on the technical, opera-
tional, and managerial practices and processes im-
plemented by the CSP and the customer (Cory, 2017).

Countries enforcing barriers to data flows can
limit their citizens from taking advantage of inno-
vative services that improve their quality of life and
limit government services delivery. For example,
Al and machine learning (Al/ML) applications re-
quire customized hardware for optimal function-
ing. While global CSPs continue to expand their
data center footprint, it is unrealistic to assume
that data centers will be established in every coun-
try in the short to medium term. Hence, as Al/ML
is increasingly used to improve services, such as
health care prognoses and weather forecasting for
emergency preparedness, citizens will lag behind
in accessing technological breakthroughs if inno-
vators and professionals can only work with a lim-
ited set of solution providers that meet outdated
and unnecessary data residency requirements.

The World Bank found that data
localization requirements can
reduce the GDP by up to 1.7
percent, investments up to 4.2
percent, and exports by 1.7 percent.
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There are also cascading socioeconomic
costs to limiting data flows, specifically on trade
competitiveness and workforce development. As
cloud technology becomes ubiquitous and more
strongly tied to economic advancement, digital
trade (and reducing the barriers to it) will become
a higher priority for governments. Countries al-
lowing free data flows will be at an advantage by
accessing leading edge technology, which will
in turn impact the modernization of commer-
cial and public services, improve worker produc-
tivity, and accelerate local job and skills growth
across sectors. Countries restricting data flows
and digital trade will, in time, notice a competitive
disadvantage.

Regional Trade Policies and Frameworks:
A Template for Best Practices in the
Digital Economy

LAC economies have enjoyed tremendous growth
and development opportunities due to the diffu-
sion and prevalence of new digital technologies.
Individuals and entities are increasingly exchang-
ing information, goods, and services across digital
networks, and data are becoming both a resource
and a form of currency. Policies fostering and pro-
moting digital trade bilaterally, regionally, and in-
ternationally are needed to help economies, like
those within LAC, to realize their full economic
and competitive potential in the global digital
economy.

Digital trade flows—international trade in
which the internet and internet-based technolo-
gies play a major role in building, finding, order-
ing, producing, marketing, and delivering products
and services (Suominen, 2017)—are transforming
regional and global markets. To this end, adding
strong digital economy chapters to trade agree-
ments is a fundamental step in fostering the digital
economy.
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The Intersection between Cybersecurity,
Data Protection, and Data Sovereignty
The move toward digital and the increasing fre-
guency of digital exchanges have created new
challenges for policymakers, particularly with re-
spect to data management and protection. Gov-
ernments are paying more attention to this topic,
particularly as data breaches and cybercrimes be-
come more prevalent. The threat is real. Accord-
ing to some calculations, the cost of cybercrime
worldwide is US$575 billion a year, which repre-
sents 0.5 percent of global GDP. That is almost
four times the total amount of global development
assistance.

Cybercrime in LAC costs US$90 billion a year.
Governments are very concerned about the eco-
nomic and social challenges of digital security and
how cyberattacks, including cybercrime and cyber
espionage, will affect national security. This con-
cern is growing in the context of cloud services,
where governments perceive the lack of physical
infrastructure as a risk to data security. Legislative,
regulatory, and compliance initiatives are being
developed to address these concerns and others
through cybersecurity, data protection and pri-
vacy, and data sovereignty and localization frame-
works. The IDB-OAS 2016 Cybersecurity Report
presents a comprehensive picture of the state of
cybersecurity in LAC. One of the recommenda-
tions of the report is that LAC countries should
modernize their legal framework to address cyber-
crime through effective criminal justice measures
(IDB, 2016).

There is a growing trend in the LAC region to
develop policies to address these topics. There are
significant differences among the strategic frame-
works or response mechanisms in place in LAC
countries to address cybersecurity or data pro-
tection challenges. Four out of five countries do
not have cybersecurity strategies or critical infra-
structure protection plans. Two out of three do not




have command centers and cybersecurity control.
Most prosecutors lack the capacity to pursue cy-
bercrimes. These policies are essential to enable
governments to strengthen the stability and secu-
rity of digital networks and cyber resources.

Understanding that digital exchange will soon
be the norm, governments are implementing new
or amending existing data protection policies to
account for this dynamic. Currently, 70 percent
of LAC countries have some type of data protec-
tion clauses in their constitutions. Some countries
(e.g., Antigua and Barbuda, Colombia, Costa Rica,
Mexico, Peru, and Uruguay) have already enacted
data protection laws, and others (e.g., Argentina,
Chile, and Brazil) are drafting such laws. A com-
mon feature of these proposals is forced data lo-
calization. It mandates that data be stored and held
within country borders or on in-country infrastruc-
ture, and limits data transfers outside the country.
A widely held but erroneous view is that contain-
ing data within borders or within data centers in a
country or exerting specific control on where data
flows will ensure enhanced data protection and
promote greater cybersecurity.

Public sector organizations continue to ex-
press concerns about the security of their data
when they are processed and stored by large-scale,
multi-national CSPs. General cybersecurity con-
cerns as well as the perceived overreach of gov-
ernment surveillance by some countries have
contributed to a continued focus on keeping data
in-country, and other country-specific require-
ments that are a barrier to the adoption of cloud
services. Data residency reflects a combination
of issues primarily associated with perceived se-
curity risks around third-party access to data, in-
cluding foreign law enforcement agencies. Public
sector customers want assurances that their data
are protected from unwanted access by hackers or
other governments. However, enforcing high lev-
els of data protection and preserving regulatory

sovereignty, while taking advantage of the power-
ful, efficient, and agile platforms provided by cloud
services, are not mutually exclusive.

Data residency requirements fail to address
the common avenues used by attackers to gain ac-
cess. These emerge most commonly when basic
cyber hygiene practices, such as system invento-
ry management, configuration management, data
encryption, and privileged access management,
are not followed. Encryption provides customers
with an additional layer of security and assurance
in the confidentiality and integrity of their data in
transit and at rest.

Forcing localization in some cases can impede
the strength of security. Managing physical infra-
structure is a time- and cost-intensive process. A
2015 study by an information security company
evaluated the cost of an in-country data center
model versus leveraging global CSPs. The study
found that the cost of cloud services can increase
substantially depending on the availability of alter-
native services. The study found that if Brazil had
enacted data localization as part of its “internet Bill
of Rights” in 2014, companies would have had to
pay an average of 54 percent more to use cloud
services (of all categories) from local CSPs com-
pared with the lowest-cost worldwide CSP. In large,
heterogonous government enterprises, everything
from the floor tiles in the data center to the open
ports on a virtual server or firewall is managed
manually. In modern infrastructure, these types of
security checks and assessments are done via soft-
ware, completed in a more time-efficient manner.
The best mechanism to protect, detect, respond,
and recover is to use the transformational security
that a CSP provides.

LAC governments seeking to modernize digital
policy and regulation must balance the need to be
responsive to actual data threats and risks, with the
promotion of flexible frameworks that do not ham-
per innovation or economic growth. Governments
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can implement standards that help promote securi-
ty in digital exchanges and encourage the adoption
of cloud services. They should consider some of the
following policies to strike this balance:

1.  Develop policies and requirements that allow
the use of out-of-country data processing fa-
cilities if the data are processed and stored in
a modern, highly secure cloud environment.

2. Align national policies and regulatory require-
ments to the principle of free movement of
data across borders to effectively balance se-
curity, economic, and IT modernization goals.

3. Classify data and define data-handling roles
and responsibilities to determine appropri-
ate data protection obligations for each party.
Governments can work with CSPs to ade-
quately understand and apply data protection
responsibilities for the controller versus pro-
cessor for each of the cloud service models.

4. Ensure that CSPs and third-party contractors
demonstrate robust security controls to ad-
dress unauthorized third-party access to data,
systems, and assets through internationally
recognized third-party accreditations (e.g.,
ISO 27001, ISO 27018, SOC, PCI DSS, etc.).

5. Ensure customer understanding and imple-
mentation of security services for encrypting
their data.

6. Engage in bilateral and multilateral efforts to
update the mutual legal assistance treaty pro-
cess so that it empowers law enforcement to
do its job while respecting individual privacy
and national sovereignty.

Procurement Policies and Processes:
Empowering Organizations

ICT procurement is a challenge for governments
because technologies are constantly evolving, and
understanding of the technical components of such
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technologies remains limited. Governments are ac-
customed to buying IT infrastructure as hardware or
software. Cloud services represent an anomaly for
these entities, in the way it is delivered (standard-
ized delivery model with a low degree of customiza-
tion) and how it is priced (utility style). When using
the cloud, customers do not own physical assets.
This is a benefit to customers and taxpayers, as it
helps them avoid vendor lock-in. When customers
are not forced to buy physical assets and CSPs pro-
vide the ability to move up the IT stack and move
down it again, they can enjoy greater portability
and interoperability than with the old IT paradigm.

What can be particularly problematic for
many governments is how to categorize cloud ser-
vices. laaS, PaaS, and SaaS deployments of cloud
services do not perfectly fit into traditional pro-
curement categories of technology goods and
services. Cloud computing should be purchased
as a commercial item. Commercial products such
as cloud computing perform the same for all users
and customers, commercial and government alike.
Special consideration should be given to the type
of deployment as well as the goals and objectives
of the government’s ICT strategy.

The following are examples of the aspects that
governments should consider to facilitate stronger
procurement practices:

e Performance-based requirements: These fo-
cus on performance-based solutions, service
level agreements, and terms and conditions
that prioritize workloads and outcomes, as
opposed to traditional “prescriptive” procure-
ment requirements that specify what the un-
derlying infrastructure stack should consist of
(and traditionally focus on contractual means
to mitigate risk, rather than looking to techni-
cal means).

e Direct/indirect purchase and contract vehi-
cles: A contract to buy cloud services should




consider using both direct CSP involvement
and a pool of partner vendors around the cloud
platform. CSP partners can provide cloud infra-
structure and services such as labor for plan-
ning, developing, executing, and maintaining
cloud migrations and workloads as one com-
prehensive solution; however, cloud infrastruc-
ture should be regarded as a separate “service”
with distinct roles and responsibilities, service
level agreements, and terms and conditions.

e Pricing: Embracing on-demand, utility-style
cloud pricing driven by commercial compe-
tition significantly reduces costs and creates
efficiencies by ensuring that consumers only
pay for the cloud resources they consume.

e Security and assurance/audit: Understand
that security and compliance responsibilities
are shared between the CSP and cloud cus-
tomers. Leverage industry best practices on
security and audit. They provide assurances
that CSPs have effective physical and logisti-
cal security controls in place, as opposed to
mandating traditional on-premises security
controls or unique audit requirements that are
incompatible with a cloud computing model.

e Terms and conditions: Understand that differ-
ent approaches to procurement are needed
when purchasing each XaaS model. Recognize
that cloud services are purchased as a com-
mercial item, and consider which terms and
conditions are appropriate (and not appropri-
ate) in this context. CSP terms and conditions
are designed to reflect how a cloud services
model functions (i.e., physical assets are not
being purchased, and CSPs operate at massive
scale offering standardized services); thus it is
critical to incorporate and use a CSP’s terms
and conditions to the fullest extent practicable.

An estimated 63 percent of LAC coun-
tries have a clearly defined procurement policy

framework in place to account for ICT procure-
ment. Brazil and Chile have implemented the most
robust ICT-related procurement strategies, while
Guatemala and Nicaragua have tried to formalize
ICT within procurement frameworks to speed up
development efforts. These policy frameworks are
focused on the central government, while a few
LAC countries have extended ICT procurement
strategies to the subnational level. However, these
strategies do not fully embrace cloud services and
do not clearly instruct government consumers on
how to purchase it. Additionally, multiple platforms
and procurement vehicles create confusion, which
can create inequities throughout the procurement
process.

Governments that create the “right” procure-
ment strategy stand to benefit significantly. Public
procurement, an essential government activity, ac-
counts for at least 17 percent of GDP among OECD
countries. Failure to develop a user-friendly pro-
curement process can hamper economic activity
for government and businesses seeking to sell to
government customers. It can also reduce what is
available to prospective consumers of goods and
services within government. For example, if pro-
curing cloud computing is not properly account-
ed for within an existing procurement framework,
or information to assist in guiding procurement
is not readily available, government usage of the
cloud becomes less likely. One way to address this
is to direct governments to establish single, online
platforms for public procurement, integrating all
government entities, buyers, and sellers into one
marketplace or portal. This enables a more effi-
cient and transparent procurement process, where
companies and consumers have equal access to
information.

Governments should also facilitate better
tactics around information-sharing with agencies
responsible for procurement. Specifically, govern-
ment should help clarify how existing policies and
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regulations may affect procurement offerings in-
volving new technology. Organizations with limit-
ed understanding of existing laws or policies may
unintentionally influence customers in the procure-
ment process, preventing them from purchasing
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and utilizing these services. It is important that

as governments modernize, particularly when ex-
ecuted top-down, information on the feasibility,
use, and requirements to adopt new technologies
is disseminated clearly.




Conclusions

he LAC region is well positioned to par-

ticipate in the digital economy and lever-

age its opportunities. Cloud computing is

a forward-thinking, enabling technology:
it forms the foundation of big data analytics, Al,
and loT and is one of the main pillars of the digi-
tal economy. Cloud computing allows government
customers to access industry-shaping technolo-
gy at a speed, cost, and scale typically reserved
for the private sector. Governments can essen-
tially do more with less and can use newly freed
resources—in cost and human capital—to address
key challenges they face. In addition to maximizing
investments and avoiding investing and maintain-
ing legacy IT infrastructure, cloud computing en-
ables public sector organizations and government
agencies to meet mission-critical objectives and to
innovate.

Cloud services help to facilitate open data
initiatives, making large government data sets
accessible to individuals and entities for a vari-
ety of purposes. The initiatives promote govern-
ment transparency, but also facilitate the use
of government-collected data for data analyt-
ics and enhanced research and development.
Related to transparency, open data sets can pro-
vide various parties a clear view on government

activity and can establish benchmarks on govern-
ment accountability.

Cloud computing also represents a unique op-
portunity for LAC governments toincrease produc-
tivity in the private sector and facilitate technology
adoption. By eliminating competitiveness, the up-
front costs of IT infrastructure, and having thou-
sands of IT tools and almost unlimited computing
capacity available with a pay-as-you-go model,
cloud computing also represents a unique oppor-
tunity for SMEs and large corporations to adopt
and use state-of-the-art IT solutions.

To leverage the benefits of cloud services
and new technology developments, governments
in LAC need to undertake public policy initiatives
to develop policy frameworks that quell concerns
around data protection, cybersecurity, financial
market regulation, and data privacy. Equally im-
portant is enabling the free flow of data across bor-
ders. Countries that seek to limit cross-border data
flows through localization policies or data sover-
eignty requirements face negative economic con-
sequences. Unilateral restrictions on cross-border
data flow and access to foreign markets nega-
tively impact economic growth and recovery be-
cause they limit access to competitive pricing, job
growth in many services and goods sectors, and

@



investment opportunities. Data residency require-
ments impact not only data flow but also a broad-
er set of commercial expansion opportunities that
rely on cross-border data flows.

Enabling the free flow of data across borders
has a significant net positive impact on the global
economy. A February 2016 report by the McKinsey
Global Institute estimated that cross-border data
flows contributed nearly US$2.8 trillion to the
global economy in 2014 by enabling the flow of
goods, services, and other resources (McKinsey &
Company, 2016). The report estimates that this fig-
ure could reach US$11 trillion by 2025.

Protecting the security of the government’s
data and IT infrastructure and the privacy of citi-
zens should be addressed with sound national
cybersecurity plans and a modern legal and reg-
ulatory framework for the digital economy. Cloud
computing is an additional resource at govern-
ments’ disposal to accomplish this policy objective.

One of the critical factors in determining the
feasibility and successful adoption of cloud com-
puting and the build-out of cloud infrastructure
is the availability of the underlying infrastructure
required by cloud service. The underlying infra-
structure encompasses high-speed broadband
networks both for national transport and local ac-
cess, redundant access to international capacity,
internet exchange points and peering agreements,
affordability of broadband services, and availabil-
ity of renewable energy.

With respect to the underlying telecom infra-
structure, next-generation networks and 4G and
5G wireless networks are best suited to support
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cloud services usage. This infrastructure allows
for more proportional upload and download ex-
change and low latency, a key requirement for
cloud-based applications. IXPs and international/
national backbones are integral to data transmis-
sion and are fundamental for the ability of us-
ers, government agencies, and companies to use
cloud-based applications. Therefore, the develop-
ment of IXPs across LAC is essential to cloud com-
puting. To address these challenges, governments
in the LAC region need to pursue policies that ad-
dress the challenges of broadband expansion by
providing more funding for infrastructure, devel-
oping incentives for telecom operators to invest in
new and updated infrastructure, and modernizing
the regulatory regime. They should also develop
policies that foster green energy generation proj-
ects, invest in transmission networks, and develop
a competitive energy marketplace.

An important role for governments is to pro-
vide people with knowledge to participate in the
digital economy. Cloud computing is one of the
main technologies leading the transformation to
the digital economy. Thus, governments in LAC
should offer their workforce opportunities to edu-
cate themselves in cloud computing. Cloud train-
ing programs offer students of all ages a chance
to develop new skills in relevant technology fields.
Public, private, and public-private initiatives of this
type have been established to address skill short-
ages within the ICT sector. This study recommends
that governments in LAC develop comprehensive
cloud training programs at vocational and profes-
sional institutions.
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APPENDIX A

CLOUD COMPUTING TRAINING

An important role for governments is to create en-
abling environments that can provide their popula-
tions with the appropriate knowledge to participate
in the digital economy. Cloud computing is one of
the technologies leading the transformation to the
digital economy. Thus, it is fundamental that gov-
ernments in LAC provide their workforce with op-
portunities to learn about cloud computing.

This study recommends that governments
in LAC develop comprehensive vocational and
professional cloud training programs. The fol-
lowing is a proposed syllabus of what a cloud
training program should cover. It would provide
basic knowledge about cloud computing, using
cases on how to leverage the cloud in different
environments.

PROPOSED SYLLABUS FOR
A COMPREHENSIVE CLOUD
TRAINING PROGRAM

Modules
1. Cloud Fundamentals: Basic Concepts and
Definitions

NO oA

© ®

10.

1.

12.
13.

Compute

Storage

Saas, Paas, and laaS

Virtualization

Server less

Networking and Content Delivery
Network

. Monitoring and Auditing

h. Analytics

i. loT

j. Big Data

k. Machine Learning and Al

Benefits of Cloud Technologies for Business
and Public Sector

Cloud Infrastructure

Cloud Platform

Cloud Technologies and Applications
Cloud Governance

Application Development, Web Apps, and
Mobile Apps

Cloud Services Ecosystem

Market Overview

Cloud Service Providers

Cloud Services—Security and Risks
Cloud Strategies and Migration Planning
Additional Cloud Computing
Certifications
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