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Introduction!

The interconnectedness of supply chains, technological and fi-
nancial systems that form the foundation of the global economy
are vulnerable to unanticipated events such as natural disasters,
failures in key technical systems or malicious attacks capable of
disrupting these complex systems and yielding impacts across
borders that sometimes resonate globally. In the past decade,
OECD and BRIC countries have experienced an estimated USD
1.5 trillion in economic damages from large-scale disasters. In-
creased concentration of people, especially vulnerable popula-
tions, and economic assets in risk prone areas has been a key
contributing factor (OECD, 2014a).

The Latin America and Caribbean region is particularly exposed
to natural hazards including earthquakes, volcanoes, and extreme
weather. Increasing climate variability is expected to exacerbate
weather hazards in the region (Economic Commission for Latin
America and the Caribbean, 2015, World Bank 2012). In a global
study of the world's top 15 countries exposed to three or more
hazards, 7 are located in the Latin American and the Caribbean
region (Dilley et al,, 2005; Kreft et al, 2015). In particular, metropol-
itan areas in the region are expected to face an increased risk lev-
el in the future. A recent report examining economic risks in 300
major cities across the globe noted that 20 % of the top 20 cities
at greatest economic risk are in Latin America (Cambridge Centre
for Risk Studies, 2015). Four-fifths of Latin America's population
lives in metropolitan areas, making it the most urbanised region
in the world. Latin America's cities are also among the most une-
qualin the world, increasing the concentration of poor and hence
vulnerable people potentially exposed to natural disasters. In the
recent past the region was affected by major floods, such as in
Colombia in 2010 and 2011, in Northern Chile in 2015, in Uruguay,
Argentina and Brazil in 2016, but also major earthquakes, such as
in 2016 in Ecuador(Fermandois, 2011, The Economist, 2011, ERCC,

1 The authors are grateful for extensive and constructive comments and inputs provided
on different versions of this paper by Leigh Wolfrom (OECD, Directorate for Financial Affairs),
Jack Radisch and Charles Baubion (OECD, Directorate for Public Governance and Territo-
rial Development) and Sergio Lacambra Ayuso (Intra-American Development Bank). Jack
Radisch, Stephane Jacobzone and John Roche (all OECD) and David Kaufmann (CNA) have
provided key guidance on the initial project concept note. The paper also benefited from
discussions at the regional policy dialogue organised by the OECD and the Intra-American
Development Bank in Panama in October 2016. Teresa Deubelli provided valuable research
assistance in the process of revising the document.

The Latin
America and
Caribbean region
1s particularly
exposed to natural
hazards including
earthquakes,
volcanoes, and
extreme weather.
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2015, USGS, 2016; Masoero, 2016; Davies, 2016). As infrastructure investments
are a key priority to foster economic development in the Latin America and
the Caribbean region, building resilience, that is to say the capacity of crit-
ical infrastructure to absorb and withstand the negative effects of natural
disasters while retaining its pre-disaster functions, into existing and future
investments is of key importance (OECD, 2014a; Chang et al., 2013).The region
seeks to invest a significant amount of resources to build infrastructure, some
of which constitutes critical infrastructure, over the next decades to achieve
integration in international global supply chains and boost its productivity.
Stable and cost-effective provision of energy and telecommunications has
been deemed essential to expand the production possibilities for firms. There
is an opportunity for many countries in Latin America to build in resilience in
the current rehabilitation and upgrading of existing and the development of
future critical infrastructure planning procedures.

Critical infrastructure underpins economies, governments, and societies.
The resilience of critical infrastructure not only determines the degree to
which countries can be affected by natural hazards, accidents, and intention-
al attacks, but also preconditions their ability to respond to and recover from
these disruptive shocks. If not constructed and managed properly, disrup-
tions to critical infrastructure systems, such as energy, transport, water sup-
ply and sanitation and telecommunications, can act as a vector in spreading
the negative impacts of disasters. For example, the Great East Japan Earth-
quake in 2011 caused major interruptions to power supply to an estimated
4.4 million households, and Japan's main rail and boat transport routes were
closed for 18 days. Overall the earthquake and its cascading impacts caused
some 16,000 casualties and an estimated USD 300 billion in economic dam-
ages (OECD, 2014).

Damage to critical systems can cause significant social hardship by dis-
rupting access to basic life lines such as electricity or drinking water, and can
produce large economic knock-on impacts by disrupting business for longer
periods han the actual disaster event. These functions are fundamental to
the overall wellbeing of the populations affected by a significant disaster, and
can either bolster, or hinder, their ability to recover.

In the Latin America and Caribbean region, large-scale disasters have re-
vealed significant critical infrastructure vulnerabilities. For example, nearly a
quarter of Colombia’s highways were damaged, or destroyed, during the 2010
floods and associated landslides (Garcia, 2010). In Chile, the 2010 earthquake
and ensuing tsunami led to the collapse of the telecommunication system
and hampered the government's means to manage the disaster response.
The healthcare and education systems were both significantly impacted with
a high number of hospitals damaged and some public schools closed for
as many as 45 days. The earthquake and its cascading impacts caused an
equivalent of 18% of GDP in economic damages (OECD, 2014a).

Policy Evaluation Framework on the Governance of Resilient Critical Infrastructure in Latin America



Figure 1 Three examples of Estimated public sector
damages and losses by infrastructure type

B \Water & Sanitation Transport
B Energy D Share of Govermment
Revenues

Telecomunications

900 18.0%

800 16.0%

700 14.0%
_60o 12.0%
_ 500 100%
400 8.0%
300 6.0%
]
200 4.0%

Guatemala
Haiti Earthquake El Salvador (Volcanic Eruption and TS
(2010) (TS Ida, 2009) Agatha, 2010)

Source: Public share of damages and losses taken from Post-Disaster Needs Assessments completed for
each country (Haiti: https.//www.gfdrr.org/sites/default/files/GFDRR_Haiti_PDNA_2010_EN.pdf; El Salvador:
https.”7/7www.gfdrrorg/sites/gfdrr/files/publication/GFDRR_PDNA_ElSalvador.pdf; Guatemala: https.//www.
gfdrrorg/sites/default/files/Evaluacion_de_danos_y_perdidas_AGATHA_Y _PACAYA_oct_8_2010_reduced.
pdf). Government revenues for the year of the disaster, as reported in the IMF's World Economic Outlook
2014, were used to calculate public sector damages and losses as a share of government revenues.
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Damage to
critical systems
can cause
significant social
hardship by
disrupting access
to basic life lines
such as electricity
or drinking water,
and can produce
large economic
knock-on impacts
by disrupting
business for some
time beyond the
actual disaster
event.

The rebuilding of critical infrastructure after a disaster can also
account for a significant share of public reconstruction costs. In-
frastructure recovery costs can be large and governments have
to shoulder them often times. Figure 1 demonstrates the esti-
mated public sector costs of three major recent disasters in Haiti,
El Salvador and Guatemala, as well as the significance of these
costs relative to public sector revenues. It also illustrates that the
impact of critical infrastructure disruptions depends on the affect-
ed sector, with disruptions in transport infrastructure causing the
highest costs. A recent study found that a number of countries
in the region, including Guatemala, Honduras, Colombia, Mexico
and Brazil, could face a sovereign ratings downgrade as a result
of 1-in-250 year tropical cyclone or flood event due to the im-
plications for economic growth, government finances, and exter-
nal trade, with climate change exacerbating the potential impact
(Standard & Poor's Ratings Services, 2015).

In the best circumstances, resilient critical infrastructure can
resist or absorb the effects of a shock, and rebound in a fashion
that enhances the timeliness and efficacy of response activities.
However, where critical infrastructure is not able to withstand the
impacts of a shock, it can serve as a hazard multiplier, height-
ening the severity of a shock as cascading impacts within and
across sectors contribute additional layers of complexity, and of-
ten hamper, or even prevent, the execution of response activities.
The public sector plays a crucial role in promoting the resilience
of critical infrastructure, e.g. by evaluating risk reduction actions
taken by owners/operators of critical infrastructure or by funding
activities that enhance critical infrastructure owners' and oper-
ators’ awareness of risks and resilience measures. Despite pro-
gress some countries have made in reducing risks and increas-
ing preparedness, ensuring resilience of critical infrastructure has
proven to be a key challenge.

The objective of this report is to develop a policy evaluation
framework on the governance of resilient critical infrastructure.
Based on a forward-looking analysis of good practices in critical
infrastructure resilience, it builds on relevant OECD guidance in
this area, including the OECD Recommendation on the Governance
of Critical Risks (2014b) and the proposed OECD Recommendation
on Disaster Risk Financing Strategies (forthcoming), by providing
additional guidance on the application of the principles of effec-
tive governance and financial management found therein to man-
aging risks related to critical infrastructure. The identified inform
the development of a draft country questionnaire that provides

10 Policy Evaluation Framework on the Governance of Resilient Critical Infrastructure in Latin America



the basis for a subsequent cross-country comparative analysis
of policies and practices in the governance of critical infrastruc-
ture resilience across a set of countries in the Latin America and
the Caribbean region. Case study findings will be used to inform
countries’ policies and comprehensive strategies to strengthen
resilience of critical infrastructure assets and services.
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2. The Critical
Infrastructure
Resilience Imperative:
Lessons From The Past

Much of what constitutes countries’ pres-
ent-day objectives in rendering their critical
infrastructure more resilient relies on infor-
mation obtained during past experiences
with infrastructure failures. While a more for-
ward-looking perspective is indispensable
in designing risk management strategies, in
particular also for critical infrastructure man-
agement, the lessons learned provide an in-
formative starting point and can provide the
necessary impetus to invest in strengthen-
ing their resilience.

The following section will describe exam-
ples of past infrastructure failures and les-
sons learned. It will show that the cascading
impacts associated with critical infrastruc-
ture failures have often been extensive and
unanticipated. The examples shown in this
section were chosen to demonstrate differ-
ent types of infrastructure failures. The first
example of Super Storm Sandy in New York
describes the case where an extreme weath-
er event led to critical infrastructure failures
and cascading impacts in an area that had
received considerable support for emer-
gency preparedness and response planning
following the terrorist attacks of September
11, 2001. The second example looks at the
2011 Great East Japan Earthquake and its
cascading effects of the tsunami and the
Fukushima Daiichi Nuclear Power Plant ac-
cident, which brought to light the need for
an all-hazards approach to critical infrastruc-
ture resilience planning. The third example
illustrates a major cascading power outage
in the Northeast United States and Canada

in 2003 illustrating the consequences of de-
ferring critical infrastructure maintenance and
the inadequacies of standard redundancy
mechanisms. The remaining examples of an
earthquake in Peru in 2007 and one in Chile in
2010 demonstrate the knock-on impacts and
interconnectedness of lifeline sectors.

2.1 Hurricane Sandy, United States 2011

In late October 2012, Superstorm Sandy
struck New Jersey and New York, leaving in
its wake roughly $68 billion in damages and
major impacts on the energy, transportation,
communications, water, and health sectors in
the greater New York-New Jersey metropoli-
tan area (Flynn, 2015). An estimated 8.5 million
households suffered from electricity short-
ages and 5.4 million people were affected by
the loss of subway services. The damages to
transport services alone were estimated at
more than USD 10 billion (OECD, 2014a). Fol-
lowing landfall, the interdependencies of the
highly networked fuel supply and distribution
system and the electric power sector along
the East Coast of the United States became
evident. Unlike previous fuel supply shocks
following hurricanes in the United States, this
event primarily affected consumers not pro-
ducers. Some of the hardest hit areas were
already at a disadvantage prior to landfall, as
their fuel retail outlets were low on fuel, or
had completely exhausted their supplies due
to a surge in fuel demand as a result of resi-
dent preparations for the storm. After Sandy
hit, many of the fuel outlets that had supplies
were non-functional, because their pumps
lacked power due to electrical outages
(NACS, 2013) Meanwhile, retail outlets with-
out fuel supply could not be resupplied, be-
cause compressor stations lacked the auxil-
lary power capabilities necessary to maintain

The Critical Infrastructure Resilience Imperative: Lessons From The Past
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interstate pipeline operations (NACS, 2013).
These interdependencies between the fuel
sector and, electric power sector, and the
potential for related cascading impacts,
were unanticipated..

Four key areas have been identified as be-
ing responsible for the observed critical
infrastructure failures. (Flynn, 2015) First,
stakeholders had little understanding of
critical  infrastructure interdependencies
and the potential for cascading impacts as-
sociated with system disruptions (e.g., the
linkage between the fuel distribution and
retail network and the power sector). Sec-
ond, building standards have not evolved
with the development of more modern en-
gineering designs, tools, and practices that
are capable of enhancing the resilience of
interdependent systems. Critical elements
of the transportation system such as tun-
nels, bridges, rail lines and stations of the
New Jersey/New York metropolitan transit
services, which serve as the primary means
for moving people and goods within the re-
gion, are located in low-lying areas and have
in many cases not been built to withstand
flooding. Third, current organizational man-
agement frameworks and regional govern-
ance have not been sufficiently designed
to address lifeline sector-fuel, electricity,
water, transportation, communications and
health-interdependencies. For example,
healthcare facility evacuation plans prompt-
ed the release of all but those patients with
the most serious conditions into a commu-
nity that ultimately did not have power nec-
essary to run medical devices at home or
transportation access for caregivers to reach
home-bound patients. Fourth there are not

enough economic and/or policy incentives
for developing resilience and in many cas-
es, institutional and financial disincentives
detract from investments in resilience. For
example, many public and private operators
opt to accept federal financial disaster assis-
tance rather than rely on their own funds to
invest in resilience measures. Insufficient re-
gional coordination and collaboration across
the New York and New Jersey Metropolitan
Areas in managing risks that disasters pose
to regional lifeline infrastructures has been
another contributing factor that exacerbated
disaster impacts (Flynn, 2015).

In recognition of the magnitude of recov-
ery, the President of the United States cre-
ated the Hurricane Sandy Rebuilding Task
Force charged with “identifying and work-
ing to remove obstacles to resilient rebuild-
ing while taking into account existing and
future risks and promoting the long-term
sustainability of communities and ecosys-
tems in the Sandy-affected region” (Hurri-
cane Sandy Rebuilding Task Force, 2013). In
its report, the Task Force noted the storm'’s
particularly devastating impact on the re-
gion's energy (e.g., extensive power outages
and liquid fuel shortages), communications,
transportation, water and wastewater man-
agement, and healthcare infrastructure and
the significant associated delays in response
and recovery efforts and losses in economic
activity. Based on lessons learned during the
recovery process, the Task Force developed
a set of 69 recommendations, nearly half of
which included a call to develop resilience
in the course of the recovery process (Hurri-
cane Sandy Rebuilding Task Force, 2013).

In response to the massive power cut that
followed hurricane Sandy in New York and
New Jersey the Federal Emergency Man-
agement Agency (FEMA) established, at the
request of the President, the Energy Resto-

Policy Evaluation Framework on the Governance of Resilient Critical Infrastructure in Latin America



ration Task Force. The Task Force supported
a massive private power restoration effort, in
which electric utilities executed mutual aid
agreements to deploy over 70,000 workers
to the affected areas. It enabled air transpor-
tation of 229 power-restoration vehicles and
487 personnel to help New York and New
Jersey restore power (FEMA, 2013).

2.2 The Great East Japanese
Earthquake, 2011

In 2011 an earthquake off the coast of Japan
caused significant damage on land and
triggered a series of large tsunami waves
that severely impacted the north-east-
ern coast. Inland flooding due to the tsu-
namis, in turn, set in motion a major nu-
clear accident at the Fukushima Daiichi
nuclear power plant (McGee et al., 2014).
Although the Fukushima Daiichi nucle-
ar power station survived the earthquake
relatively unscathed and even initiated
emergency shutdown procedures appro-
priately, the design of the site was not ad-
equate to prevent flooding from a tsuna-
mi that significantly exceeded site barrier
heights. Grid-based electrical power to the
area had been knocked offline as result
of the earthquake and when the tsunami
breeched the site's walls, the subsequent
flooding drowned the facility's back-up
diesel power generating units and second-
ary back-up DC batteries (Acton & Hibbs,
2012). Without power, the plant was un-
able to provide sufficient cooling to three
of its reactors which ultimately suffered a
level 7 event full meltdown (on an Inter-
national Nuclear Event scale of 1-7), in ex-
cess of even the 1986 Chernobyl disaster
(McGee et al., 2014). An estimated 4.4 mil-
lion households were affected by reduced

power supply provided by TEPCO, the To-
kyo Electric Power Company. The Shink-
ansen high-speed rail was closed during
two weeks (OECD, 2014a).

Post-event analyses revealed that the melt-
down was, to some extent, preventable. The
incident may have caused fewer impacts
had the power plant incorporated the resil-
ience concept into the design . For example,
the plant's cooling system was functionally
dependent on assured electrical power, and
the fire brigade response might have been
more timely and reduced the impact if traffic
routes were not blocked (Bach et al., 2013).
Although the Japanese nuclear industry
had the highest nuclear safety standards in
the world in terms of seismic risk manage-
ment, it may have come at the detriment
of accounting for a wider range of potential
(knock-on) risks. These contributing factors
demonstrate the critical role of effective
regulators and the need for regular safety
reviews that account for and lead to the in-
corporation of both the dynamic and evolv-
ing threat landscape and contemporary best
practices (Acton & Hibbs, 2012)..

2.3 Northeast United States And
Canadian Power Outage, 2003

OnAugust 14, 2003, a fault due to a high-volt-
age power line in northern Ohio brushing
against overgrown trees led to a system
shut down (Minkel, 2008). This occurrence
would have normally set off an alarm, but
the alarm system failed. As operators at-
tempted to identify the problem, additional
lines touched trees and shut down leading

The Critical Infrastructure Resilience Imperative: Lessons From The Past
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to an overburdening of lines that remained
operational. Within two hours of the initial
problem, the overloaded lines shut down
triggering cascading failures in south-east-
ern Canada and eight states in the Northeast
United States (Minkel, 2008). The outage im-
pacted a range of other critical infrastructure
sectors including energy, communications,
finance, health care, food, water, transporta-
tion, safety, government and manufacturing
(Public Safety and Emergency Preparedness
Canada, 2006). Ultimately, the blackout im-
pacted 50 million people in both the United
States and in Canada at an estimated cost of
USD 6 billion (Minkel, 2008)..

The 2003 blackout serves as a case study
of the challenges associated with varying
levels of fragmented control, accountabil-
ity, and authority for critical infrastructure
(US.-Canada Power System Outage Task
Force, 2004). The official bilateral govern-
ment report examining the 2003 Northeast
Power outage described direct causes and
contributing factors of the incident, includ-
ing: “failure to maintain adequate reactive
power support; failure to ensure operation
within secure limits; inadequate vegetation
management; inadequate operator training;
failure to identify emergency conditions and
communicate that status to neighbouring
systems; and inadequate regional-scale visi-
bility over the bulk power system” (US.-Can-
ada Power System Outage Task Force,
2004). The latter resulted in situations where
for example in the city of Ottawa the bridg-
es that crossed over to Quebec were half lit
because the power was still on in Gatineau,
Quebec but there seemed to be no ability to
send that power to the side of the province

of Ontario.

These findings translated to several no-
table lessons learned in the form of recom-
mendations. For example, the Task Force
asserted that regulators, the electric power
industry, and related stakeholders should
adhere to high reliability standards, using
market mechanisms when and where pos-
sible, but always choosing high reliability
over commercial objectives should con-
flicts between the two arise (U.S.-Canada
Power System Outage Task Force, 2004).
The report went on to emphasize that both
regulators and consumers should recog-
nize that reliability requires investment
and operational expenditures that busi-
nesses will be unwilling to commit to if the
costs are not accompanied by assurances
from regulators regarding recoverability
(US.-Canada Power System Outage Task
Force, 2004). Prompted by the analysis of
the blackout incident, the United States
Congress passed the Energy Policy Act of
2005, which enabled the Federal Energy
Regulatory Commission (FERC) to enforce
new North American Electricity Reliability
Corporation standards; five years following
the incident, FERC had far approved 96
new reliability standards (Minkel, 2008).

2.4 Pisco Earthquake 2007, Peru

Coastal Peru has been subject to a num-
ber of large earthquakes and in August
2007, a Magnitude 8.0 earthquake struck
near the town of Pisco (USGS, 2007). As
a result of the "Earthquake of the South/
the city of Ica and coastal towns south of
Lima lost power and telephone service.
Damaged highways and bridges, and fall-
en power lines hindered rescue workers
efforts to reach the affected areas. The

Policy Evaluation Framework on the Governance of Resilient Critical Infrastructure in Latin America



healthcare system was heavily impacted
with14 facilities destroyed and 112 others
affected. Overwhelmed with patients, the
Pisco hospital was unable to provide care
due to power and water outages. Water
service was affected for an average of 16
days in 81 % of households which required
the use of water trucks as a main alterna-
tive source of supply (World Bank, Water
and Sanitation Program, 2011). Some ar-
eas in Pisco were still only receiving water
one hour per day six weeks post-earth-
quake which complicated the provision of
healthcare services (United Nations Office
of the Resident Coordinator, 2007; Chap-
in et al, 2009Q). The cost of the repairs to
the impacted water and sanitation sys-
tems was the cost-equivalent of install-
ing at least 8,183 drinking water and 7,925
wastewater connections benefiting over
160,000 residents. Restoring drinking wa-
ter and sanitation systems to pre-disaster
status required the equivalent of 6.5 times
the budget spent for drinking water and
sanitation by the provincial municipalities
in 2007. If the water and sanitation provid-
ers had performed ongoing maintenance,
the estimated value of the damage would
have been nearly 6 times less (World Bank,
Water and Sanitation Program, 2011).

The 2007 Earthquake of the South in Peru
revealed vulnerabilities related to the in-
terconnectedness of lifeline sectors (water
and health, electric power and health). Fol-
lowing the observed complications associ-
ated with significant infrastructure damage
in the wake of the earthquake, the govern-
ment enacted a new law (Law N° 29078)
to create an autonomous Fund for the Re-

construction of the South (FORSUR) and
authorized a supplementary credit of USD
31.6 millions to enable the reconstruction
of public infrastructure in the areas affect-
ed by the earthquake (Chapin et al., 2009;
Taucer et al, 2009). Upscaling this to the
national level, the government passed a
law (Law N©° 29951) providing for the spe-
cific allocation of resources to finance risk
identification activities for the environment,
health, housing, and water and sanitation
sectors. The law also validates resources
earmarked for financing risk reduction in
the agriculture, health, housing, education
and transportation sectors. Building on the
experience of the 2007 earthquake, the
government also restructured the coun-
try's emergency management and disas-
ter risk reduction responsibilities to ensure
adequate focus and funding for both risk
identification and reduction and prepa-
ration and response processes (Law N°
29664; IDB, 2015)..

2.5 Chile Earthquake 2010

The 2010 earthquake that occurred on
February 27 off the coast of central Chile
resulted in USD 30 billion (18 % of GDP)
worth of total damages and of that total,
USD 20.9 billion (12.7 % of GDP) was due to
infrastructure damage. The earthquake af-
fected a region comprising 30-40 % of na-
tional manufacturing capacity. Almost all
commercial activity was suspended in this
area for a few days and while most indus-
tries were able to restart production, some
major industries, in particular relating to
pulp paper production, wine making and
oil refining had no, or significantly reduced,
commercial activity for months. The total
decline in national economic activity in

The Critical Infrastructure Resilience Imperative: Lessons From The Past
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March 2010 was assessed at 5 %. Econom-
ic disruption continued over the next three
months, finally returning to pre-disaster
levels by July 2010 (Muir-Wood, 2011). The
earthquake's impacts could have been far
worse if not for deliberate planning in the
energy sector and strong building codes
designed around seismic risk (Fermando-
is, 2011).

Reflecting on the impacts of 2010 earth-
quake, the Chilean Government took ac-
tions to address observed vulnerabili-
ties. At the operational level, the Chilean
government committed to resolve the
communications outages and monitoring
outages that occurred in 2010 with invest-
ments in real-time monitoring processes
and robust telecommunications systems
complete with redundancies (Fermando-
is, 2011). The Chilean Insurance Industry
Association (AACH) has been developing
a map to identify all risk areas suscepti-
ble to earthquakes and tsunamis within
the economy. This map is expected to be
a publicly-available tool that will contrib-
ute to future methodologies for disaster
risk management. The AACH is also de-
veloping an earthquake and tsunami risk
model, in co-operation with the Insurance
Regulatory and Supervisory Authority that
will be shared with government authorities
for their use in risk assessment and when
developing policies for public and private
infrastructure investment (OECD, 2015a).
Despite good building codes, the loss in
housing and infrastructure was extensive,
with much of it not covered by hazard insur-
ance. To enable swift recovery of housing
and infrastructure, the government took a

proactive stance, raising taxes to fund re-
covery costs and speedily implementing a
housing recovery program (Comerio, 2013).

2.6 Conclusions

Disaster incidents lay bare the complexi-
ties and vulnerabilities of interdependent
critical infrastructure systems. Past major
incidents offer insight into the range of po-
tential consequences and policy lessons.
In many cases incentive structures, such
as very likely or guaranteed government
assistance in the aftermath of a disaster,
may have hindered higher ex ante invest-
ments in resilience measures. At the same
time, operators of critical infrastructure
may not comply with resilience regula-
tions if they do not have the assurance that
they will be able to recuperate the costs
of such investments. Governments should
thus consider removing disincentives that
undermine and instead creating an incen-
tive structure that encourages ex ante in-
vestments. Governance arrangements can
play a critical role in boosting resilience,
too. A failure in aligning control, account-
ability and authority can lead to an under-
investment in resilience by operators of
critical infrastructure. The Great East Japan
Earthquake, for example, has demonstrat-
ed the need for giving regulatory oversight
bodies the necessary independence to
enforce and monitor the uptake of resil-
ience regulations. Making effective gov-
ernance arrangements work is even more
challenging when the impacts of a disas-
ter crosses country borders, as was the
case during the 2003 blackout in Canada
and the United States. To manage risks to
transboundary lifeline infrastructures, gov-
ernments should consider establishing in-
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ter-regional and transboundary coordina-
tion and collaboration mechanisms.

The lessons from previous disasters
show that governments and stakehold-
ers need to move from identifying singu-
lar risks to considering the interdepend-
encies in critical infrastructure systems to
better understand the potential cascading
impacts. To mitigate cascading effects,
existing building codes, standards, and
guidance for the interdependent sectors
should be updated to reflect that the vul-
nerability to one could disrupt several or
all dependent sectors. The 2010 earth-
quake in Chile, for example, showed that
although building codes and standards
alone cannot prevent damages, they can
significantly limit the potential impacts of
a disaster.

The Critical Infrastructure Resilience Imperative: Lessons From The Past
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3. The Implementation Of
Meaningful Investments
In The Operational And
Financial Resilience Of
Critical Infrastructure
Can However Only

Occur If ThereIs A
Comprehensive And
Coordinated Risk-Based
Framework Guiding The
Incorporation Of Lessons
Learned In Public And
Private-Sector Actions
And Investments
Intended To Enhance
Critical Infrastructure
Systems’ Ability To

Prepare For, Absorb,
Adapt To, And Recover
From Disruptions.

The Evolving Role

Of Resilience

3.1 From Critical Infrastructure
Protection To Resilience

Governments have dedicated specific at-
tention to the importance of, and vulnera-
bilities associated with, critical infrastruc-
ture for decades. Until the mid-2000s, most
critical infrastructure policies and activities
centred on the protection of assets. Giv-
en the rising costs of natural disasters as




well as following the September 11 attacks
in 2001 in the United States, the 2002 Balli
and the 2005 London bombings and the in-
creasingly frequent cyber-attacks targeting
critical infrastructures governments began
to shift the focus from critical infrastructure
protection to critical infrastructure resil-
ience (Critical Five, 2014). Resilience in this
context can be defined as the capacity of
critical infrastructure to absorb disturbance
while still retaining essentially the same
function as prior to the disruptive shock
(OECD, 2014a; Chang et al,, 2013). An exten-
sion of this definition is described by Bar-
ami (2013), who emphasizes the complex
and multi-faceted nature of critical infra-
structure resilience. Barami applies a risk-
based and layered approach accounting
for complex infrastructures interdependen-
cies; while considering potential solutions
applicable through the infrastructure sys-
tem lifecycle (i.e., design, construction, and
operation). Resilience is therefore defined
not as a single outcome or an exclusively
post-disaster recovery capability but rather
as a dynamic process that applies a risk-
and lifecycle-based method for addressing
the vulnerabilities of critical infrastructure
systems, making systems more fault-toler-
ant, more efficient, smarter, and better able
to adapt to unexpected challenges (Bara-
mi, 2013).

Under the critical infrastructure protec-
tion paradigm, stakeholders viewed critical
infrastructure risk management from a pre-
dominately asset-based perspective with
a focus on security and physical measures
as the means for preventing critical infra-
structure disruptions altogether. The shift
toward a resilience-based perspective was
prompted, at least in part, by the recognition
of the considerable degree of uncertainty
about the intensity and the complexity of

future disasters, with climate change being
one of the influencing factors. The nature
of such unpredictable scales of disasters
requires incremental approaches that can-
not eliminate or even sufficiently predict the
impacts of disasters, but that can prepare
assets and systems with capacities to be
restored and rehabilitated swiftly. For ex-
ample, the critical infrastructure impacts
of an incident such as Hurricane Sandy
in an area that had received considerable
funding and had engaged in substantial
protection activities following the attacks
of 11 September 2001 demonstrated that
protective activities alone would not be
sufficient to address the range of potential
critical infrastructure impacts and associat-
ed interdependent risks. Furthermore, the
extent of activities and measures required
to fully protect criticalinfrastructure from all
hazards is cost prohibitive and it therefore
became desirable to promote the ability of
critical infrastructure to adapt, absorb, and
even fail safely.

The resilience focus does not preclude
protection, or security considerations. It
rather broadens the lens of critical infra-
structure frameworks to include preven-
tive actions that address all hazards, run
throughout the risk management cycle
(Moteff, 2012), and provides for integrating
concepts such as adaptability, flexibility and
robustness (Flynn, 2008; Barami, 2013). The
resilience focus also includes measures
that enable financial resilience, ie. having
the capacity and resources to absorb and
recover from disaster losses without signif-
icant financial distress (G20/0OECD, 2012).
This can be accomplished by ensuring that
the owners and operators of critical infra-
structure, whether national, sub-national or
private, have appropriate financial arrange-
ments in place to mitigate their exposure to

The evolving role of resilience
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disaster risks. Available approaches include
transferring disaster risks through disaster
insurance mechanisms or dedicated funds
to cover recovery costs (G20/0OECD, 2012).
Public-private partnerships and public sub-
sidies can be useful to unlock additional
funding for investments in structural meas-
ures and their maintenance, which in the
long run enables a more cost-effective ap-
proach to resilience than ex post financing
(Barami, 2013; OECD, 2016).

3.2 Governance Challenges To
Critical Infrastructure Resilience

There are many challenges that arise in
making criticalinfrastructure resilient, which
stem from the variety of actors involved
who are driven by different objectives and
incentives:

* Critical infrastructure owners

and operators may underinvest

in resilience compared to what
would be socially optimal.

Primarily concerned with their
organisation's interests, operators
of critical infrastructure might

not be considering the risk and
associated cascading costs for
society that a disruption of their
services may cause. Limited direct
experience with disasters causing
disruption in critical infrastructure
and major spill-over effects may
also contribute to this. Without legal
requirements and targeted risk
communication, providers may have
little incentive to go beyond avoiding
or mitigating physical damage to
their own systems. In many cases
the legal liability for disruption in

critical infrastructure is with the
dependent service providers rather
than with the critical infrastructure
operators themselves (e.g. when a
power outage in a building results

in accidents, which would be the
liability of the building owner) (Chang
et al, 2013).

* Underinvestment in resilience
might also be due to an overreliance
on governments as a financier of
last resort. If there is a track record
of post disaster financial assistance
for rehabilitating and reconstructing
public infrastructure, there may

not be sufficient incentives for
investing in resilience measures ex
ante of disasters, independently

of infrastructure being publicly or
privately owned. Critical infrastructure
operators, particularly those from
the private sector, may have a strong
interest to maximize efficiency and
profit. do so

*  Owners and operators of

critical infrastructure might follow
organisational, rather than regional or
national interests, which may result
in sub-optimal provision of resilience
measures. Examples are dams along
a river, which might be built by the
operators of a hydropower plant,

but that could also protect other
critical infrastructure downstream,

if constructed accordingly. Dam
operators may only be willing to put
resilience measures in place that
protect downstream operators of
other critical infrastructure, if costs
for them are shared by everyone.

If the collective action problem

is left unaddressed, upstream
operators might ignore the needs



of downstream infrastructure and
forgo the option of putting in place
resilience at optimal cost levels.
Governments are not always in a
position to make public and private
sector critical infrastructure operators
put resilience measures in place.

, for example,appropriate ,as the
definition of resilience targets may
be too the design of standards
sEnergy operators might for
example require different resilience
measures than transportation or
telecommunication operators,
even when facing the same
hazards. Owing to the complexity
and diversity in appropriate
resilience measures governments
oftencontinuously monitor the
implementation of legally required
resilience measures In addition, legal
requirements for the implementation
of resilience measures may create
problems of competition and
unwillingness for those operators
required to implement them. Aside
from the circumstance that some
operators might lack the necessary
funding to cover the costs of such
measures, this requirement creates
a competitive advantage for those
operators that do not have to make
these investments.

To design and set up adequate policies it
is key to identify the respective bottlenecks
and challenges. Atthe sametime, itisimpor-
tant to consider all possible consequences
ofthe policiesandregulations choices made
to boost critical infrastructure resilience.
For example, if policy-makers create an
environment that provides incentives to
merely restore infrastructure to its previ-

ous condition following a disaster there-
by forgoing a natural opportunity to "build
back better," then infrastructure operators
will likely respond in an equivalent man-
ner, unless there is a separate recognized
business case for improvement. As with any
business, critical infrastructure owners and
operators make trade-offs based on known
risks and choose economically rational in-
vestments relative to competitive market
dynamics and resource constraints Busi-
nesses may also shy away from collabo-
rative efforts to build resilience due to the
risk of divulging information on their vul-
nerability, which might have an impact on
their market value, or on their resilience in-
vestments (OECD, 2015a). Finally, resilience
may also be undermined by a fragmented
and incomplete understanding of the po-
tential problems and the potential solutions.
Ensuring precision in the identification and
framing of problems requires stakeholders
to possess an in-depth understanding of
the environment.

Based on the above the discussion of
the concept of resilience in critical infra-
structure a policy evaluation framework will
be presented. The framework will spell out
key criteria, including on governance and
financial arrangements that can inform the
evaluation of the level of resilience of coun-
tries' critical infrastructure. In subsequent
work this framework, and the questionnaire
in the Annex, should inform country case
studies as well as cross-country analysis
whose results will be translated to broad
policy recommendations to inform coun-
tries’ work going forward.

The evolving role of resilience
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4. Overcoming Challenges
And Increasing Critical

Infrastructure Resilience:
A Draft Policy Framework

Achieving critical infrastructure resilience
requires adherence to a critical infrastruc-
ture risk management process that com-
plements activities within the broader dis-
aster risk management cycle. The majority
of critical infrastructure resilience planning
activities occur during the risk assessment
and pre-disaster phases of the disaster risk
management cycle (see figure 2, below),
while the management of resilience in crit-
ical infrastructure focuses on activities in all
phases of the risk management cycle, such
as in the aftermath of a disaster, when dam-
aged infrastructure is built back better.

Countries intent on engaging in critical
infrastructure resilience planning and man-
agement activities should develop com-
monly agreed assessment and evaluation
guidelines as well as governance arrange-
ments. It is equally important for countries
to identify funding mechanisms that can
be used to support initial and ongoing cri-
tical infrastructure resilience efforts. In the
following a policy evaluation framework will
be provided that will subsequently inform
country case study questionnaires:

* Definition of critical infrastructure
* Criticality assessment

* Risk, vulnerability and
interdependency assessments

* Governance arrangements

* Policy instruments (eg regulations,
incentives or voluntary mechanisms)
* Development of national critical
infrastructure resilience strategies

* Critical infrastructure financing



Pre-Disaster

(mainstreaming resilience
in design, mitigation and
preparedness activities)

Risk Assessment
(measure risks, identify and
conduct economic analysis of
resilience opportinities)

\

Post-Disaster B
(Recovery and rehabilitation,
ongoing development
strategies)

Disaster
Event:
Early warning,
evacuation

\

Response
(Disaster response, Initial
damage assessment,
immediate assistance)

/

Post-Disaster A
(Continuednresponse and
assistance infrastructure
restoration)

Source: adapted
from OECD (2014a)

* Monitoring and evaluation
* The use of exercise and
post-event lessons learned

4.1 Definition Of Critical Infrastructure

The definition of critical infrastructures
should not be a one-off exercise, potential-
ly revised every so often. Rather, the defi-
nition of critical infrastructure is subject to
dynamic national and international trends,
such as an increasing reliance on informa-
tion technology, as well as influenced by
the political situation and by contemporary
threats and disaster events. The ongoing
process of defining critical infrastructure is
dependent on continued stakeholder dis-
cussions (stangl et al, 2012). In this context
it is important that the resulting definition
of critical infrastructure allows resilience
investments to be targeted to the sectors
that are most crucial to societal and eco-
nomic security and stability (clancy, 2012).
The approaches for defining critical in-
frastructure differ across countries (table 2),

although they share common themes. “Ciriti-
cal” functions are those that are essential for
social and economic well-being in general
and to public safety and security more spe-
cifically. Most of the country definitions also
recognize the interdependence of systems
and make specific reference to physical in-
frastructure, production systems or commu-
nications networks (gordon and dion, 2008).
Table 2 provides the definition of critical infra-
structure across six oecd countries, namely
australia, canada, germany, new zealand,
the united kingdom, and the united states.

In a shared narrative report seeking to de-
velop a common understanding of criticalin-
frastructure, australia, canada, new zealand,
the united kingdom, and the united states
proposed the following shared definition of
critical infrastructure: critical infrastructure,
also referred to as nationally significant in-
frastructure, can be broadly defined as the
systems, assets, facilities and networks that
provide essential services and are necessary
for the national security, economic security,
prosperity, and health and safety of their re-
spective nations (critical five, 2014).

Overcoming Challenges and Increasing resilience in Critical Infrastructure: A Draft Policy Framework
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Table 2. National Critical Infrastructure Definition

26

AUSTRALIA “Those physical facilities, supply chains, information technologies and communication networks which,
if destroyed, degraded or rendered unavailable for an extended period, would significantly impact the

CANADA

GERMANY

social or economic wellbeing of the nation or affect Australia's ability to conduct national defence and
ensure national security.”

‘Critical infrastructure refers to processes, systems, facilities, technologies, networks, assets and
services essential to the health, safety, security or economic well-being of Canadians and the

effective functioning of government. Critical infrastructure can be stand-alone or interconnected and
interdependent within and across provinces, territories and national borders. Disruptions of critical
infrastructure could result in catastrophic loss of life, adverse economic effects, and significant harm to
public confidence'

“Criticalinfrastructures (Cl) are organizational and physical structures and facilities of such vitalimportance
to a nation's society and economy that their failure or degradation would result in sustained supply short-
ages, significant disruption of public safety and security, or other dramatic consequences!’

NEW ZEALAND ‘Critical infrastructure is that infrastructure necessary to provide critical services, whose interruption

SWEDEN

UNITED
KINGDOM

UNITED

STATES

would have a serious adverse effect on New Zealand as a whole or on a large proportion of the
population, and which would require immediate reinstatement. New Zealand's critical infrastructure has
been identified as those assets and systems required for the maintenance of: governance including law
and order and national and economic security; telecommunications and the Internet; energy including
electricity generation and distribution, and the distribution of oil and gas; finance and banking; transport;
emergency services!

“Those assets, systems or parts thereof located in the EU Member States which are essential for the main-
tenance of vital societal functions, health, safety, security, economic or social well-being of people, and
the disruption or destruction of which would have a significant impact in a Member State as a result of the
failure to maintain those functions.

“Those infrastructure assets (physical or electronic) that are vital to the continued delivery and integrity of
the essential services upon which the UK relies, the loss or compromise of which would lead to severe
economic or social consequences or to loss of life!

“Critical infrastructure represents systems and assets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such systems and assets would have a debilitating impact on
security, national economic security, national public health or safety, or any combination of those matters.”

Sources: (Australia) Critical Infrastructure Resilience Strategy (2010) and Critical Infrastructure Resilience
Strategy: Plan (2015); (Canada) National Strategy for Critical Infrastructure (2009) and Action Plan for Critical
Infrastructure 2014-2017; (Germany) National Strategy for Critical Infrastructure Protection (2009); (New Zealand)
Presentation at the International Disaster and Risk Conference, Davos, 28 August 2008. Critical Infrastructure
Resilience: Perspective from New Zealand. Patrick Helm, Department of the Prime Minister & Cabinet,

New Zealand; (Sweden) Action Plan for the Protection of Vital Societal Functions & Critical Infrastructure

(2014); (United Kingdom) Strategic Framework and Policy Statement on Improving the Resilience of Critical
Infrastructure to Disruption from Natural Hazards (2010) and Keeping the Country Running: Natural Hazards
and Infrastructure (2011); (United States) The National Infrastructure Protection Plan 2013 Partnering for Critical
Infrastructure Security and Resilience; OECD (2015b). Establishing effective Public —Private Partnerships for risk
management. What are the possible options for government? OECD High Level Risk Forum, December 2015.
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Table 3. Critical Infrastructure Sector and Sub-Sector examples

Expamples Australia | Canada France Germany The New Switzer- United United
Netherland | Zealand land Kingdom States

FOOD (&
AGRICULTURE)

Water ‘

(& Wastewater)

Government

Manufacturing

Safety

Social
Infrastructure .

Laboratories

Chemical o o

Defense ‘

Commercial
Facilities .

Law
Enforcement . . .

Notes: 1) Chemical and nuclear industries 2) Critical manufacturing, nuclear reactors, materials, waste, chemical industry
Source: Critical Five (2014). Forging a Common Understanding for Critical Infrastructure; OECD (2015b).
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In the latin america and caribbean re-
gion, a recent report on the results of the
inter-american development bank's index
of governance and public policy in disaster
management (igopp) revealed that 14 out
of 17 countries surveyed have defined crit-
ical infrastructure in their respective legal
frameworks. In mexico, for example, stra-
tegic infrastructure is defined as infrastruc-
ture that is indispensable for the provision
of public goods and services and whose
destruction or disruption is a threat to na-
tional security. While chile has developed a
classification of structures including a cate-
gory for buildings and other structures (e.G.
Hospitals, fire stations) that are essential in
the context of a disaster (idb, 2015).

In terms of sectors that provide critical
infrastructure, at the most basic level, these
include lifeline systems such as water,
wastewater, power, transportation, and tel-
ecommunications systems that enable the
intended functions of the built environment,
emergency response systems, and oth-
er infrastructure (nrc, 2009). In many oecd
countries the lifeline sectors also include
finance, health and food. As the definition of
critical infrastructure, the exact sectors and
sub-sectors that it comprises varied across
countries (table 3).

4.2 Criticality Assessment

Based on the definition of critical infrastruc-
ture, criticality assessments should be con-
ducted to identify assets, systems, and net-
works that are truly critical (dhs, 2013; zaballos
and juen, 20106). Criticality may be viewed
differently across levels of government and
private sector owners and operators, thus it
is important to communicate criticality per-
spectives via structured information-sharing

activities throughout the critical infrastruc-
ture risk management process and to de-
velop lists of infrastructure that is critical at
various jurisdictional levels (dhs, 2013). Figure
4 illustrates a criticality hierarchy used by the
state of victoria in australia.

Criticality assessments are predicated
on the linkages between risks and impacts.
Commonly used approaches to assess crit-
icality in the context of impacts focus on in-
cident consequences such as the incidence
of injuries or losses (theoharidou et al., 2009).
Impact is usually evaluated with respect to
three primary characteristics:

I. Scope or spatial distribution - the
geographic area that could be affect-
ed by the loss or unavailability of a
critical infrastructure;

Il. Severity or intensity or magnitude -
the consequences of the disruption or
destruction of a particular critical in-
frastructure; and

lll. Effects of time or temporal distri-
bution - the point that the loss of an
element could have a serious impact
(immediate, one to two days, one
week, etc).

For example, the european commission
defines a minimum set of criteria for critical
infrastructure assessments, including:

I. Public impacts, including the popu-
lation affected and incidences of loss
of life, medical illness, serious injury,
and evacuation;

Il. Economic impacts, including gdp
effect, economic loss, and degrada-
tion of products or services;
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lll.  Environmental impacts, including VI. Psychological impacts, including

the effect on the public and the sur- observed psychological effects on the
rounding environment; population (theoharidou et al., 2009).
IV. Interdependence, namely the in- Similar to criteria outlined above, the eu-
terdependencies between critical in- ropean commission assess these criteria
frastructure elements; on the basis of scope (local, regional, na-
tional and international) and timing (during
V. Political impacts, including confi- and following the event) (theoharidou et al.,.
dence in the government; and 2009).

Source: Victoria, Australia
State Government
(December, 2012). A
Roadmap for Victorian
Critical Infrastructure
Resilience.

Figure 4. Example of
Infrastructure Criticality Hierarchy:
The Case of Victoria, Australia

Vital infrastructure that is of State significance and is
critical to the continuity of supply of essential
services to the State, and to the overall economic
and social well-being oof Victorians

Victorian Critical
Infrastructure

) Major infrastructure that is critical to the
Reqister

continuity of supply of essential services to
more than one region, or to the overall
economics and social well-being of
those regions

Significant infrastructure that is critical
to the continuity of supply of
essential services to a region or to
the overall economic and social
well-being of that region

Local infrastructure that is

critical to the continuity of

supply of essential services

to a community or to the

overall economic and

social well-being of
that community
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4.3 Risk, Vulnerability, And
Interdependency Assessments

Risk and vulnerability assessments identify
relative risks and vulnerabilities faced by crit-
ical infrastructure and assess the impact and
consequences, as well as the likelihood of a
hazardous event. They inform public and pri-
vate decision-makers about the level of se-
curity and the need for resilience investments
and can increase support for investments in
resilience measures, as well as for extraordi-
nary measures during times of crisis (critical
five, 2014; dhs, 2013 oecd, 2014a; zaballos &
Jjuen, 2016; oecd (forthcoming)). These assess-
ments serve to identify applicable resilience
measures for more robust and resilient critical
infrastructure systems. Examples of available
measures include hardening and reconfig-
uration, eG. Through the elevation of assets
at risk from flooding, dry and wet proofing, or
removing physical impediments that restrict
water flow in rivers and floodplains, and ele-
vating equipment and generators and redun-
dancy (e.G. Through power generation back
up capabilities), enhanced monitoring, and
risk-appropriate emergency response plans.
Beyond enabling the selection of appropriate
resilience measures, risk and vulnerability as-
sessments help to integrate resilience efforts
into the broader infrastructure life-cycle.
Given the diverse risk profile of critical
infrastructure risk and vulnerability assess-
ments need to consider the full range of
natural and man-made hazards, includ-
ing terrorist and cyber-attacks, as well as
human and technical errors, and their
underlying driving forces. Comprehensive
risk and vulnerability assessments not only

consider the most likely scenarios, but also
take risk scenarios into account that are less
probable, but might nonetheless materialize.
Taking a holistic, all-hazards approach can
help in uncovering complex vulnerabilities
and identify interdependencies across sec-
tors and risks (g20/0ecd, 2012; oecd (forth-
coming)). An increasing number of countries
recognises the need to take the full range of
potential disaster events into account (oecd
(forthcoming). Germany's national strategy for
critical infrastructure protection, for example,
considers a wide range of possible threats in-
cluding natural hazards, technical failures or
human errors (such as system failure, neg-
ligence accidents or organizational failures)
and terrorism, crime and conflict, which in-
cludes sabotage; other forms of criminal be-
haviour (G, Cyber hacking and cyber-at-
tacks); and civil war, or war (federal republic
of germany, 2009). Canada's national strat-
eqgy for critical infrastructure equally stress-
es the need for an all hazards risk analyses
that takes accidental, intentional and natural
hazards into account (canadian government,
2009).

Risk assessments can be performed
using a variety of methodologies, ranging
from deterministic approaches to proba-
bilistic methods. Deterministic approaches
analyses and interprets historical disaster
events and available retrospective data
in light of new developments, such as cli-
mate change and technological advanc-
es, which may influence and change their
shape and impact. Disaster scenarios and
simulations may expand the retrospective
analyses. To refine the estimates made
through deterministic analyses, risk as-
sessments for critical infrastructure should
be expanded by probabilistic calcula-
tions (g20/0ecd, 2012; oecd (forthcoming)).
In light of risk patterns that are evolving
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in the face of socio-economic changes,
environmental dynamics and technologi-
cal advances, risk and vulnerability assess-
ments need to be carried out regularly and
methods need to be adapted over time
(oecd, 2014a; g20/oecd, 2012; oecd(forth-
coming)). Risk assessments for critical infra-
structure should for example consider that
deliberate human acts, such as terrorist at-
tacks, may be committed by attackers that
adapt in accordance to preventive meas-
ures, reducing the reliability of probabilistic
calculations for deliberate scenarios (brown
and cox, 2011). In addition, data availability
and quality shape risk, vulnerability, and
interdependency assessment capabilities.
Box 1 provides examples of critical infra-
structure risk assessment employed in eu-
rope and the united states.

Across countries, critical infrastructure risk
assessments differ in scope and focus (asset
level, system or sector level) and according
to the intended audience (policy makers, op-
erators) (european commission, 2012; oecd,
(forthcoming)). The majority of risk assess-
ments focus on the sector or asset level,
while cross-sectoral, or systems of systems
risk assessments are less used (european
commission, 2012). In light of complex risks
arising from vulnerabilities and interdepend-
encies across critical infrastructure sectors,
this could prove a critical shortcoming (gi-
annopoulos et al., 2012).

The focus of risk assessment correlates
closely with the intended audience. While
risk assessments at national level are main-
ly addressed to policy makers and useful
for identifying key risks and vulnerabilities
and corresponding counter measures, crit-
ical infrastructure operators may see more
relevance in sector-specific risk assess-
ments. Although national risk assessments
are less granulated and predominantly rely

Box 1. Critical Infrastructure Risk Assessment
Methodologies in Europe and North America

o Cluster of User Networks in Transport and Energy
relating to Anti-terrorist Activities (COUNTERACT).
COUNTERACT is similar to an organizational risk
assessment methodology with a relatively narrowed focus
on the transportation and energy sectors and terrorist
threats. Applying a security risk assessment framework
that is disaggregated into risk analysis and vulnerability
assessment, the tool can identify gaps in threat prevention
and mitigation and detect the possibility of optimizing the
safeguards that are present.

e Integrated approach for Critical Infrastructure Protection.
The Dutch National Safety and Security Strategy introduces
a three step methodology for risk assessment in the context
of critical infrastructure. Building on the National Risk
Assessment process, economic, physical and social impact
criteria determine the degree of criticality of infrastructure
and the impact disruptions may have. A vulnerability
assessment provides insight into the most important risks,
threats, vulnerabilities and degree of resilience of this
infrastructure. Finally, the approach foresees agreements
on maintaining or, where needed, increasing the resilience
of the vital infrastructure.

e Critical Infrastructures and Systems Risk and Resilience
Assessment Methodology (CRISRRAM). CRISRRAM is a
methodology developed by the European Commission.

It takes an all-hazards and systems of systems

approach, addressing risks and vulnerabilities of critical
infrastructure at asset level, system level and society level.
To tackle the complexity of risk assessments, CRISRRAM
takes a scenario-based approach and recommends the
assessment of all relevant single- and multi-hazard
scenarios. To select the appropriate scenarios, Threat
Likelihood Assessments should be done.

¢ RAMCAP-Plus. The RAMCAP-Plus methodology was
developed by the American Society of Civil Engineers as
an all-hazards risk and resilience assessment approach.
It encompasses all infrastructures factoring in the dual
objectives of protection and resilience. The seven steps
in the methodology are: asset characterization; threat
characterization; consequence analysis; vulnerability
analysis; threat assessment; risk and resilience assessment;
and risks and resilience management. The tool has been
designed for use by critical infrastructure operators and
decision-makers alike.

Source: Giannopoulos, Filippini & Schimmer, 2012;
Theocharidous and Giannopoulos, 2015; OECD, 2017




Box 2. HAZUR: Understanding Critical
Infrastructure Interdependencies in Cities

Following a drought, challenges with high-speed rail
construction, and a significant power outage in 2007, the
Barcelona City Council collaborated with IQS, a university
research centre, to start the ‘3S - Security of Services
Supply’ Project. The ‘3S’ Project aimed at identifying the
weak points and risks faced by critical infrastructure in
the Barcelona metropolitan area and improved operational
plans to facilitate the continuity of services in the city
under all hazards.

Building on the ‘3S’ Project, the private spin-off

‘OPTICITS' upscaled the project’s approach into a tool

that can contribute to enabling the resilience of critical
infrastructure in other cities. OPTICITS developed the
HAZUR methodology and online software-based platform
to carry out assessments of city resilience and the
redundancy of infrastructure networks and provide a
mechanism for actively monitoring city resilience. HAZUR
factors interdependencies and incorporates information
reported by citizens, transmitted by private sector
operators, and recorded through a network of sensors. The
software also maps the operative status of infrastructure
and their interdependences and provides swift oversight
of interruptions. The software can also be used to model
the impact a hazard may have on a city’s network of
critical infrastructure.

In addition to the HAZUR software, OPTICITS also
developed a Certification Programme in urban resilience,
accompanied by a network of Certified Urban Resilience
Experts.

Sources: HAZUR. Introduction to Urban Resilience with
HAZUR online course. Retrieved from: https:/learn.
canvas.net/courses/921/pages/4-dot-3-study-cases-
barcelona; HAZUR Resilient Systems homepage. Retrieved
from: http://opticits.com/ Ajuntament de Barcelona.
http:/resilient-cities.iclei.org/fileadmin/sites/resilient-
cities/files/Resilient_Cities_2012/Program_Updates/
Presentation/F/F3/Manuel_Valdes_response_to_crises_
in_infrastructures.pdf

on deterministic assessments, they provide
a valuable context for sector-specific risk
assessments. In the united kingdom, for ex-
ample, annual detailed, scenario-based na-
tional-level risk assessments serve as the
foundation of infrastructure sector resilience
plans (zaballos & juen, 2016). Other countries,
such as finland, run critical infrastructure risk
and vulnerability assessments as part of
their national risk assessments and consid-
er both cascading effects and cross-border
interdependencies and critical infrastructure
specific risks (european commission, 2012;
oecd (forthcoming).

4.3.2 Understanding Interdependencies
And Cascading Impacts

The unprecedented degree of interdepend-
ency and interconnectedness across critical
infrastructure systems has increased the
prevalence of potential vulnerabilities and
in particular, the prospective for cascading
events (gordon & dion, 2008; u.S. Depart-
ment of homeland security, 2013). Cascad-
ing effects are observed when a disrup-
tion in one, or more, infrastructure systems
gives rise to subsequent disruptions within
systems and processes with linkages to
the initially affected systeml(s) (gordon and
dion, 2008). More recently, the marked ap-
plication of information systems and com-
munications technologies has greatly im-
proved efficiency while at the same time
subjecting critical infrastructure to new po-
tential sources of disruption tied to the po-
tential compromise of underlying systems
or networks (u.S. Department of homeland
security, 2013). There is a need to dynami-
cally identify critical infrastructure interde-
pendencies to avoid developing narrowly
focused solutions that may give rise to se-



vere, unintended consequences (nrc, 2009).
The hazur methodology described in box
2 provides a practical example of how crit-
ical infrastructure interdependencies can be
identified and mapped.

Interdependency assessments help iden-
tify and raise awareness among stakeholders
about possible linkages and cascading im-
pacts within and among critical infrastructure
sectors. Such assessments allow for the de-
velopment of processes and the implemen-
tation of technological failsafe mechanisms to
mitigate potential cascading effects. Interde-
pendency assessments may lead to the clas-
sification of additional critical infrastructure in
instances where the critical importance of a
specific infrastructure in a network context is
revealed.

Critical infrastructure interdependencies
could take the following forms (rinaldi et al.
2001; Macaulay, 20106):

* Physical two infrastructures are

physically interdependent if the state

of each is dependent on the material

output(s) of the other;

* Cyber: an infrastructure has a

cyber-interdependency if its state

depends on information transmitted

through the information infrastructure;

* Geographic: infrastructures are

geographically interdependent if a

local environmental event can create

state changes in all of them;

* Logical two infrastructures are

logically interdependent if the state

of each depends on the state of

the other via a mechanism that is

not a physical, cyber, or geographic

connection.

Box 3 provides examples of contempo-
rary critical infrastructure independency as-
sessment approaches in the united states.

Box 3. Interdependency Assessment
Approaches in the United States of America

o Criticality Accessibility Recoverability Vulnerability
Espyability Redundancy (CARVER2). CARVER?2 is designed
to provide critical infrastructure analysis from a policy
maker’s perspective. It employs an all-hazards approach,
covering both terrorist threats and natural disasters, and
allows users to compare and rank critical infrastructure
within and across sectors. Critical infrastructure is assessed
according to six criteria, with impact assessment at the
heart of the assessment. To implement the methodology

a stand-alone PC tool and a server/client version
(CARVER2WeDb) have been created.

o Critical Infrastructure Modelling Simulation (CIMS).
Used by Idaho National Laboratory, the CIMS approach was
developed policy and decision makers at the city or county
level to enable swift decision making and emergency
response in the recovery phase. It provides visualization of
infrastructure interoperability and can develop models in
real time using open source information (e.g. simple maps
or aerial photos combined with information at a high level
of aggregation). CIMS is inherently cross-sectoral given

its focused on interdependencies, albeit at a high level of
abstraction, and should be viewed as an interdependency
and impact assessment tool with a focus on societal
resilience.

Source: Giannopoulos, Filippini & Schimmer, 2012
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Risk, vulnerability, and interdependency
assessments serve as the foundation of ef-
fective critical infrastructure resilience strat-
egies and implementation plans. Through
these assessments, policy makers and oper-
ators alike are able to efficiently shape nation-
al, sub-national, sectoral, and cross-sectoral
approaches to bolster the resilience of critical
infrastructure based on identified risks, vul-
nerabilities, and interdependencies. Armed
with an understanding of these factors, crit-
ical infrastructure stakeholders can devel-
op resilience objectives that address threat
probabilities and potential impacts, prioritiz-
ing those that are most important to their par-
ticular context.

Risk, vulnerability and interdependency
assessments that provide a quantification
of potential exposure to disaster risks are a
critical for future assessments of the relative
costs and benefits of particular investments in
resilience as well as for determining whether
to transfer some exposure to insurance and/
or capital markets. Formal catastrophe mod-
elling approaches, which take into account
hazard, (structural) vulnerability and financial
impact, can provide the estimates of aver-
age annual loss and probable maximum loss
necessary for effective financial management
of disaster risks.

4.4 Governance Arrangements

Critical infrastructure ownership and op-
eration models vary across countries. In
some countries, most critical infrastruc-
ture is owned and operated by national or
sub-national level governments, or oth-
er public agencies and authorities with
responsibility for the assets, systems, and
the services they provide. In others, an in-
creasing share of critical infrastructure is

also either privately owned or operated.
Public-private partnerships (ppp's) have
also become an increasingly frequently
used instrument to operate infrastructure
assets. In chile and mexico, for example,
20% of public sector infrastructure invest-
ment takes place through ppp's (hawkes-
worth, 2011; oecd, 20150).

Independent of the institutional arrange-
ments natural disaster recovery costs for
critical infrastructure remain often borne by
national governments. Infrastructure relat-
ed costs make up the mgjority of govern-
ment spending in the aftermath of a disas-
ter, especially in the absence of risk transfer
mechanisms such as insurance (g20/o0ecd,
2012). The intertwined nature of critical infra-
structure ownership, operation, and financial
responsibility in combination with the public
interest provides national governments with
a defensible rationale for ensuring proper
financial and technical capacity for critical
infrastructure resilience among actors in
charge of owning or running them.

Effective institutional arrangements are
needed to ensure resilience in a country's
infrastructure assets and operations. In a first
step, itis essential to identify concerned par-
ties, and second parse out respective critical
infrastructure roles and responsibilities as
part of the policy framework development
process. An important way of determin-
ing "who is responsible for what, how and
when" in critical infrastructure resilience is
enshrined in legislations and regulations of
countries. An assessment of formal roles and
responsibilities is hence an important part of
establishing an effective governance struc-
ture. The examination of such policies and
legal frameworks will also serve to identify
potential existing gaps in defining roles and
responsibilities. These steps should include
an examination of the responsibilities across

Policy Evaluation Framework on the Governance of Resilient Critical Infrastructure in Latin America



different levels of governments, government
sectors, as well as the determination of roles
played by public and private infrastructure
owners and/or operators.

To ensure that the identified responsible
actors integrate resilience measures in the
infrastructure they own or operate, gov-
ernments have a number of instruments at
hand to facilitate the process. Technical and
economic regulation is a key instrument for
governments to ensure critical infrastructure
resilience. Mainstreaming resilience through
public investment processes is also a key
instrument to ensure that new infrastructure
is gets designed in better and more resilient
ways. Finally the government needs to pro-
vide platforms for actors to coordinate and
collaborate effectively.

Technical regulation issued by the gov-
ernment can include resilience measures
that take account of the potential disaster
impacts. For example, nuclear energy reg-
ulators have looked at how flood risks and
rivers' temperatures impact the future safe-
ty of nuclear power plants. Switzerland is-
sued new regulation to take into account
the potential changes in river temperatures
induced by climate change, which in turn
have an impact for hydroelectric dams and
reservoirs (oecd, 20106).

Regulators can also set an obligation of
results regarding service reliability. In finland,
for example, electricity providers have to en-
sure that disruptions do not exceed 6 hours
in densely-populated areas, or 36 hours in
other areas. In france, critical operators have
to produce protection plans to prepare for
all kinds of hazards, of which natural hazards
are a part (oecd, 2016).

Economic regulation is another means
for governments to ensure critical infrastruc-
ture providers integrate resilience measures.
However, sensitive issues of influencing

competition and consumer pricing come
into play. Governments need to provide suf-
ficient flexibility for providers to adhere to
economic regulations in meeting regulato-
ry requirements (oecd, 2016). Considering
cost-sharing arrangements for investments
in critical infrastructure resilience are equally
a part of establishing effective governance
systems.

Mainstreaming resilience in public invest-
ment processes is equally critical. Making
new infrastructure development resilient is
the most effective way in minimising future
economic losses caused by disasters. In
peru, for example, all public investment pro-
jects undergo an assessment of the poten-
tial impact of natural disasters and based on
its results appropriate risk reduction meas-
ures are identified and integrated into their
design (lavell et al., 2016).

Governments do not necessarily retain
the technical capacity to define or monitor
complex resilience targets, and must there-
fore rely on collaborative relationships with
the specialised expertise available in the
private sector, to carry out these tasks. Gov-
ernance arrangements that facilitate regular
exchanges; sharing information and creating
mutual trust, such as described in box 4, are
necessary to ensure the effective integra-
tion of resilience measures in infrastructure
planning. Government actors can facilitate
the development of technical solutions (e.G.,
Information sharing and collaboration por-
tals) that serve as a trusted and secure en-
vironment where private- and public-sector
stakeholders can easily and regularly ex-
change ideas, information, and experiences
relevant to critical infrastructure resilience
(bach et al,, 2013; Lewis, 2006)

Reciprocal critical infrastructure educa-
tion and awareness programs designed to
increase knowledge across the full spec-
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Following a Box 4. Critical Infrastructure Stakeholder
Engagement and Information Sharing

Seeking to facilitate efficient and effective relationships across stakeholder groups with shared responsibility for
critical infrastructure resilience, several countries have developed programs and approaches to foster trust-based
connections between government and private owners and operators.

e United States Department of Homeland Security Protective Security Advisor (PSA) Program: The program provides
for proactive engagement among government partners and private sector owners and operators with responsibility
for critical infrastructure. PSAs plan, coordinate, and conduct security and resilience surveys and assessments of
nationally significant critical infrastructure. The program also delivers outreach activities and provides owners,
operators, and other stakeholders with access to critical infrastructure security and resilience resources, training, and
information. During and after an incident, Advisors serve as liaisons between government officials and private sector
critical infrastructure owners and operators.

o Australia’s Trusted Information Sharing Network (TISN) for Critical Infrastructure Resilience. The TISN provides
a secure, non-competitive environment in which all critical infrastructure stakeholders can collaborate and engage
in resilience building initiatives. The Network allows owners and operators across sector groups to reqularly share
information and cooperate within and across sectors to address security and business continuity challenges.

¢ Canada Critical Infrastructure Gateway. The Gateway meets one of the objectives under the Canadian National
Strategy and Action Plan for Critical Infrastructure is the timely advancement of information sharing and protection
among critical infrastructure partners. It is a collaborative, unclassified web-based workspace that includes members
of the critical infrastructure community.

o The European Union's Critical Infrastructure Warning Information Network (CIWIN). CIWIN is an information-
sharing system developed as a supporting component of the European Programme for critical Infrastructure
Protection. The CIWIN facilitates the exchange of information on shared threats, vulnerabilities and appropriate
measures and strategies to mitigate risk to critical infrastructure among European Union members and the European
Commission. In addition to its information-sharing function, the CIWIN serves as a rapid alert system for early
warnings regarding acute risks and threats.

o Information Sharing and Analysis Centers (ISACs). Sector-specific ISACs may be extensions of the national-level
government, as in the case of the U.S. Telecommunications ISAC, which is managed by the National Communications
System within the U.S. Department of Homeland Security, or entirely run by industry as the is the U.S. Water ISAC, a
non-profit extension of the water sector’s professional society. ISACs are viewed as a source for security-related best
practices and for hazard and threat indications, warnings, and assessments.

Sources: U.S. DHS, Protective Security Advisors. Retrieved from: https://www.dhs.gov/protective-security-advisors;
Australian Government, Trusted Information Sharing Network. Retrieved from: http://www.tisn.gov.au/Pages/default.
aspx; Australian Government (2015). Critical Infrastructure Resilience Strategy Policy Statement. Retrieved from:
http:/www.tisn.gov.au/Documents/CriticallnfrastructureResilienceStrategyPolicyStatement PDF; Canadian Critical
Infrastructure Information Gateway, Retrieved from: https:/cigateway.ps.gc.ca/_layouts/pscbranding/psclogon.
aspx?ReturnUrl=%2f_layouts%2fAuthenticate.aspx%3fSource%3d%252F&Source=%2F; Canadian Critical Infrastructure
Information Gateway Terms and Conditions of Service, Retrieved from: https:/cigateway.ps.gc.ca/_layouts/
pscbranding/trms-eng.pdf; Critical Infrastructure Warning Information Network, retrieved from: http:/ec.europa.
eu/dgs/home-affairs/what-we-do/networks/critical _infrastructure_warning_information_network/index_en.htm;
Smedts, B. (2010). Critical Infrastructure Protection Policy in the EU: State of the Art and Evolution in the (Near) Future.
Royal High Institute for Defence, Center for Security and Defence Studies Focus Paper 15. Retrieved from: http://www.
irsd be/website/images/livres/focuspaper/FP15.pdf; Lewis, T.G. (2006). Critical Infrastructure Protection in Homeland
Security, Defending a Networked Nation. John Wiley & Sons. Sample retrieved from: http://samples.sainsburysebooks.
co.uk/9780471789536_sample_381483.pdf; U.S. Department of Homeland Security. (2013) National Infrastructure
Protection Plan: Partnering for Critical Infrastructure Security and Resilience. Retrieved from: https://www.dhs.gov/
publication/nipp-2013-partnering-critical-infrastructure-security-and-resilience




trum of private- and public-sector stake-
holders can provide the basis for improved
readiness, and by extension, resilience (lew-
is, 2000). Owners and operators need to de-
velop an understanding of local, regional,
and national critical infrastructure resourc-
es, requirements, and plans. Policy makers
must develop sufficient knowledge to de-
velop sound critical infrastructure policies
that promote security and resilience without
imposing unrealistic burdens on owners and

Figure 2 Critical Infrastructure Governance
Structure In The United States

operators and also without inadvertently
building in additional vulnerabilities (lewis,
20006). Box 4 provides several examples of
successful critical infrastructure stakeholder
engagement and secure information shar-
ing approaches.

National governments generally convene
cross-jurisdictional and cross-sectoral com-
missions with a mandate to coordinate the
country's critical infrastructure landscape.
National level commissions formed to
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Figure 3 critical infrastructure
governance structure in australia

Australian Critical Infrastructure Governance
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initiate the process of developing a coun-
try's critical infrastructure resilience planning
and management framework may exist be-
yond initial efforts and can serve as a per-
manent advisory body tasked with providing
real-time insights into changes in the critical
infrastructure landscape. Alternatively, these
national level commissions may serve a term
appointment that concludes with their find-
ings. In the united states, for example, the
president issued an executive order in 1996
creating the president's commission on crit-
ical infrastructure protection (pccip), which
marked the beginning of a strategic focus on
critical infrastructure as a key determinant of
national security (pccip, 1997).

The composition of an effective gov-
ernance structure will necessarily vary by
country and will be influenced largely by
the balance of the respective public and pri-
vate critical infrastructure roles and respon-
sibilities. Regardless of the national balance
between publicly and privately owned or
operated critical infrastructure, governing
their resilience requires a transparent and
collaborative approach that incorporates a
variety of stakeholders such as the national
government, different government sectors
and levels of government and technical ex-
perts. Figures 2 and 3 provide examples of
governance structures in the united states
and australia.
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4.5 National Critical Infrastructure
Resilience Strategies And Plans

An increasing number of countries and
regions have acknowledged the need for
coordinated and joint critical infrastructure
protection through national level critical
infrastructure strategies or plans (wise-
man and mclaughlin, 2014, oecd, 2017).
The development of a critical infrastruc-
ture resilience strategy at the national lev-
el implicitly acknowledges that resilience
cannot be fully achieved at the infrastruc-
ture operator or asset level due to shared
responsibilities for, and interdependencies
among, critical infrastructures (giannopou-
los et al,, 2012).

National critical infrastructure protec-
tion strategies are usually introduced by a
definition of critical infrastructure, accom-
panied by nationwide criteria to evaluate
the criticality of infrastructure, and finally a
list of the sectors and infrastructures that
are deemed critical in the specific country
context. The swiss basic strategy for criti-
cal infrastructure protection, for example,
considers ten sectors as critical and ranks
the criticality for twenty-eight subsectors as
very high, high and regular, with criticality
referring to the relative importance of the
subsector for citizens and the economy
(federal office for civil protection, 2012).

National critical infrastructure strategies
provideacommonpolicyframeworkthaten-
ables a collaborative approach to strength-
ening the resilience of critical infrastructure.
This is the case across countries with crit-
ical infrastructure protection or resilience
strategies. For example, canada's national
strategy for critical infrastructure explicit-
ly identifies the role of partnerships across
the federal government, provincial/territo-
rial governments and critical infrastructure

Box 5. National Critical Infrastructure
Protection Strategies

¢ The Canadian National Strategy for Critical
Infrastructure sets the direction for enhancing the
resilience of Canada’s critical infrastructure against
current and emerging hazards. To this end, the Strategy
presents a collaborative approach to strengthening

the resilience of critical infrastructure in Canada,
ensuring that federal, provincial and territorial critical
infrastructure activities are complementary and respect
the laws of each jurisdiction. It outlines mechanisms for
enhanced information sharing and information protection.
It highlights that resilience of critical infrastructure can
be achieved through the appropriate combination of
security measures to address intentional and accidental
incidents, through business continuity practices to deal
with disruptions and emergency management planning to
ensure adequate response procedures are in place to deal
with unforeseen disruptions and natural disasters. At the
national level, the Strategy classifies critical infrastructure
within the ten following sectors: energy and utilities,
finance, food, transportation, government, information
and communication technology, health, safety, water,
manufacturing.

¢ The Swiss Basic Strategy for Critical Infrastructure
Protection outlines strategic goals and key principles for
the protection of critical infrastructure in Switzerland.
The Strategy covers the definition of comprehensive
protection approaches, the identification and compilation
of critical infrastructure elements and objects in a
classified inventory, the establishment of cross-sectoral,
public-private platforms, and information sharing on risks,
notably risk assessment and warning systems, among
stakeholders. The Strategy also addresses federal support
to handle disruptions to critical infrastructure, in case
critical infrastructure resources are overwhelmed. The
strategy considers ten sectors as critical: government,
energy, waste management, finance, health services,
industries, information and communication, food, public
safety and transportation.

Sources: Canadian Government, 2009; Federal Office for
Civil Protection, 201
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operators as a necessary condition for
achieving critical infrastructure resilience
(canadian government, 2009). The cana-
dian strategy identifies the country's crit-
ical infrastructure resilience and security
objectives under three main focus areas
that include: (i) building cross-sector and
cross-governmental partnerships; (i) im-
plementing an all-hazards approach to
risk management that employs public and
private sector collaborative efforts, and (iii)
sharing and protecting stakeholder infor-
mation (canadian government, 2009). The
german national strategy for critical in-
frastructure protection (cip strategy) also
details specifically the need for strategic
guidelines that as a means of promoting
successful joint action among critical in-
frastructure stakeholders. As a second and
related step in ensuring the security of crit-
ical infrastructure, the german cip strategy
serves a foundation for the development
of sub-goals that are implemented under
additional critical infrastructure programs

Figure 5. Relationship between A CIR
Strategy and A CIR Implementation
Plan: the australian case

and plans (federal republic of germany,
2009) such as a national critical infrastruc-
ture resilience strategy implementation
plan, sector-specific plans, and cross-sec-
tor plans.

Critical infrastructure strategies should
lay the foundation for ongoing stakehold-
er coordination and communication and
broadly identify stakeholders and describe
their respective roles and responsibilities.
These elements are common across many
national level strategies. The polish national
critical infrastructure protection programme
(ncipp), for example, pays particular atten-
tion to building partnerships between stake-
holders and established a national forum for
infrastructure protection that brings repre-
sentatives from publicly and privately owned
critical infrastructure together to coordinate
the resilience of critical infrastructure in po-
land (oecd, 2017).

Among countries with critical infrastruc-
ture protection, and some more recently
criticalinfrastructure resilience frameworks,
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Source: Australian Government. (2015b). Critical
Infrastructure Resilience Strategy.

CIR Strategy
(this document)

Implementation Plan

Outcome
Objectives
Strategic Imperatives

To be developed in
consultation with
stakeholders where
appropriate
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the two-part approach to defining a criti-
cal infrastructure resilience strategy and a
separate, but linked, critical infrastructure
resilience implementation plan is not the
exclusive approach used. Some countries
set forth an implementation plan that is
linked to their broader national level secu-
rity strategy and represents a hybrid stra-
tegic-operational approach such as in the
united kingdom or in the united states.
Critical infrastructure resilience in the unit-
ed kingdom is guided at the strategic lev-
el by the national security strategy which
explains that one of the nation's key tasks
is to “improve the resilience of the infra-
structure most critical to keeping the coun-
try running against attack, damage or de-
struction” (united kingdom, 2011) and the
national risk assessment which serves as
the framework for risk-based implementa-
tion planning (united kingdom, 2016). The
government published keeping the country
running: natural hazards and infrastructure
(kcr) as guidance for the implementation of
a critical infrastructure resilience program
in the united kingdom. The kcr is somewhat
of a hybrid approach that details both strat-
egies and provides specific practical guid-
ance for enhancing resilience in critical in-
frastructure sectors (united kingdom, 2011).
The united kingdom's implementation of
critical infrastructure resilience activities is
further defined by the regular refinement
of sector resilience plans (united kingdom,
2016). Where used, the national critical in-
frastructure resilience strategy implemen-
tation plan operationalises the critical in-
frastructure resilience strategy by detailing
specific actions with associated timelines
for completion. New zealand, for example,
employs strategic guidance detailed in its
the thirty year new zealand infrastructure
plan 2015 and implements plan’'s guidance

through an action plan appendix to the plan
as well as its ten-year capital intentions plan
(new zealand, 2015). Figure 5 illustrates the
relationship between the national level crit-
ical infrastructure resilience (cir) strategy
and the cir implementation plan in australia
(australian government, 2015b).
Implementation plans may also entail
the development of sector-specific plans,
cross-sector plans, and cross-governmen-
tal plans. Implementation plans should
provide specific, measurable, attainable,
realistic and timed goals for promoting crit-
ical infrastructure resilience. Additionally,
implementation plans should provide con-
crete, actionable guidance for critical infra-
structure stakeholders. For example, the
united kingdom'’s kcr includes a resilience
checklist for critical infrastructure owners
and operators in addition to guidance on
information-sharing and guidance on as-
sessing dependencies and interdepend-
encies. Building on the, sector resilience
plans in the united kingdom incorporate
sector-specific performance standards and
broader national and international stand-
ards (united kingdom, 2016). Critical sectors
in the united kingdom apply british stand-
ards institution (bsi) and iso specification
standards, in addition to risk, security and
crisis management, corporate governance
and organisational resilience standards
(united kingdom, 2016). A national critical
infrastructure resilience strategy imple-
mentation plan can serve as a benchmark
that critical infrastructure stakeholders can
use as reference for developing relevant
ongoing monitoring and measurement pro-
grams. In this way, implementation plans
serve a tangible link between the nation-
al strategy which factors risk, vulnerability,
and interdependency assessment and on-
going monitoring programs and results.
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4.6 Critical Infrastructure Financing

As previously mentioned, in many oecd coun-
tries, critical infrastructure systems are often
owned or operated by a mixture of public and
private sector arrangements. Railway net-
works, for example, can be owned publicly,
but train services are operated privately. En-
ergy production might be owned privately,
but prices could be heavily regulated. From a
public interest perspective, major investments
to build resilience into critical infrastructure
systems, or public investments in general,
should entail an openly debated and struc-
tured negotiation on who bears what portion
of the disaster risk-related cost ex ante in the
investment, construction and maintenance
process for preventive measures, as well as
ex post for reconstruction and rehabilitation
costs. Furthermore, the enforcement and im-
plementation of agreed standards and targets
should be objectively monitored and verified.
The challenge is to define suitable govern-
ance arrangements for these pre-investment
and post-investment processes, which are es-
sential to protecting the public interest.

The investment and implementation
plans for criticalinfrastructure as wellas pub-
lic investments at large, and should include
financing strategies, i.E. Who is responsible
for what share of the disaster risk-related
costs, both in terms of ex ante investments in
resilience measures and in terms of funding
recovery costs. With fiscal constraints ever
more common in the public sector, govern-
ments need to consider ways to boost the
mainstreaming of resilience in critical infra-
structure.. Some countries, such as peru and
costa rica, are already taking steps to en-
sure that resilience aspects are considered
in public investments. In peru, risk analysis
and risk reduction are standard elements of
the public investment project cycle, while in

costa rica all investments need to be in line
with the national development plan, which,
among other things, requires a considera-
tion of climate change and disaster related
risks (zapata, 2016; martinez, 2016).

Governments may have different financ-
ing tools to contribute to greater critical in-
frastructure resilience. In terms of ex ante re-
silience financing governments may choose
to subsidize the construction of protective
infrastructure and other resilience meas-
ures, such as hardening and reconfiguration,
for privately- or sub-nationally owned criti-
cal infrastructure. Governments may chose
to fully cover the costs of protective meas-
ures for publicly-owned critical infrastruc-
ture or for critical infrastructure ranked as
vital or major, independent of its ownership
structure. In some countries, such as austria,
a dedicated reserve fund serves as both a
fund for financing disaster recovery and re-
lief, and for funding ex ante investments in
prevention and mitigation measures (oecd,
2010).

National governments may also choose
to fund activities that enhance critical infra-
structure owners' and operators' (national,
sub-national and private) awareness of risks,
vulnerabilities, and resilience measures.
Funding may support critical infrastructure
risk assessments; dependency and interde-
pendency assessments; critical infrastruc-
ture-or focused trainings and exercises that
boost technical expertise. If combined with
other measures the risk assessment tools
can be a useful pathway to facilitate in-
creased resilience of critical infrastructure.
Governments may for example establish
legal requirements to demonstrate that the
necessary ex ante investments in disaster
risk reduction measures have been made,
taking into account the risks identified dur-
ing the risk assessment phase. Another
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Box 6. Risk transfer tool to manage public sector exposures

A number of risk transfer tools can be developed in order to manage the exposure to public finances
related to post-disaster reconstruction of publicly-owned assets:

¢ Insurance of public assets: Individual government asset-owners can acquire specific insurance
coverage for the assets that they are responsible for (individually or on a portfolio basis). The cost of
insurance can be reduced by choosing high deductible levels for the insurance policies acquired (i.e.
covering only more extreme events) or by including a diverse set of assets into a single policy. Countries
can benefit from pricing advantages by centralising the acquisition of insurance in a single department
(or even through a public insurance vehicle). For example, Costa Rica is establishing an insurance
vehicle for insuring public assets through a public insurer and transferring only excessive losses to
international financial markets. A number of other countries also operate public insurers, either at

the national or sub-national levels, to provide insurance for public assets (e.g. Australia, Philippines,
Indonesia). In Colombia, the government procurement agency is establishing a group insurance policy
and providing access to this policy to individual departments to insure their assets.

e Insurance of public expenditures: Another approach is to enter into risk transfer transactions that
provide a pay-out based on the occurrence of a disaster as a means of providing a source of funds to
finance reconstruction expenses. In many cases, these transactions are structured to pay-out based
on the occurrence of a disaster of a specific magnitude (e.g. earthquake of a specific magnitude, flood
or storm surge causing inundation of a certain level), which provides the benefit of a faster pay-

out (although the risk that the pay-out may not correspond to actual loss levels). The risk transfer
approaches may be structured through a regional risk pooling initiative (such as the Caribbean
Catastrophe Risk Insurance Facility) - which also creates benefits through a more diverse set of risk -
as a (re)insurance arrangement based on a parametric trigger, or through the issuance of catastrophe
bonds (which are basically bonds that default in the event of a the occurrence of the specified event,
allowing the transfer of bondholder funds to the bond issuer affected by the disaster).

Countries should also consider how to ensure sufficient funding to finance the risks that are retained
(i.e. not transferred through insurance or other risk transfer mechanisms). The contingent credit
facilities offered by multilateral banks can provide a readily-available source of funding to re-establish
the services disrupted by the disaster. For example, IDB has such facilities for total amount of USD
1,486 million covering Dominican Republic, Peru, Ecuador, Nicaragua, Honduras and Panama. Other
multilateral banks such as The World Bank and The Development Bank for Latin America (CAF) and
bilateral cooperation agencies such as the Japanese International Cooperation Agency (JICA) have
similar financial mechanisms.

Source: G20/0OECD, 2012; OECD, 2015a
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related approach is to ‘reward" those own-
ers/operators with more generous post-dis-
aster recovery support funding that imple-
mented the necessary resilience measures
this approach creates a positive incentive
system, but may have drawbacks with re-
spect to critical infrastructure, as it may lead
to different levels of resilience across critical
infrastructure.

Given the potential exposure of national
governments to costs related to rebuilding
infrastructure damaged in a disaster, nation-
al governments may also want to devise fi-
nancing or cost sharing strategies for recov-
ery costs:

* For national publicly-owned

critical infrastructure assets, national
governments should assess the most
cost-effective way to finance rebuilding
costs. Governments need to decide
whether self-insurance or risk transfer
of some or all these exposures would
be the best fit. For example, mexico
has undertaken comprehensive
modelling of public exposure, which
includes critical infrastructure but goes
beyond it, to disaster risks and has
started transferring the higher layers
of that exposure (i.E. Exposures related
to more severe and less frequent
events) to reinsurance and capital
markets. There may be advantages

in centralising the acquisition of
insurance for nationally-owned public
infrastructure (€ G. Through a single
insurance vehicle or ‘group” policy)

in order to benefit from the lower
premiums that can usually be secured
for a more diverse pool of assets. For
example, in colombia, the ministry of
finance requires that nationally-owned
assets are appropriately insured.

* For sub-national publicly-owned
infrastructure assets, national
governments should aim to ensure
that sub-national governments

are appropriately managing their
exposure to disaster risks. Cost-
sharing arrangements between
national and sub-national levels of
government for rebuilding costs are
necessary to ensure that disaster
risks are appropriately managed.

The cost-sharing arrangements
could take into account the extent

to which sub-national governments
have made efforts to ensure their
own resilience. In some countries,
including el salvador, honduras,
bolivia, colombia, costa rica,
nicaragua, panama and peru, legal
mandates requiring insurance

of sub-national publicly owned
infrastructure assets have been
established. National governments
may also want to monitor or establish
requirements related to financial
resilience, such as a requirement

to demonstrate that sufficient self-
insurance capacity would be available
or to assess possible risk transfer
options for those exposures. Similar
to national governments, sub-national
governments could also centralise
the acquisition of insurance for

their assets in order to reap pricing
advantages in risk-transfer markets.
For example, in australia, the treasury
requires sub-national governments
to submit regular reports on their
insurance arrangements and may
reduce the national cost-share rate for
reconstruction costs in states where
insurance arrangements are deemed
to be insufficient.
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* For privately-owned infrastructure
assets, national governments may
wish to impose requirements related
to financial resilience, such as
appropriate levels of insurance, or
equivalent levels of demonstrated
self-insurance capacity, to ensure
appropriate management of the
financial exposures by private
operators and therefore reduce
disruption in the event of a disaster.
In the latin american and caribbean
region, for example, only mexico and
chile have established insurance
standards for public services operated
by private owners.

Private risk transfer mechanisms, such
as insurance, can also help to change
the current risk culture. If insurers have
the ability to align premiums more
closely with actual risks and associated loss-
es then infrastructure owners/operators will
be incentivized to act in a way that lowers
the probability/consequence of insured risk
in an attempt to reduce premiums (flynn,
2015). The public sector's role in this arrange-
ment is to evaluate the risk reduction actions
taken by the owners or operators. This will
require research and development into new
mitigation standards and the identification of
low-cost means for achieving compliance
(flynn, 2015). For countries that have tended
to provide high levels of government fund-
ing for repairs and replacement following
disasters, a move away from this trend is im-
portant (flynn, 2015). If infrastructure owners/
operators not only discount actual risks, but
also believe that the government will pro-
vide substantial post-disaster/event funding
that will cover much of their loss, then the
government is viewed as a de facto insurer
that doesn't require premiums (flynn, 2015).

Box 7. Innovative Critical Infrastructure
Resilience Financing Mechanisms

Following the critical infrastructure failures observed
during Superstorm Sandy, the New Jersey government
implemented financing mechanisms to encourage the
development of resilient critical infrastructure. New
Jersey's, first in the nation, Energy Resilience Bank (ERB)
was created with USD 200 million in federal Community
Development Block Grant-Disaster Recovery funds to
support the development of distributed energy resources
at critical facilities throughout the state that will enable
them to remain operational during future outages.

‘Financing options available through the ERB will consist
of grants and loans to address unmet funding needs.
Grants and forgivable loans will be offered to address up
to 40 percent of unmet funding needs, while low-interest,
amortizing loans will be available for the remaining 60
percent of unmet funding needs. Grants and loans may
require equity contribution, and any principal forgiveness
component will require evidence of meeting minimum
performance requirements as indicated in the program
guide”

Eligible technologies must include islanding (ability

to operate isolated from the electric utility grid) and
blackstart (ability to start up without a direct connection
to the electric grid) capabilities, and have the capability
to operate at critical load. The program includes a sliding
scale of matching funds based on the characteristics (i.e,,
profit, not-for-profit) of the applicants and an assessment
of the project needs, feasibility, and return on investment.

Sources: New Jersey Board of Public Utilities. NJ Energy
Resilience Bank Now Accepting Applications. News
Release, October 20, 2014. Retrieved from: http:/www.state.
nj.us/bpu/newsroom/announcements/pdf/20141020_erb_
press.pdf




An alternate approach is to require criticalin-
frastructure owners/operators to maintain a
prescribed level of insurance coverage.

The applicability of specific funding me-
chanisms will necessarily vary by country
context and will be influenced largely by the
balance of the respective public and private
critical infrastructure roles and responsibilities.

4.7 Monitoring And Evaluation

Once assessment methodologies have
been determined and risk management
and resilience promotion activities, such as
installing robustness or redundancy meas-
ures, have commenced, data should be
collected to set a baseline against which
comparisons can be made (nrc, 2009; oecd,
2014a). For example, in a post-disaster con-
text, resilience can be assessed by quanti-

Table 4. Resilience Performance Criteria

Criteria

Expectation

fying post-disaster system functionality and
tracking the amount of time necessary to
achieve pre-disaster levels of performance
(tierney and bruneau, 2007). Additionally, the
identification and tracking of metrics, pro-
vides stakeholders with the means to both
quantify how their activities and investments
shape their performance and how their ac-
tions relate to their risk profile.

Authority for overseeing independent
assessments and monitoring critical infra-
structure resilience varies across countries
and is dependent on the balance between
privately and publicly owned and operat-
ed infrastructure. In many oecd countries
statutory and regulatory frameworks ap-
ply to private sector security operations.
In countries such as the united states the
primary mechanism for collective action for
enhancing critical infrastructure resilience
has been and will likely remain voluntary

Efficiency

Sustainability

Survivability
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This criterion requires that an infrastructure system perform its functions in order to meet its specified
functional requirements (technical efficacy) at lowest cost (cost effectiveness). Metrics for efficiency
include the costs of building and maintaining a complex infrastructure system within the constraints of
its technical performance, reliability, and service-continuity.

This criterion evaluates the extent to which the system uses resources - natural, human, and manufac-

tured - in a sustainable manner. Sustainability is defined as a resource-use pattern that “meets today's
needs while protecting resources for future use." To be sustainable, critical infrastructures must be de-

signed and operated within the context of their impacts on the surrounding ecosystems, now and in the
future. The metrics for assessing an infrastructure’s sustainability include the extent to which construction
and operating inputs and resources are used in accordance with the long-term economic and environ-
mental standards developed for the system.

This criterion for resilient infrastructure is the ultimate test of safety, security, and survival of the people,

infrastructure assets, and the ecosystem. In accordance with this criterion, an infrastructure meets the
resiliency standards if it is capable of withstanding damages with minimal adverse impacts - lost lives,
ecological impacts, structural damage - on the people, operations, economy, and the environment.
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collaboration between public and private
stakeholders (u.S. Department of homeland
security, 2013).

Although specifically addressing resil-
lence measurements and measurement
tools in a community-level context, guide-
lines described by cutter (2015) apply to
the measurement of critical infrastructure
resilience. Cutter's guidelines include the
following:

* Because critical infrastructure
systems are not identical and the
interdependences across critical
infrastructure vary by sectors and
national, sub-national, and regional
contexts, measuring the resilience of
critical infrastructure requires a toolkit
comprised of a variety

of indicators.

*  Communities need simply
concepts that are technically feasible
to implement at the community

level. Tools need to be adjusted and
modified to fit communities’ needs
and promoted in a way that makes the
business case for resilience.

* Necessary components of
resilience tools include the ability to:
assess and prioritise needs and goals;
establish baselines; monitor progress
and recognize success; weigh costs
(investments) and benefits (results);
and evaluate the effects of different
policies and approaches (cutter, 2014).
* According to barami (2013),
infrastructure systems that
incorporate resiliency, are likely

to meet the three high-level
performance criteria detailed in the
table 4, which could build the basis
for performance monitoring and
evaluation.

Ongoing monitoring of critical infrastruc-
ture resilience will require investment in data
capture systems that capture cross-sec-
toral data that can be used to assess risk
reduction with respect to cascading impacts
while also enhancing stakeholders’ under-
standing of evolving dependencies and in-
terdependencies. Additionally, monitoring
systems must include built-in capacity for
near real-time data updates. Combined ap-
proaches that incorporate remote sensing
technologies, geo-referencing, and data
feeds require funding for the development
of systems architecture, implementation of
field level equipment, maintenance of rela-
tional databases, and training on the use of
these applications.

Critical infrastructure resilience is an ongo-
ing, dynamic effort. Ensuring the sustainabili-
ty and relevance of critical infrastructure pro-
grams requires a mechanism for capturing
and internalizing lessons learned from tangi-
ble experiences such as exercises, trainings,
and even real-world incidents. Exercises and
trainings designed with a specific focus on
critical infrastructure stakeholder coordina-
tion and communications, interdependen-
cies and potential cascading impacts, and
information-sharing help to enhance public
and private critical infrastructure partners
understanding of strategies, plans, and pro-
grams while also providing opportunities to
practice actions that lend to the adaptability
of the human element of critical infrastruc-
ture operational effectiveness. Exercises and
trainings also further improve ready coordi-
nation among the wide variety of stakehold-
ers involved in promoting the resilience of

Overcoming Challenges and Increasing resilience in Critical Infrastructure: A Draft Policy Framework
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critical infrastructure. Finally, it is important
the critical infrastructure resilience programs
are themselves adaptability to the evolving
landscape. Exercises provide a “safe space’
for testing the assumptions and actions built
into critical infrastructure plans and the re-
sults of exercises are useful in identifying
weaknesses and gaps in the planning and
management of critical infrastructure.

Lessons learned from exercises, train-
ings, and real-world incidents are essential
to improving resilience programs and the
degree to which this information can be
constructively used depends on the devel-
opment and regular refinement of mecha-
nisms designed to collect and analyse les-
sons learned. To this end, the public sector
can lead the development and implemen-
tation of processes and systems that guide
how lessons learned are collected and an-
alysed as well as how analysis translates to
the identification of corrective actions and
adjustments to the national critical infra-
structure resilience strategy, implementa-
tion plan, and other related initiatives. The
german cip strategy notes that lessons
learned should be derived from continu-
ously updated threat analyses in addition
to analyses of domestic and international
incidents and those lessons learned should
then be incorporated into critical infrastruc-
ture standards that collaboratively devel-
oped by stakeholders (federal republic of
germany, 2009). The swedish action plan
for the protection of vital societal functions
& critical infrastructure echoes the impor-
tance of translating lessons learned into
improvements noting that: “the perspectives
before, during and after serious disruptions
need to be included in the work so that so-
ciety will be able to resist, manage, recover,
learn and develop from disruptions” (swed-
ish civil contingencies agency, 2014).
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